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A71CH Quick start guide for OM3710A71CHARD and i.MX6UItraLite

1. Introduction

This document explains how to get started with the OM3710A71CHARD development kit
and the i.MX6UltraLite board. It gives an overview of the hardware and describes the
board configuration options. It also gives step by step instructions to set up the software
development environment as well as full directions to run the example application in a
Linux platform using the i.MX6UltraLite evaluation board (MCIMX6UL-EVKB).

2. A71CH overview

The A71CH is a ready-to-use solution enabling ease-of-use security for 10T device
makers. It is a secure element capable of securely storing and provisioning credentials,
securely connecting 10T devices to public or private clouds and performing cryptographic
device authentication.

The A71CH solution provides basic security measures protecting the IC against many
physical and logical attacks. It can be integrated with various host platforms and
operating systems to secure a broad range of applications. In addition, it is
complemented by a comprehensive product support package, offering easy design-in
with plug & play host application code, easy-to-use development kits, documentation and
IC samples for product evaluation.

3. System description

AN12119

The A71CH evaluation setup presented in this document consist of an A71CH security IC
connected to an i.MX6UIltraLite host MCU (MCIMX6UL-EVKB) through the
OM3710/A71CHARD Arduino compatible kit. The i.MX6UltraLite is controlled by a
development PC over USB, and the A71CH IC communicates with the i.MX6UItraLite
over 12C protocol Fig 1 shows a basic diagram of the system architecture.

Development PC i.MX6UltraLite
e.g. TeraTerm MCIMX6UL-EVKB OM3710/A71CHARD

I2C

Fig 1. System architecture diagram

This getting started guide is divided in four parts:

e Hardware overview and setup: It describes the i.MX6UIltraLite host MCU evaluation
board (MCIMX6UL-EVKB), the A71CH Arduino compatible kit (OM3710/A71CHARD)
and how to mount them together.

e Software setup: It describes the preparation of the i.MX6UIltraLite Linux image,
drivers and terminal application.

e A71CH application examples execution: It describes how A71CH application
examples included in the A71CH Host software package can be run.
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4. Hardware overview

4.1

41.1

This setup uses the i.MX6UItraLite contained in the MCIMX6UL-EVKB as a host MCU
while the A71CH security IC acts as the protected storage module. The following two
boards are needed:

1. A71CH Arduino compatible development kit (OM3710/A71CHARD).
2. i.MX6UltraLite evaluation board (MCIMX6UL-EVKB).

A71CH Arduino compatible development kit (OM3710/A71CHARD)
The OM3710/A71CHARD is an Arduino development kit containing two items as well:
1. An A71CH Mini PCB board (OM3710/A71CHPCB)

2. An Arduino interface board, allowing the user to connect the A71CH to any host

featuring an Arduino compatible header (e.g. many LPC, Kinetis and i.MX boards in
the industry).

A71CH Mini PCB board (OM3710/A71CHPCB)

The OM3710/A71CHPCB board is a small PCB containing the A71CH solution and a set
of jumpers for the I12C or SPI host interface selection (Note that only the I12C driver is
available, SPI support might be added in future revisions).

Fig 2 shows an image of the MiniPCB. It features two connectors that can be used
depending on which communication interface is used. The figure shows the jumpers
configuration that enables the use of the A71CH I2C interface.
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Fig 2. A71CH mini PCB OM3710/A71CHPCB

To enable the I2C communication protocol, it is necessary to configure JP5/6 according
to Table 1. JP2 connects the A71CH to the on-board 3.3V voltage regulator on the
MiniPCB board. The jumpers JP3 and JP4 enable the 12C SDA/SCL pull-up resistors.
JP7 can be used to connect the A71CH reset signal.

Table 1. Default OM3710/A71CHPCB Jumper settings

Jumper Setting Usage

JP1 Not set External VCC connection

JP2 3-4 Connect A71CH to 3.3V regulator on MiniPCB

JP3 Set Connect I12C SDA pull-up resistor
AN12119 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.
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Jumper Setting Usage
JP4 Set Connect I12C SCL pull-up resistor
JP5 1-2 Use I2C address 0x92/0x93
2-3 (Default) Use I2C address 0x90/0x91
JP6 1-2 Activate I2C interface
JP7 Not set (Default) A71CH operates
Set A71CH IC reset

The board schematic and layout are shown in Fig 3 and Fig 4.
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Fig 3. OM3710/A71CHPCB board schematic
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4.1.2 Arduino interface board

4.2
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Fig 4. OM3710/A71CHPCB board silkscreen

The Arduino header board permits the user to interface the A71CH OM3710/A71CHPCB
with the MCIMX6UL-EVKB i.MX6UL motherboard. Fig 5 shows the board pinout.

Fig 5. A71CHARD Arduino header
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In addition, the A71CHARD provides dedicated male connectors to mount the
A71CHPCB via I2C or SPI without any hardware modification.

i.MX6UIltraLite evaluation kit (MCIMX6UL-EVKB)

The i.MX6UltraLite evaluation kit contains a MCIMX6UL-EVKB2 Motherboard and a
MCIMXUL-EVKB Daughterboard. Fig 6 shows an image of the complete evaluation kit.
The daughterboard is highlighted with a red rectangle. The Arduino header connector is

also highlighted in red.
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The motherboard provides the system with several communication interfaces (CAN,
USB, Ethernet, I12C, SPI), a set of sensors (gyroscope, accelerometer, magnetometer),
peripherals (camera, microphone, headphone output, speaker out connectors) and a
display board interface to connect either an LCD screen or an HDMI interface.
Additionally, the motherboard features two debug interfaces: 20-pin standard JTAG
connector and UART to micro-USB connector.

The daughterboard contains the i.MX6UIltraLite MCU, a programmed microSD memory
with Linux and RAM memory, and a set of switches to select the boot mode and boot
device. These three elements are highlighted with yellow rectangles on the
daughterboard. Finally, the debug USB, the 5V supply connector and power switch have
been highlighted in blue. More information can be found in [MCIMX6UL_EVKB].

(1) Arduino header and daughterboard highlighted in red.
(2) i.MX6 UltraLite, microSD memory card slot and boot mode switches highlighted in yellow
(3) Power supply connector, power switch and debug USB port highlighted in blue

Fig 6. MCIMX6UL-EVKB i.MX6UL evaluation kit
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5. Hardware setup

AN12119

The hardware setup consists of mounting the different boards together. Two simple steps
are required. First, plug the A71CH Mini PCB board (OM3710/A71CHPCB) to the 12C
adaptor of the Arduino interface board.
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Fig 7. A71CH Mini PCB board (OM3710/A71CHPCB) mounting on the I2C adaptor of the
Arduino interface board

Second, plug the A71CH into the i.MXUltraLite evaluation board (MCIMXUL-EVKB) using
the Arduino adaptors.

Note: The Arduino shield board comes with male connectors below. In case the
MCIMXUL-EVKB board does not come with the Arduino headers assembled by default,
these could be easily soldered by the user.

Arduino headers

Arduino headers

Arduino headers 8 o Arduino headers

/

Fig 8. A71CH Arduino kit mounting on i.MXUltraLite board (MCIMXUL-EVKB)
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The complete hardware setup mounting corresponds to the following figure:

Fig 9. OM3710/A71CHARD mounted on the i.MXUIltraLite board (MCIMXUL-EVKB).

6. Software setup

This section details the required to complete the software setup for A71CH security IC
and i.MXUltraLite host MCU.

6.1 SD card preparation

The A71CH product support package includes a pre-compiled Linux image with the
A71CH Host software package integrated in it [IMX6_LINUX_IMAGE]. The first step is to
flash this Linux image in a microSD memory card and plug it in the i.MX6UItraLite
evaluation board (MCIMX6UL-EVKB).

The Win32Disk Imager software is used in this document for this purpose. It is an open
source program compatible with several versions of Windows. It can be downloaded from
[WIN32DISKIMAGER]. The user shall select the directory of the Linux image in their
laptop and click the write button (Fig 10).

Once the process is completed, the microSD memory card is ready to be inserted into
the card slot of the i.MX6UL evaluation kit daughterboard (Fig 6).
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Development PC

% Win32 Disk Imager - 1.0 L=' W= E

Image File

Device

33.mg (B3] [(E ~

Read Only Allocated Parttions

he | [ ventyoay | [ eat

Use Win32 Disk Imager, or any
other software to flash the Linux
image into the microSD card

Fig 10. Win32 Disk Imager

6.2 Drivers

The i.MX6UltraLite evaluation board (MCIMX6UL-EVKB) is connected to the PC via USB

interface. Also, the evaluation board should be powered by connecting the plug of the 5
V power supply to the DC power jack.

Development PC

USB cable

Power
supply

Fig 11. i.MX6UltraLite PC connection and power supply
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It might be required to install the USB to UART Bridge VCOM Drivers in some laptops for
driving the i.MX6UIltraLite. These drivers can be downloaded from [SILAB_DRIVERS].
Install the executable for your processor (either 32 or 64 bits) and follow the setup wizard
until it is finished.

Now, i.MX6UltraLite evaluation board (MCIMX6UL-EVKB) should be enumerated in the
Device Manager as Silicon Labs CP210x USB to UART Bridge (COMxx) in the Ports
(COM & LPT) category (Fig 12). Please note, the port number COMxx will be needed to
configure the serial communication between the PC and the i.MX6UL evaluation kit in the
next step.

=4 Device Manager =S X

File Action View Help
= mEHD " EsS
> 3@' Imaging devices 2
> ¥ Intel WiUSB
b & Intel(R) Dynamic Platform and Thermal Framework
> &¥ Jungo Connectivity
> == Keyboards
b 1] Memory technology driver
» - Mice and other pointing devices
b -2 Modems
> | Monitors
> ¥ Network adapters
» W{ Portable Devices
Y5 Ports (COM & LPT)
Y ECP Printer Port (LPT1)
'? Silicon Labs CP210x USB to UART Bridge (COMB65)
| LT3 USB Serial Port (COMS8)
b D Processors
» g7 Smart card readers
d {i sound, video and game controllers
b £; Storage controllers
> -l System devices i

b

m

Fig 12. Device manager

6.3 Terminal setup

A terminal application shall be executed from the development PC to interact with the
i.MX6UltraLite evaluation board (MCIMX6UL-EVKB). Any terminal supporting a serial
port interface can be used.

In this document, Tera Term is used and it can be downloaded from [TERA_TERM]. The
setup wizard will guide the user through the installation. The standard installation can be
chosen for this purpose. Once it is finished, Tera Term can be started.

The first thing that should be configured is a new connection for the terminal (Fig 13).
The user should choose a Serial connection and the port that was checked previously in
the Device Manager.
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Tera Term: New connection - =y
\

I TCPIP Host: myhost.example.com -
History '
Sanice Telnet TCPport#:; 22 }

@) SSH SSHversion: | SSH2 -

Other
Protocol: |UNSPEC ~
@ Serial Port: (COMB5: Silicon Labs CP210x USB to U£ ~
ok | | cancel | | Help
Fig 13. Tera Term new connection

Then Setup-Serial port should be configured as shown in Fig 14 with the proper serial port
that was already chosen.

Tera Term: Senal p

ot —

Baud rate: 115200 -

Data: 8 bit -

Parity: none -

Stop: 1bit - ‘ Help ‘

Flow control: none -

Transmit delay
0 msecichar 0 mseciline
Fig 14. Serial port setup
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6.4 Booting the system

Before booting the system, first insert the microSD with pre-compiled Linux image into the
microSD card slot of the MCIMX6UL-EVKB daughterboard.

microSD
card slot

Fig 15. Insert microSD card with the pre-compiled Linux image in the microSD card slot

Second, the switches on the MCIMX6UL-EVKB daughterboard should be configured in the
following way:

e Boot Mode Select Switch SW602: ON, OFF (from 1-2 bit)
e Boot Device Select Switch SW601: OFF, OFF, ON, OFF (from 1-4 bit)

-
= -
-
i
-
-
=l

ddddddid

Fig 16. i.MX6UltraLite (MCIMX6UL-EVKB) board switches
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This configuration allows the i.MX6UltraLite (MCIMX6UL-EVKB) board to be booted from
the microSD memory card.

Third, turn on the power supply switch to boot up the system.

Fig 17. i.MX6UltraLite (MCIMX6UL-EVKB) power supply switch

During the boot process, the operating system status information will be prompted on the
terminal (Tera Term) window. When the process is complete, the user can login with the
following credentials (Fig 18):

e Account name: root
e Password: not required
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[

T COMES - Tera Term VT

File Edit Setup Control ‘Window Help

] evice list:
_#8: wnBI60-audic
EXT3-fs lmmcblleL i oerror:
FE?? fs fmm;blhipZ!: Error:
(244)

de.tmpfg mounted

Populating dev cache

INIT: Entering runlevel:

1Pv&: ADDRCOMF(NETDEV_UP):
udhcpe (v1.24.1) started
Sending discover.
Sending discover.
Sending discover.

done,
done,

starting statd: done
Starting atd: OK

Starting crond: OK

imxbulevk legin: root
root®imxeulevk:~# W

Freeinag unuted kernel memory:
INIT: wersion 2.88 booting

: starting version 3.1.5
! wdevd wrandom read with 14 bits of entropy available

fs (mmcblklp2): re-mounted.
ot logd: cannot allacate pseudo tty: No such file or directory

Lunflﬁurlnﬁ network interfac

Ne lease, Farklng te backaround

Starting system message bus: us
Starting OpenBSD Secure Shell server: sshd

Starting rpcbind daemon...do

Fig 18. Boot sequence finished

couldn't mount because of unsupported optional feat
couldn't mount because of unsupported optional feat
;4 fs (mmcblklpZ): recovery complete

(mmcblklpZ): mounted filesystem with ordered data mode. Opts: (null)
! Hﬂunted root (extd filesystem) on device : 2.

(82614000 - B268022a)

Opts: (nul

tar: dev/disk-by-label Bootx20imx&ul: Cannot stat: Mo such file or directory
tar: Exiting with failure status due to previous errors
udev-cache: update failed!

fec Z0b92OD.ethernet eth Freescale FEC PHY ¢
river [Micrel KSZ8881 or quﬁﬁill (mii_bwus:phy_addr=28b4008.ethernet: @1, irg=-1)
link Is not ready

exportfs: can’t open setcsexports for reading
NF5 daemen support not enabled in kernel
Starting system log daemon.
Starting kernel log daemon. . .8

Freescale i.MX Release Distro 4.1.15-2.0.2 imxbulevk ~dev ttymxc@d

7. AT71CH application examples execution

Once the system has been initialized, the A71CH application examples can be executing
by navigating through the menu with Linux terminal commands.

7.1 Running A71CH OpenSSL Engine examples

The A71CH OpenSSL Engine examples can be found in:

root@imx6ulevk:~# cd axHostSw/hostLib/embSeEngine/a7lchDemo/scripts/

The following examples are contained in the scripts folder:

Table2. A71CH SW examples

Example script Description
Generate ECC keys with OpenSSL libraries and inject
arlchPreparekce them into the A71CH
a7lchRandDemo Request random numbers to the A71CH
a7lchEccCsrDemo Create a Certificate Signing Request and verify it
a7lchEcDhKa ECDH Key agreement using A71CH
AN12119 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.
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Example script Description

Sign a file with the previously injected keys (it needs the

arlchEccSignDemo file path as an argument) and verify the signature

ECDSA signature negative test using the wrong

a7lchEccSignNegTest signature file

Generation of all the necessary files for a TLS
tiIsCreateCredentialsRunOnClientOnce communication, e.g., client and server ECC key pairs
and certificates

Injection of the client ECC key pair into the A71CH

tisPrepareClient Security Module using the Configure Tool

Client connection start. The client will establish a

tisSeClient TLS/SSL-based communication with a give IP address
and port
Server connection start. The server will start to listen to
tisServer TLS/SSL communication requests through a specified
port.

For instance, a7lchPrepareEcc example can be run using this command:
root@imxéulevk:~/axHostSw/hostLib/enbSeEngine/aT7lchDemo/scripts# ./a7lchPrepareEcc.sh

It is recommended to run first the a71lchPrepareEcc example to inject keys into the
A71CH that will be used by other scripts included in the package.

G

File Edit Setup Control Window Help

root@imx6ulevk: /axHostSw/hostLib/embSeEngine/a7lchDemo/scripts#t ./a7lchPrepareEcc.sh
N71CH Key provisioning script (Rev.0.8).

Fxecuting this script will create new keys and insert these keys

in the attached A7ICH secure element.

Are you sure? [y/Nl v

Assume we run on Linux . )

> openssl ecparam —name prime2btvl -out . ./ecc/prime2bbvl.pem

>> openssl ecparam —in ../ecc/prime?56vl.pen -genkey -noout -out ../ecc/ecc_key kp B.pem
>> openssl ec -in . ./ecc/ecc_key_kp_0.pem -pubout -out ../ecc/ecc_key_kp_pubonly_0.pem
read EC key

writing EC key

>> openssl ecparam —in ../ecc/prime206vl.pem -genkey —noout -out ../ecc/ecc_key kp_1.pem

P> openssl ec —in . ./ecc/ecc_kev_kp_1.pem -pubout -out ../ecc/ecc_key_kp_pubonly_1.pem
read FC key
writing FC key

P> openssl ecparam —in . ./ecc/prime2b6vl.pemn —genkey —noout -out ../ecc/ecc_key pub_B.pem

>> openssl ec -in ../ecc/ecc_key pub B.pem -pubout -out ../ecc/ecc_key pub_pubonly B.pem

>> openssl ecparam -in . ./ecc/prime2d6uvl.pem -genkey -noout -out ../ecc/ecc key pub_1.pem

>> openssl ecparam —-in ../ecc/prime2o6vl.pem -genkey —noout -out ../ecc/remote_ecc_kp.pem

Fig 19. Execution of script a7lchPrepareEcc.sh

When executing the examples, the terminal will show the process step by step with some
information regarding the example. The scripts can also be opened as text files to
examine the OpenSSL commands. Further information about A71CH OpenSSL Engine
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examples can be found in [AN_A71CH_HOST_SW] and in the Doxygen documentation
[IMX6_LINUX_ IMAGE].

Running A71CH Host APl usage examples

It is also possible to navigate to the A71CH Host API usage example application by
typing the following:
root@imxébulevk:~# cd axHostSw/linux/

Once in the linux folder, the A71CH Host API usage project can be launched with the
following command:

root@imxéulevk:~/axHostSw/linux# ./A71CH i2c imx

The A71CH Host APl commands will be sequentially executed and prompted in the
TeraTerm terminal as shown in Fig 20. Further information about the A71CH Host API
usage examples can be found in [AN_A71CH_HOST_SW] and in the Doxygen
documentation [IMX6_LINUX_IMAGE].

1 COM23 - Tera Term VT
File Edit Setup Control Window Help

root@imxbulevk: /axHostSw/linux# . /A71CH_i2c_imx
a?lch HostlLibrary example application (Rev 1.22:1.21)
Connect to R71CH-SM. Chunksize at link laver = 256.
I12CInit: opening /dev/iZ2c-1

12C driver: PEC flag cleared

12C driver supports plain i2c-level commands.

12C driver supports Read Block.
SCI2C_ATR=0xB8.04.11.01.05.04.89.62.01.01.BA.01.01.BB.0D.41.37.31.30.31.43.48.20.32.34.32.52.31.BC.00.
HostLib Version : 8x0110

Applet Version 1 Bx0121

SecureBox Yersion: 0x0000

a7lchInitHodule(Reset)
Reset A71CH.

N71_SetSynKey(0x00)
aesReflindexfesKey]l (LEN=16):
DB:FE:E9:F3:B2:76:15:40:67:F9:D8:4C:B9:35:54:56

A71_SetSymKey({0x01)
aesReflindexAesKey]l (LEN=16):
00:01:02:03:04:05:06:07: 98 09:0A:08:0C:0D:0E: OF

A71_SetSymKey(0x02)
aesReflindexfesKey]l (LEN=16):
CO:79:EF:82:CD:F7:12:F2:87:28:FD:18:ED:DV:F2:F4

A71_SetSymKey(0x03)
aesReflindexfesKey] (LEN=16):
AA:BB:CC:DD:EE:FF:06:07: 08 69:A0:B0:B1:B2:B3:B4

N71_HkdfExpandSymKey {0x00)
derivedData (LEN=32):
36:54:BE:49:32:B6:F3:84:B8:0C:F5:FC:F7:7B:93:93:82:59:00:45: 7E:ED:E3:B8:6F:C0:91:99:67:10:A4:F3

Fig 20. Execution of Host APl usage application
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7.3 Running A71CH Configure tool
Finally, the A71CH Configure Tool can also be executed from the Linux folder:
root@imx6ulevk:~/axHostSw/linux# ./a7lchConfig i2c imx

Fig 21 and Fig 22 illustrate the use of the A71CH Configure Tool with debug reset and
info status commands, respectively. In Fig 21 the A71CH is started in debug mode.

¥ COM23 - Tera Term VT

File Edit Setup Control Window Help

root@imx6ulevk: " /axHostSw/linux# ./allchConfig_i2c_imx debug reset
allchConfig (Rev 8.94) .. connect to A71CH. Chunksize at link layer = 256.
I2CInit: opening /dev/i2c-1

I2C driver: PEC flag cleared

I2C driver supports plain i2c-level commands.

I12C driver supports Read Block.
SCI2C_ATR=-0xB8.04.11.01.05.04.89.02.01.01.BA.01.01.BB.08D.41.37.31.30.31.43.48.20.32.34.32.52.31.BC.00.
HostLib Version : 0x0110

Applet-Rev:SecureBox-Rev  : 0x0121:0x0000

Fig 21. A71CH Configure Tool execution example

In Fig 22 the status of the A71CH, e.g., stored key pairs, public keys, monotonic
counters, etc, is prompted.

) COM23 - Ters Term VT
File Edit Setup Control Window Help

root@imxbulevk: /axHostSw/linuxk ./a7lchConfig_i2c_imx info status
a7lchConfig (Rev B8.94) .. connect to A71CH. Chunksize at link layer = 256.
[2CInit: opening /devw/i2c-1
[2C driver: PEC flag cleared
[2C driver supports plain i2c-level commands.
[2C driver supports Read Block.
SCI2C_ATR=0xB8.04.11.01.05.04.B9.02.01.01.BA.A1.01.BB.0D.41.37.31.30.31.43.48.20.32.34.32.52.31.6C.00.
HostLib Version 1 k0110
Applet-Rev:SecureBox-Rev  : 0x0121:0x0000
SCPB3 is Not enabled
Key Pair status:

Index=0: Empty Open

Index=1: Empty Open
Public Key status:

Index=0: Empty Open

Open

Open
Open

Index=2: Empty Open

Sum Secret status:
0: Empty Open

Empty Open

: Empty Open

: Empty Open

: Initialized Open
Initialized Open
Purpose StoraJe status:
0ffset=0x0000: Open 0ffset=0x0020: Open 0ffset=0x0040: Open 0ffset=0x0060: Open
0ffset=0x0080: Open 0ffset=0x00A0: Open 0ffset=0x00C0: Open 0ffset=0x00EA: Open
0ffset=0x0100: Open 0ffset=0x0120: Open 0ffset=0x0140: Open 0ffset=0x0160: Open
0ffset=0x0180: Open 0ffset=0x01A0: Open 0ffset=0x01C0: Open 0ffset=0x01E@: Open
0ffset=0x0200: Open 0ffset=0x0220: Open 0ffset=0x0240: Open 0ffset=0x0260: Open
Offset=0x0280: Open 0ffset=0x02A0: Open Offset=0x02C0: Open 0ffset=0xB2E0: Open
0ffset=0x0300: Open 0ffset=0x0320: Open Offset=0x0340: Open 0ffset=0x0360: Open
0ffset=0x0380: Open 0ffset=0xB3A0: Open Offset=0x03C0: Open 0ffset=px@B3E0: Open
oo t@imx6ulevk : " /axHostSw/linuxit B

Fig 22. A71CH Configure Tool execution example

Further information about the A71CH Configure Tool can be found in
[AN_A71CH_HOST_SW] and in the Doxygen documentation [IMX6_LINUX_IMAGE].
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