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nRF54L15, nRF54L10, and nRF54L05

Wireless SoCs

NRF54L15, nRF54L10, and nRF54L05 are a part of the nRF54L Series. All wireless
System-on-Chip (SoC) options in the series integrate an ultra-low power,
multiprotocol 2.4 GHz radio with MCU (Microcontroller Unit) functionality featuring a
128 MHz Arm® Cortex®-M33 processor. nRF54L15, nRF54L10, and nRF54L05 make
up a flexible set of SoCs enabling multiple product categories with an extended
peripheral set and scalable memory configurations.

Nordic Semiconductor’s proprietary technologies, such as low-leakage RAM and
advanced multiprotocol radio design, enable ultra-low power consumption, reducing
battery size or increasing lifetime.

Designed with versatility in mind, the nRF54L Series SoCs are suited to enable a
broad range of applications. The multiprotocol 2.4 GHz radio supports Bluetooth® LE
with optional features including Channel Sounding, introduced in Bluetooth® Core
6.0, as well as 802.15.4-2020 for standards such as Thread®, Matter, and Zigbee®,
and a proprietary 2.4 GHz mode supporting up to 4 Mbps for higher throughput. The
devices integrate peripherals expected in a wireless microcontroller, enabling many
products to be implemented with a single chip. An integrated RISC-V coprocessor
further reduces the need for external ICs.

NRF54L15, nRF54L10, and nRF54L05 are available in a range of memory and package
configurations, including pin-to-pin compatible QFN packages, enabling cost-
optimized and flexible design across different application requirements.

Key features

128 MHz Arm® Cortex®-M33 processor

Scalable memory configurations from 500
KB up to 1524 KB NVM and 96 KB up to
256 KB RAM

Multiprotocol 2.4 GHz radio supporting
Bluetooth® LE, 802.15.4-2020, and 2.4 GHz
proprietary modes (up to 4 Mbps)

Five serial interfaces (SPI/TWI/UART)
including high-speed support

Extended set of interfaces, peripherals,
and timers including Global RTC available
in System OFF, 14-bit ADC, I%S, PDM, NFC,
PWM, and QDEC

128 MHz RISC-V coprocessor

Advanced security including TrustZone®
isolation, tamper detection, and
cryptographic engine with side-channel
leakage protection

Ultra-compact CSP and QFN packages

Power consumption highlights

OBluetooti 3% matter THREAD @@ zigbee R

NRF54L15 | nRF54L10 | nRF54L05

Active with radio

Power mode

Current @ 3.0V

Arm® Radio

Bluetooth® LE

®_
SO IEEE 802.15.4-2020

128 MHz

2.4 GHz proprietary

Active with processing

CPU CoreMark® from RRAM with cache

Bluetooth® LE TX 1 Mbps at 0 dBm 4.8 mA
Bluetooth® LE TX 1 Mbps at +4 dBm 6.6 mMA
Bluetooth® LE TX 1 Mbps at +8 dBm 9.8 mA
Bluetooth® LE RX 1 Mbps 3.4 mA

RRAM RISC-ngo“ﬁLozcessor Sleep
Non-volatile System ON IDLE with GRTC (XOSC) and 256 KB RAM 2.9 pA
HICHIOLY System ON IDLE with GRTC (XOSC) and 192 KB RAM 2.6 UA
Peripherals System ON IDLE with GRTC (XOSC) and 96 KB RAM 1.7 A
System OFF with GRTC wakeup 0.9 uA
System OFF 0.7 uA

nRF54L15

Product variants

Part number

1524 KB

nRF54L10

1012 KB

nRF54L05

500
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Feature overview

Radio
®
*  Bluetooth LE

. LE 2M, LE 1M, LE Coded
e Channel Sounding

e |EEE 802.15.4-2020 - 250 kbps

. Enables Matter, Thread®, Zigbee®
. 2.4 GHz proprietary GFSK

e 4 Mbps, 2 Mbps, 1 Mbps
e Single-ended antenna output

(on-chip balun)
e 128-bit AES/ECB/CCM/AAR coprocessor

e  Configurable TX power with 1 dBm step size

from -10 dBm to maximum
Processor
® ®
. 128MHz Arm Cortex -M33 CPU

o FPU, DSP, MPU, TrustZone

e Debug—SWD, ETM, ITM, DWT, CTI, TPIU
Memory

e 500 KB to 1524 KB NVM (RRAM)

¢ 96 KBto 256 KB RAM
Coprocessor/SoftPeripherals

e 128 MHz RISC-V coprocessor (VPR)

. sQSPI available as SoftPeripheral for VPR; see

the software documentation for details

4503 _018 v1.0

Peripherals

Five fully featured serial interfaces with
EasyDMA, supporting IZC, SPI controller/
peripheral, and UART

. One HS-SPI up to 32 MHz, four SPl up to 8
.

MHz (SPIM, SPIS)

e Four TWI up to 400 kHz and I°C

compatible (TWIM, TWIS)
e One HS-UART up to 4 Mbps, four UART up
to 1 Mbps (UARTE)

SAADC with eight programmable gain channels

e 14-bit at 31.25 ksps

e 12-bit at 250 ksps

e 10-bit at up to 2 Msps

Global RTC can run in System OFF mode and
implement a shared system timer (GRTC)
NFC-A listening device (NFCT)

Pulse density modulation interface (PDM)

IS two-channel Inter-IC sound interface

Three pulse width modulator (PWM) four-
channel units with autonomous waveform
generation (PWM)

Two quadrature decoders (QDEC)

Two individual watchdog timers for secure and
non-secure context (WDT)

Seven 32-bit timers with counter mode (TIMER)
Temperature sensor (TEMP)

Comparator and low-power comparator with
wake-up from System OFF mode (COMP,
LPCOMP)

GPIO

. Up to 35 GPIO pins

e 64 MHz and 8 MHz ports

Power supply and clock

Single-inductor DC/DC converter

e  Single 32 MHz crystal operation

e  Optional 32.768 kHz crystal

Security

. Arm TrustZone, Root of Trust, secure boot,

secure storage

. Security components — Cryptographic engine

(CRACEN), Key management (KMU)

*  Physical protection — Tamper detectors

(TAMPC, GLITCHDET), Side-channel protection
Key specifications

e Maximum TX power (CSP/QFN) — 8 dBm/7 dBm

e  RXsensitivity for 1 Mbps Bluetooth LE —-96
dBm

e RXsensitivity for IEEE 802.15.4 —-102 dBm

e EEMBC CoreMark® executing from non-volatile
memory — 503 CoreMark, 3.93 CoreMark/MHz

e  Supply and GPIO voltage—1.7Vto 3.6 V

Operating temperature —-40°C to +105°C
Packages for all variants
e QFN40 (QDAA) with 24 GPIO pins

e 5.0x5.0 mm with 0.4 mm pitch

QFN48 (QFAA) with 31 GPIO pins

e 6.0x6.0 mm with 0.4 mm pitch

e QFN52 (QGAA) with 35 GPIO pins

*  6.0x6.0 mm with 0.4 mm pitch
Package for nRF54L15
e CSP47 (CAAA) with 32 GPIO pins

*  2.4x2.2 mm with 0.3 mm pitch
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About this document

This document is organized into chapters that are based on the modules and peripherals available in the
IC.

2.1 Document status

The document status reflects the level of maturity of the document.

Document name Description

Preliminary Datasheet Applies to document versions up to 1.0.

This document contains target specifications for
product development.

Datasheet Applies to document versions 1.0 and higher.

This document contains final product
specifications. Nordic Semiconductor ASA reserves
the right to make changes at any time without
notice in order to improve design and supply the
best possible product.

Table 1: Defined document names

2.2 Peripheral chapters

The chapters describing peripherals include the following information:

e A description of the peripheral.
¢ The electrical specification tables, containing performance data which applies for the operating
conditions described in Recommended operating conditions on page 923.

2.2.1 Peripheral naming conventions
Every peripheral has a unique capitalized name or an abbreviation of its name, such as TIMER, that is used
for identification and reference.

This name is used in chapter headings and references, and it will appear in the Arm Cortex Microcontroller
Software Interface Standard (CMSIS) hardware abstraction layer to identify the peripheral.

When there is more than one instance of a peripheral in a power domain, a two digit number Dn is
added as a suffix to the peripheral name when constructing the peripheral instance name. For example,
a peripheral named PERI with instance name "PERIDn" is located in power domain D, and is instance
number n in that domain. For a list of power domains, see Power domains on page 11.

The following are additional examples of peripheral instance names:

e PPIBOO is in the MCU domain (0), and is the first PPIB instance in the MCU domain (0).
e SPIS21 is in the PERI domain (2), and is the second SPIS instance of the PERI domain (1).

The peripheral instance name is also used in the CMSIS to identify the peripheral instance.
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About this document

The domain digits x are listed in the following table.

Domain digit Power domain
0 MCU
1 RADIO
2 PERI
3 LP

Table 2: Domain digit overview

2.2.2.1 Peripheral instantiation

The peripherals have a set of security capabilities listed in Instantiation on page 216.

The following table describes the abbreviations used.

Abbreviation Description

NS TrustZone/security attribute is non-secure
The peripheral is accessible as a non-secure peripheral

S TrustZone/security attribute is secure
The peripheral is accessible as a secure peripheral

us TrustZone Map is user selectable
The TrustZone/security attribute of the peripheral is configurable

HF TrustZone Map is Hardware Fixed
The TrustZone/security attribute of the peripheral cannot be changed

NA Not Applicable — Peripheral has no DMA capability

NSA NoSeparateAttribute — Peripheral with DMA and DMA transfer has the same security
attribute as assigned to the peripheral

SA SeparateAttribute — Peripheral with DMA and DMA transfers can have a different
security attribute than the one assigned to the peripheral

Table 3: Instantiation table abbreviations

The Secure mapping column in the peripheral instantiation table defines configuration capabilities for the
Arm TrustZone for Armv8-M secure attribute. The DMA security column describes the DMA capabilities of

the peripheral.

The instantiation table has the following columns:

¢ Instance Column — Indicates the peripheral instance name followed by optional TrustZone attribute. A
corresponding address is listed in the Base address column indicating the base address for secure and
non-secure TrustZone attributes. This optional TrustZone attribute is separated by a colon (:).

¢ Trustzone Column — This has 3 sub-columns indicating the TrustZone map, TrustZone attribute and
DMA capability. The options are as listed in Instantiation table abbreviations on page 5.

4503 _018 v1.0
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About this document

2.3 Register overview table

The register overview table shows a summary of all peripheral registers.

The following table explains the columns of the register overview table.

Field Description

Register Name of register

Offset Offset address from peripheral base address

TZ Security setting for split-security peripherals, blank for other peripherals
Description Short summary of intended use

Table 4: Register overview table

2.4 Register tables

Individual registers are described using register tables. These tables are composed of two sections. The
first three colored rows describe the position and size of the different fields in the register. The following
rows describe the fields in more detail.

2.4.1 Fields and values

The ID row specifies the bits that belong to the different fields in the register. If a field has enumerated
values, then every value will be identified with a unique value ID in the Value ID column.

A blank space means that the field is reserved and read as undefined. These fields must be written as 0
to secure forward compatibility. If a register is divided into more than one field, a unique field name is
specified for each field in the Field column. The Value ID may be omitted in the single-bit bit fields when
values can be substituted with a Boolean type enumerator range, such as true/false, disable(d)/enable(d),
on/off, and so on.

Values are usually provided as decimal or hexadecimal. Hexadecimal values have a 0x prefix; decimal
values have no prefix.

The Value column can be populated in the following ways:

¢ Individual enumerated values, for example 1, 3, 9.

¢ Range of values, for example [0..4], indicating all values from 0 to 4.

¢ Implicit values. If no values are indicated in the Value column, all bit combinations are supported, or
the field's translation and limitations are described in the text instead.

If two or more fields are closely related, the Value ID, Value, and Description may be omitted for all but the
first field. Subsequent fields will indicate inheritance with '..".

A feature marked Deprecated should not be used for new designs.

2.4.2 Permissions

Each register field can have different access permissions enforced by hardware. The access permission for
each register field is documented in the Access column in the following ways:
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wic

Wi1s

Read only
Write only
Read/write

Write once

Read/write once

write O to clear

Write 1 to clear

Write 1 to set
Read Modify External

2.5 Registers

Register overview

Field can only be read. A write will be ignored.

Field can only be written. A read will return an undefined value.

Field can be read and written multiple times.

Field can only be written once per reset. Any subsequent write will be ignored. A read will return an undefined
value.

Field can be read multiple times, but only written once per reset. Any subsequent write will be ignored.

Field can be read multiple times. A zero clears (set to zero) the corresponding bit in the register. Bits set to one
are ignored.

Field can be read multiple times. A one clears (set to zero) the corresponding bit in the register. Bits set to zero
are ignored.

Field can be read multiple times. A one sets the corresponding bit in the register. Bits set to zero are ignored.

When read, a side effect occurs.

Table 5: Register field permission schemes

DUMMY

0x514 Example of a register controlling a dummy feature

2.5.1 DUMMY

Address offset: 0x514

Example of a register controlling a dummy feature

G m m O

R/W

RW

RW

RW

RW

RW
wic
RW
woc

Field Value ID

Description

FIELDO Example of a read-write field with several enumerated values
Disabled 0 The example feature is disabled
NormalMode 1 The example feature is enabled in normal mode
ExtendedMode 2 The example feature is enabled along with extra functionality
FIELD1 Example of a deprecated read-write field
This field is deprecated.
Disabled 0 The override feature is disabled
Enabled 1 The override feature is enabled
FIELD2 Example of a read-write field with a valid range of values
ValidRange [2..7] Example of allowed values for this field
FIELD3 Example of a read-write field with no restriction on the values
FIELD4 Example of a read-only field
FIELDS Example of a write-only field
FIELD6 Example of a write-one-to-clear field
FIELD7 Example of a write-zero-to-clear field

4503_018v1.0
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R/W  Field Value ID Description
| RW  FIELD8 Example of a field that causes a side effect when read
RME
J RW  PRIVATE Example of a read-write field with "private" audience
4503_018v1.0 8 .
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Product overview

This document is applicable for the nRF54L15, nRF54L10, and nRF54L05 System-on-Chip devices. The
main differences are memory, GPIO pin count, and package variants, which are detailed in their respective
sections.

The device is an ultra-low power System on Chip (SoC) with advanced security features, a range of
peripherals, and a multiprotocol 2.4 GHz transceiver. It supports Bluetooth Low Energy, IEEE 802.15.4 for
Thread and Zigbee protocols, and allows for the implementation of proprietary 2.4 GHz protocols.

The main processing unit is an Arm Cortex-M33 processor running at up to 128 MHz, supported by non-
volatile RRAM and RAM memory.

The Arm Cortex-M33 has a full set of digital signal processing (DSP) instructions and a memory protection
unit (MPU) for application security. The full-featured, single-precision floating-point unit (FPU) supports all
single-precision instructions.

The peripheral set offers a variety of analog and digital functionality, enabling single-chip implementation
of a wide range of applications.

Hardware isolation between the secure and non-secure resources, as defined by Arm TrustZone, is
implemented in the device. The hardware peripherals can be configured as secure or non-secure.

A key management unit (KMU) provides key storage, that when combined with a cryptographic accelerator
(CRACEN), ensures discretion of encryption keys even within the secure world. The cryptographic
accelerator has protection against differential power analysis (DPA) attacks.

The device protects against physical security attacks through several security measures. It can detect and
report fault injection attacks such as voltage glitching or electromagnetic fault injection. An external active
shield I/0O interface provides PCB or product level security for the detection of a product's encapsulation
being opened, or product tampering.

The non-volatile memory on the device has a boot region that can be made immutable before the CPU
starts up. Boot initiated from an immutable source allows subsequent boot steps to be performed by
authenticated code.

The debug access port can be enabled or disabled to allow both non-intrusive and intrusive debugging,
from secure- or non-secure worlds. The non-volatile memory can be protected against erasing, providing
protection from unauthenticated repurposing. Authenticated debug access control, such as facilitating the
Arm ADAC architecture, is supported through a hardware mailbox. The mailbox allows on-chip firmware to
authenticate the debug host before enabling the device debug interface.

The device has a dedicated RISC-V CPU (VPR), which is a fast, lightweight peripheral processor (FLPR)
dedicated for software defined peripherals.

3.1 Block diagram

The block diagram illustrates the overall system.
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IDAU

Memories ELPR

VPR RISC-V

Arm
CPU

Cortex-M33

AMBIXO0 (64-bit AMBA interconnect)

APB/AHB Peripherals APBOO

Pe pnera
DPPIC10 PPIB11 DPPIC20 PPIB20-22 TAMPC CoMP SPIS30 WDT30-31
EGU10 RADIO EGU20 PWM20-22 TEMP DPPIC30 SPU30 POWER
PPIB10 SPU10 GPIOTE20 [ QDEC20-21 [ TIMER20-24 GPIOTE30 | TWIM30 CLOCK
TIMER10 GRTC SAADC TWIM20-22 LPCOMP TWIS30 | REGULATORS
12520 SPIM20-22 | TwIS20-22 PPIB30 UARTE30 | OSCILLATORS
MEMCONF [ SPIS20-22 [ UARTE20-22 SPIM30 RESET
NFCT SPU20 PDM20-21
PIO PIO
2ABIE) B PERI PD (16 > P PD (16 =
Figure 1: Block diagram
Device
Memory
nRF54L15 nRF54L10 nRF54L05

Non-volatile memory (RRAM) 1524 KB | 1012 KB | 500 KB

256 KB 192 KB 96 KB

Random access memory (RAM)

Table 6: Device memory options

~

4503 018 v1.0 10
NORDIC’

SEMICONDUCTOR



Product overview

Package
Feature
QFN40 QFN48 QFN52 CSP47

Pins GPIO pins 24 31 35 32

Wakeup-pins 15 20 24 21

Analog input pins 7 8 8 8
Security | Active tamper shield pin pairs (in/ 2 4 4 4

out)
Debug ITM parallel trace No Yes Yes No
Device Package availability

nRF54L05 Yes Yes Yes

nNRF54L10 Yes Yes Yes

nRF54L15 Yes Yes Yes Yes

Table 7: Package variants

3.3 Power domains

Multiple power domains ensure low-power operation.

The MCU domain contains an Arm Cortex-M33. The CPU is connected to a debug system that allows debug
and ETM trace. The CPU executes program code from RRAM through an instruction cache. Data is stored

in single-cycle RAM that is divided into multiple bus subordinates forming a continuous RAM space in the
memory map. High-speed peripherals are also found in the MCU domain.

There are three additional domains that have peripherals allocated to them. They are the following:

¢ Radio domain — Contains the short-range radio and supporting peripherals used by the radio protocol
stack. It runs at 32 MHz synchronously with the MCU domain.

e Peripheral domain — Contains most peripherals. It runs at 16 MHz synchronously with the MCU
domain.

¢ Low-power domain — Contains peripherals for ultra-low power modes and can be used to wake the rest
of the system, even when the peripheral domain is powered off. It runs at 16 MHz asynchronously to
the MCU domain.

Each domain is mapped to one APB bus and can be powered independently. EasyDMA traffic from each
domain is aggregated in a local AMBIX interconnect and can access RAM in the MCU domain.

Power domains have their own GPIO ports. GPIO pins can be used by peripherals in the same power
domain. For exceptions, see GPIO — General purpose input/output on page 274 and pin assignments.

3.4 Address format

Addresses in the system memory map follow the address format described in the following tables.
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Product overview

[28:0]

Address space

[31:29]

Address regions

0: Program memory
1: Data memory
2: Peripherals/APB space

7: CPU internal peripherals, like Arm Cortex private peripheral
bus (PPB)

Table 8: Address regions format

The program and data memory address format is described in the following table.

[23:0] Address space
[28:24] Reserved Set to zero
[31:29] Address regions 0: Program memory

1: Data memory

Table 9: Program memory and data memory address format

The peripheral address format is described in the following table.

[11:0] Peripheral address space
[17:12] Peripheral subordinate | Used for configuring the SPU — System protection unit on page
index 180, as the index n of register SPU.PERIPH[n].PERM.
[20:12] Interrupt vector number | The index in the interrupt vector table
[23:18] Peripheral APB bus 1: APB peripherals in MCU power domain
number
2: APB peripherals in RADIO power domain
3: APB peripherals in PERI power domain
4: APB peripherals in LP power domain
[27:24] Reserved Set to zero
(28] Security 0: Non-secure
1: Secure
[31:29] Address regions 2: Peripherals on APB bus

4503_018v1.0
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Product overview

3.5 Memory

The CPU and peripherals with EasyDMA can access memory through the AMBIX interconnects. The
same interconnect is used by the CPU to access peripheral registers. The following figure is a simplified
interconnect diagram.

AXI2APB AXI2APB AXI2APB (A
async

CPU FLPR

peﬂ;zmls Arm Cortex-M33 Risc-V

EasyDMA S-AHB lC—AHB

AMBIX 2 AMBIX 3
16 MHz 16 MHz CACHE

Mcu
peripherals

RADIO
peripherals

PERI
peripherals

EasyDMA DMA

EasyDMA

En

EasyDMA

s
>

AXZX
async

0x2003FFFF
0x2003FE00

VPR saved context

Section 3 (16 KB)
16 KB,

Section 3 (
Section 2 (32 KB
Section 1 (32 KB
Section 0 (32 KB

(

(

(

x | x x| x|x]|x|giws4yu

)

)

)

! ox20020000
32KB) | OXR001FFFF

)

)

)

Section 3

Section 2 (32 KB;
32 KB

Section 0 (32 KB

Section 1

M EIEIE

0x20000000
0x0017D000

512 KB
0x000FD000
512 KB

_E] 0x0007D000
S00KE 0x00000000

x

>

x

AMBIX 0

Figure 2: Memory layout

See Block diagram on page 9, AMBA interconnect (AMBIX) on page 26, and EasyDMA on page
27 for more information about the AMBIX interconnects and EasyDMA.

RAM and RRAM memory regions are protected with TrustZone security and are secure after reset.
Memory regions can be configured to be non-secure by using MPC — Memory Privilege Controller on
page 174.

3.5.1 RAM — Random access memory

The device RAM has regions arranged in one contiguous memory range, accessible from both the CPU and
peripherals.

Each RAM region has separate power control for System ON and System OFF mode. This preserves RAM
contents in sleep modes or powers off RAM to save power. The sections are illustrated in Memory layout
on page 13, and the register interface is described in MEMCONF — Memory configuration on page

44,

3.5.2 NVM — Non-volatile memory

The CPU can read from non-volatile memory (RRAM) an unlimited number of times, but is restricted in
how it writes to memory and the number of writes it can perform.

Writing to RRAM is managed by the RRAM controller (RRAMC), see RRAMC — Resistive random access
memory controller on page 47.

The Arm Cortex-M33 CPU can access RRAM using the C-AHB (code) bus as shown in Memory layout on
page 13. The code bus (C-AHB) interface is used for any instruction fetch or data access fetch to the

code region of the Arm memory model. C-AHB bus access is cached, see CACHE — Instruction/data cache
on page 29.
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RRAM can also be accessed by FLPR. FLPR does not share the instruction cache with the Cortex-M33; it
has its own built-in, dedicated cache that is only available to VPR. The regular CACHE — Instruction/data
cache on page 29 is dedicated to the Cortex-M33 and is not available to FLPR.

3.5.3 Memory map

The complete memory map is shown in the following figure.

Legend: Configurable resource Non-secure resource Secure resource

4503_018v1.0

OxEOOF FOO0O
OxEOOF EOOO

O0xEO004 3000
0xE004 2000
0xE004 1000
OxEO04 0000

0xEOO0O0 EOOO
0xEO00 2000
OxEO00 1000
OxEOO0 0000

0x5000 0000

0x4000 0000

0x2003 FEOO

0x2000 0000

OxOOFF EOOO
OxOOFF DOOO
O0xO0FF CO00

0x0000 0000

Memory map Arm memory model

M33 ROM table

Core ROM table

Reserved

Reserved

Reserved
TPIU

SCS

Private peripheral

bus

=)
‘HHl |||| |
Sc

Reserved

Peripherals
(secure)

Peripheral
Peripherals

(non-secure)

VPR saved context

RRAM

Figure 3: Memory map
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3.5.4 Instantiation

64
65

66

67

68

69

70

70

71

72

74

74

74

75
75

76

80

80

82

83

85

128

130

131

132

133

Base address

0x50040000
0x50041000
0x50042000
0x40042000
0x50043000
0x40043000
0x50044000
0x40044000
0x50045000
0x50046000
0x40046000
0x50046000
0x40046000

0x50047000
0x40047000

0x50048000
0x5004A000
0x4004A000
0x5004A000
0x4004A000
0x5004A000
0x4004A000
0x5004B000
0x5004B000
0x5004C000
0x4004C000
0x50050400

0x50050400
0x40050400

0x50052000
0x40052000
0x50053000
0x40053000
0x50055000
0x40055000
0x50080000
0x50082000
0x40082000
0x50083000
0x40083000
0x50084000
0x40084000
0x50085000
0x40085000

4503 018 v1.0

Instance

SPUOO
MPCO0
DPPIC00 : S
DPPICOO : NS
PPIBOO : S
PPIBOO : NS
PPIBO1:S
PPIBO1 : NS
KMU
AARO0O : S
AAROO : NS
CCMO00: S
CCMO0 : NS

ECB00:S
ECBO0O : NS

CRACEN
SPIMO0 : S
SPIMOO : NS
SPIS00 : S
SPIS00 : NS
UARTEOQO : S
UARTEQO : NS
GLITCHDET
RRAMC
VPR0OO : S
VPROO : NS
GPIOHSPADCTRL

P2:S

P2 : NS
CTRLAP:S
CTRLAP : NS
TAD:S

TAD : NS
TIMEROO : S
TIMEROO : NS
SPU10
DPPIC10:S
DPPIC10 : NS
PPIB10:S
PPIB10 : NS
PPIB11:S
PPIB11: NS
TIMER10 : S
TIMER10 : NS

TrustZone
Map

HF

HF

us

us

us

HF

us

us

us

HF

us

us

us

HF
HF

us

HF

us

us

us

us

HF

us

us

us

us

Att

NS

DVA
NA
NA

NA

NA

NA

NSA

SA

SA

SA

NSA

SA

SA

SA

NA
NA

NSA

NA

NA

NSA

NA

NA

NA

NA

NA

NA

NA
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Split access Description

No
No

Yes

No

No

No

No

No

No

No

No

No

No

No
No

No

No

Yes

No

No

No

No

Yes

No

No

No

System protection unit SPUOO

Memory privilege controller MPCO0

DPPI controller DPPICOO
PPI bridge PPIBOO

PPI bridge PPIBO1
Key management unit
Accelerated address resolver 00

AES CCM mode encryption CCMO0O, running of
HCLKCORE
AES ECB mode encryption 00

When configuring this peripheral's DMA security
using SPU configuration (DMASEC field of SPU-
>PERIPH[apb_slave_index]), use apb_slave_index 6
(same as AAROO and CCMO00)

Crypto accelerator

SPI controller SPIMOO

SPI peripheral SPISO0

Universal asynchronous receiver/transmitter
UARTEOO
Glitch detectors

RRAM Non-Volatile Memory Controller
FLPR - VPR peripheral registers

GPIO HS pad control GPIOHSPADCTRL

General purpose input and output, port P2

Does not support pin sense mechanism, and
DETECTMODE register has no effect. Supports extra
high drive (DRIVEO=EO, DRIVE1=E1).

Control access port CPU side
Trace and debug control

Timer TIMEROO
System protection unit SPU10

DPPI controller DPPIC10
PPI bridge PPIB10

PPI bridge PPIB11
Timer TIMER10
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135

138

192

194

195

196

197

198

198

198

198

198

199

199

199

199

199

200

200

200

200

200

201

202

203

204

Base address

0x50087000
0x40087000

0x5008A000
0x4008A000

0x500C0000
0x500C2000
0x400C2000
0x500C3000
0x400C3000
0x500C4000
0x400C4000
0x500C5000
0x400C5000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C9000
0x400C9000
0x500CA000
0x400CA000
0x500CB000
0x400CB000
0x500CC000
0x400CC000

4503 018 v1.0

Instance

EGU10:S

EGU10: NS

RADIO : S
RADIO : NS

SPU20
DPPIC20: S
DPPIC20 : NS
PPIB20:S
PPIB20 : NS
PPIB21:S
PPIB21 : NS
PPIB22:S
PPIB22 : NS
SPIM20: S
SPIM20 : NS
SPIS20:S
SPIS20 : NS
TWIM20: S
TWIM20 : NS
TWIS20: S
TWIS20 : NS
UARTE20: S
UARTE20 : NS
SPIM21:S
SPIM21 : NS
SPIS21:S
SPIS21 : NS
TWIM21: S
TWIM21 : NS
TWIS21:S
TWIS21 : NS
UARTE21:S
UARTE21 : NS
SPIM22:S
SPIM22 : NS
SPIS22:S
SPIS22 : NS
TWIM22 : S
TWIM22 : NS
TWIS22: S
TWIS22 : NS
UARTE22 : S
UARTE22 : NS
EGU20:S
EGU20: NS
TIMER20 : S
TIMER20 : NS
TIMER21:S
TIMER21 : NS
TIMER22 : S
TIMER22 : NS

TrustZone

Map

us

us

HF

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

Att

DMA

NA

SA

NA

NA

NA

NA

NA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

NA

NA

NA

NA
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Split access Description

No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Event generator unit EGU10

2.4 GHz radio RADIO

See pinout for GPIO options for DFE antenna switch
control

System protection unit SPU20

DPPI controller DPPIC20

PPI bridge PPIB20

PPI bridge PPIB21

PPI bridge PPIB22

SPI controller SPIM20

SPI peripheral SP1S20

Two-wire interface controller TWIM20

Two-wire interface target TWIS20

Universal asynchronous receiver/transmitter

UARTE20

SPI controller SPIM21
SPI peripheral SPIS21
Two-wire interface controller TWIM21

Two-wire interface target TWIS21

Universal asynchronous receiver/transmitter

UARTE21

SPI controller SPIM22
SPI peripheral SP1S22
Two-wire interface controller TWIM22

Two-wire interface target TWIS22

Universal asynchronous receiver/transmitter

UARTE22

Event generator unit EGU20
Timer TIMER20
Timer TIMER21
Timer TIMER22
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205

206

207

208

209

210

211

212

213

214

215

216

218

220

221

224

225

226

256

258

260

260

260

260

260

262

Base address

0x500CD000
0x400CDO00
0x500CE000
0x400CE000
0x500CF000
0x400CF000
0x500D0000
0x400D0000
0x500D1000
0x400D1000
0x500D2000
0x400D2000
0x500D3000
0x400D3000
0x500D4000
0x400D4000
0x500D5000
0x400D5000
0x500D6000
0x400D6000
0x500D7000
0x400D7000
0x500D8200
0x400D8200

0x500DA000
0x400DA000

0x500DC000
0x500DD000
0x400DD000
0x500E0000
0x400E0000
0x500E1000
0x400E1000
0x500E2000
0x400E2000
0x50100000
0x50102000
0x40102000
0x50103000
0x40103000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50106000
0x40106000

4503 _018 v1.0

Instance

TIMER23 : S
TIMER23 : NS
TIMER24 : S
TIMER24 : NS
MEMCONF : S
MEMCONF : NS
PDM20:S
PDM20 : NS
PDM21:S
PDM21: NS
PWM20:S
PWM20 : NS
PWM21:S
PWM21 : NS
PWM22:S
PWM22 : NS
SAADC: S
SAADC : NS
NFCT : S
NFCT : NS
TEMP : S
TEMP : NS
RARES

P1:NS
GPIOTE20: S

GPIOTE20 : NS

TAMPC
12520:S
12520 : NS
QDEC20:S
QDEC20 : NS
QDEC21:S
QDEC21 : NS
GRTC:S
GRTC : NS
SPU30
DPPIC30: S
DPPIC30 : NS
PPIB30:S
PPIB30 : NS
SPIM30:S
SPIM30 : NS
SPIS30:S
SPIS30: NS
TWIM30: S
TWIM30 : NS
TWIS30:S
TWIS30 : NS
UARTE30: S
UARTE30 : NS
COMP : S

COMP : NS

TrustZone

Map

us

us

us

us

us

us

us

us

us

us

us

us

us

HF

us

us

us

us

HF

us

us

us

us

us

us

us

us

Att

DMA

NA

NA

NA

SA

SA

SA

SA

SA

SA

SA

NA

NA

NA

NA

SA

NA

NA

NA

NA

NA

NA

SA

SA

SA

SA

SA

NA

17

Split access Description

No

No

No

No

No

No

No

No

No

No

No

Yes

Yes

No

No

No

No

Yes

No

Yes

No

No

No

No

No

No

No

Timer TIMER23
Timer TIMER24

Memory Configuration MEMCONF

Pulse density modulation (digital microphone)
interface PDM20
Pulse density modulation (digital microphone)

interface PDM21

Pulse width modulation unit PWM20
Pulse width modulation unit PWM21

Pulse width modulation unit PWM22

Successive approximation analog-to-digital

converter SAADC

Near field communication tag NFCT

Temperature sensor TEMP

General purpose input and output, port P1

8 channels and 2 interrupts for GPIO port P1

GPIO tasks and events GPIOTE20

Tamper controller TAMPC

Inter-IC sound interface 12520
Quadrature decoder QDEC20
Quadrature decoder QDEC21

Global RTC GRTC
System protection unit SPU30

DPPI controller DPPIC30

PPI bridge PPIB30

SPI controller SPIM30

SPI peripheral SPIS30

Two-wire interface controller TWIM30

Two-wire interface target TWIS30

Universal asynchronous receiver/transmitter

UARTE30

Comparator COMP
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0x50106000
262
0x40106000

264 0x50108000

0x50109000
265
0x40109000

0x5010A000
266
0x4010A000

0x5010C000
268
0x4010C000

0x5010E000
270
0x4010E000

0x5010E000
270

0x4010E000

0x5010E000
270

0x4010E000

0x50120000
288

0x40120000

0x50120000
288

0x40120000
N/A OxOOFFCO00
N/A  0xOOFFDO0O
N/A  0xOOFFEO0O

N/A  0x51800000

4503_018v1.0

LPCOMP : S
LPCOMP : NS
WDT30
WDT31:S
WDT31 : NS
PO:S

PO : NS
GPIOTE30:S
GPIOTE30 : NS

CLOCK: S

CLOCK : NS
POWER: S
POWER : NS
RESET : S

RESET : NS
OSCILLATORS : S
OSCILLATORS : NS
REGULATORS : S
REGULATORS : NS
FICR

UICR

SICR
CRACENCORE

us

HF

us

us

us

us

us

us

us

us

HF
HF
HF
HF

S NA
S NA
S NA
S NA
S NA
S NA
S NA
S NA
S NA
S NA
NS NA
S NA
S NA
S NSA

Table 11: Instantiation table
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No

No

No

Yes

Yes

No

No

No

No

No

No
No
No
No

Low-power comparator LPCOMP
Watchdog timer WDT30

Watchdog timer WDT31

General purpose input and output, port PO

4 channels and 2 interrupts for GPIO port PO

GPIO tasks and events GPIOTE30

Clock control
Power control
Reset status
Oscillator control

Regulator control

Factory information configuration
User information configuration
Secure information configuration region

CRACEN core

N
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4.1 Arm Cortex-M33 CPU

4.1.1CPU

The Arm Cortex-M33 processor has a 32-bit instruction set (Thumb®—2 technology) that implements a
super set of 16- and 32-bit instructions to maximize code density and performance.

This processor has the following features that enable energy-efficient arithmetic and high-performance
signal processing:

¢ Digital signal processing (DSP) instructions:

¢ Single-cycle multiply and accumulate (MAC) instructions
e 8- and 16-bit single instruction multiple data (SIMD) instructions
¢ Hardware divide
¢ Single-precision floating-point unit (FPU)
¢ Memory Protection Unit (MPU)
* Arm TrustZone for Armv8-M
e Stack limit checking

The Arm Cortex Microcontroller Software Interface Standard (CMSIS) is implemented and available for the
processor.

Real-time execution is highly deterministic in Thread mode, to and from sleep modes, and when handling
events at configurable priority levels via the Nested Vectored Interrupt Controller (NVIC).

Instruction cache on the C-bus (code bus) of the Cortex-M33 CPU improves performance when fetching
instructions (or data) from internal non-volatile memory. For more information on cache, see CACHE

— Instruction/data cache on page 29. CPU performance parameters including wait states for
configurations, CPU current consumption and efficiency, and processing power and efficiency based on the
CoreMark benchmark can be found in CPU Electrical specification on page 898.

4.1.1.1 Floating point interrupt

The floating point unit (FPU) may generate exceptions, for example, due to overflow or underflow. These
exceptions may trigger interrupts when enabled in the FPU peripheral. For information on the FPU
interrupts, see CPUC — CPU control on page 20.

4.1.1.2 CPU and support module configuration

The Arm Cortex-M33 processor has a number of CPU options and support modules implemented on the
device.

Option Description Implemented
WIC Wakeup Interrupt Controller No
Endianness Memory system endianness Little endian
DWT Data Watchpoint and Trace Yes

Table 12: Core options

N
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MPU Number of non-secure MPU regions 16
Number of secure MPU regions 16

SAU Number of SAU regions 4

FPU Floating-point unit Yes

DSP Digital Signal Processing Extension Yes

Arm TrustZone for Armv8-M Security Extensions Yes

Armv8-M

CPIF Coprocessor interface No

ETM Embedded Trace Macrocell Yes

IT™ Instrumentation Trace Macrocell Yes

MTB Micro Trace Buffer No

CTI Cross Trigger Interface No

BPU Breakpoint Unit Yes

INITSVTOR Initial secure vector table offset 0x00000000

INITNSVTOR Initial non-secure vector table offset 0x00000000

Table 13: Modules

4.1.2 CPUC — CPU control

CPUC controls elements of the Arm Cortex-M33 processor such as enabling floating-point exceptions. It is

also able to lock certain features of the CPU and prevent them from being modified.

CPUC can generate events and CPU interupts for exceptions in the floating point unit (FPU), as shown in
the following block diagram. Examples of such exceptions are divide-by-zero or floating-point overflow.

Arm Cortex-M33

FPUIOC FPUDZC FPUOFC FPUUFC FPUIXC FPUIDC

EVENTS

Figure 4: Block diagram

CPUC holds a CPU identifier CPUID, used in the system to uniquely identify the processing unit of a core.

4503_018v1.0
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In addition, CPUC holds a LOCK register, which is used to lock certain CPU features and prevent them from
being modified. One example is the LOCK.LOCKSAU field. When set to Locked, this prevents further
modifications to the SAU registers.

4.1.2.1 Registers

Instances

CPUC APPLICATION 0xE0080000 HF S NA No Cortex-M33 configuration

Register overview

EVENTS_FPUIOC 0x100 An invalid operation exception has occurred in the FPU.
EVENTS_FPUDZC 0x104 A floating-point divide-by-zero exception has occurred in the FPU.
EVENTS_FPUOFC 0x108 A floating-point overflow exception has occurred in the FPU.
EVENTS_FPUUFC 0x10C A floating-point underflow exception has occurred in the FPU.
EVENTS_FPUIXC 0x110 A floating-point inexact exception has occurred in the FPU.
EVENTS_FPUIDC 0x114 A floating-point input denormal exception has occurred in the FPU.
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

LOCK 0x500 Register to lock the certain parts of the CPU from being modified.
CPUID 0x504 The identifier for the CPU in this subsystem.

4.1.2.1.1 EVENTS_FPUIOC
Address offset: 0x100

An invalid operation exception has occurred in the FPU.

R/W  Field Description
A RW  EVENTS_FPUIOC An invalid operation exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.2 EVENTS_FPUDZC
Address offset: 0x104

A floating-point divide-by-zero exception has occurred in the FPU.

4503_018v1.0 21 .
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ID R/W  Field Value ID Description

A RW  EVENTS_FPUDZC A floating-point divide-by-zero exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

A floating-point overflow exception has occurred in the FPU.

ID R/W  Field Value ID Description

A RW  EVENTS_FPUOFC A floating-point overflow exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.4 EVENTS_FPUUFC
Address offset: 0x10C

A floating-point underflow exception has occurred in the FPU.

ID R/W Field Value ID Description

A RW  EVENTS_FPUUFC A floating-point underflow exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.5 EVENTS_FPUIXC
Address offset: 0x110

A floating-point inexact exception has occurred in the FPU.

ID R/W  Field Description

A RW  EVENTS_FPUIXC A floating-point inexact exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.6 EVENTS_FPUIDC
Address offset: 0x114

A floating-point input denormal exception has occurred in the FPU.
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Value ID Description

A RW  EVENTS_FPUIDC A floating-point input denormal exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.7 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  FPUIOC Enable or disable interrupt for event FPUIOC
Disabled 0 Disable
Enabled 1 Enable

B RW FPUDZC Enable or disable interrupt for event FPUDZC
Disabled 0 Disable
Enabled 1 Enable

C RW  FPUOFC Enable or disable interrupt for event FPUOFC
Disabled 0 Disable
Enabled 1 Enable

D RW  FPUUFC Enable or disable interrupt for event FPUUFC
Disabled 0 Disable
Enabled 1 Enable

E RW  FPUIXC Enable or disable interrupt for event FPUIXC
Disabled 0 Disable
Enabled 1 Enable

F RW FPUIDC Enable or disable interrupt for event FPUIDC
Disabled 0 Disable
Enabled 1 Enable

4.1.2.1.8 INTENSET
Address offset: 0x304

Enable interrupt

R/W Field Value ID Description
A RW  FPUIOC Write '1' to enable interrupt for event FPUIOC
wWi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW FPUDZC Write '1' to enable interrupt for event FPUDZC
Wi1s
Set 1 Enable
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Value ID

C RW  FPUOFC

D RW  FPUUFC

W1s

E RW  FPUIXC
W1s

F RW  FPUIDC
W1s

4.1.2.1.9 INTENCLR
Address offset: 0x308

Disable interrupt

Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Value ID

Description

Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event FPUOFC

Enable
Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event FPUUFC

Enable
Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event FPUIXC

Enable
Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event FPUIDC

Enable
Read: Disabled
Read: Enabled

Description

A RW  FPUIOC
wic

B RW FPUDZC
wicC

C RW  FPUOFC
Wic

D RW  FPUUFC
WicC

4503_018v1.0

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled
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Write '1' to disable interrupt for event FPUIOC

Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event FPUDZC

Disable
Read: Disabled
Read: Enabled

Write '1' to disable interrupt for event FPUOFC

Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event FPUUFC
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R/W Field Value ID Description
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
E RW  FPUIXC Write '1' to disable interrupt for event FPUIXC
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
F RW  FPUIDC Write '1' to disable interrupt for event FPUIDC
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
4.1.2.1.10 LOCK

Address offset: 0x500
Register to lock the certain parts of the CPU from being modified.

Each bit can only be written once and can only be changed from 0 to 1.

Value ID Description

A RW  LOCKVTORAIRCRS Locks both the Vector table Offset Register (VTOR) and Application Interrupt

and Reset Control Register (AIRCR) for secure mode.

NotLocked 0 Both VTOR and AIRCR can be changed.
Locked 1 Prevents changes to both VTOR and AIRCR.
B RW LOCKVTORNS Locks the Vector table Offset Register (VTOR) for non-secure mode.
NotLocked 0 VTOR can be changed.
Locked 1 Prevents changes to VTOR.
C RW  LOCKMPUS Locks the Memory Protection Unit (MPU) for secure mode.
NotLocked 0 MPU registers can be changed.
Locked 1 Prevents changes to MPU registers.
D RW  LOCKMPUNS Locks the Memory Protection Unit (MPU) for non secure mode.
NotLocked 0 MPU registers can be changed.
Locked 1 Prevents changes to MPU registers.
E RW  LOCKSAU Locks the Security Attribution Unit (SAU)
NotLocked 0 SAU registers can be changed.
Locked 1 Prevents changes to SAU registers.

4.1.2.1.11 CPUID
Address offset: 0x504

The identifier for the CPU in this subsystem.
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ID R/W Field Value ID Description
A R CPUID The CPU identifier.

4.1.3 Arm Cortex-M33 Peripherals

4.1.3.1 Instantiation

28 0x5001C000 SWI00 HF S NA No Software interrupt SWI00

29 0x5001D000 SWI01 HF S NA No Software interrupt SWI01

30  0x5001E000 SWI02 HF N NA No Software interrupt SWI102

31 0x5001F000 SWI03 HF S NA No Software interrupt SWI03

N/A  0x02F00000 ICACHEDATA HF S NA No Instruction cache data

N/A  0x02F10000 ICACHEINFO HF S NA No Instruction cache info

N/A  0xE0040000 TPIU HF NS NA No Trace port interface unit (Trace and Debug)
N/A  0xE0041000 ETM HF NS NA No Embedded trace macrocell

N/A  0xE0080000 CPUC HF S NA No Cortex-M33 configuration

N/A  0xE0082000 ICACHE HF S NA No Instruction cache

Table 14: Instantiation table

4.2 Core components

4.2.1 AMBA interconnect (AMBIX)

The AMBA interconnect (AMBIX) is a multilayer-capable bus interconnect that provides low latency access
from Managers to Subordinates.

Manager and Subordinate connections are arranged in Manager and Subordinate pairs, allowing for a
sparse bus matrix. The interconnect supports multiple concurrent transactions when targeting different
Subordinates.

Some peripherals do not have the opportunity to pause incoming data. Being a low priority bus manager
might cause loss of data for such peripherals upon bus contention. To avoid bus contention when using
multiple bus managers, follow these guidelines:

¢ Avoid situations where more than one bus manager is accessing the same RAM subordinate.
¢ If more than one bus manager is accessing the same RAM subordinate, make sure that the bus
bandwidth is not exhausted.

The interconnect enforces the TrustZone secure/non-secure attributes and is configured using MPC —
Memory Privilege Controller on page 174.

4.2.1.1 AMBIX0 bus Managers and priority handling

The main interconnect (AMBIXO0) has a bus matrix that handles bus arbitration.
AMBIXO uses a round-robin bus Manager arbitration algorithm.

Some peripherals cannot pause incoming data. As a low priority bus Manager, data loss is possible
for these peripherals when bus contention occurs. To avoid bus contention when using multiple bus
Managers, follow these guidelines:

> I
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¢ Avoid situations where more than one bus Manager is accessing the same RAM Subordinate.

¢ If more than one bus Manager is accessing the same Subordinate, make sure that the bus bandwidth is
not exhausted.

4.2.1.2 AMBIXO0 override configuration

The main interconnect (AMBIX0) has a configurable bus matrix.

The overrides are used to configure the secure and non-secure memory regions in the device. They are
also used to prevent or grant access to read, write, or execute from the memory region. For more details,
see MPC — Memory Privilege Controller on page 174.

4.2.2 EasyDMA

EasyDMA is a module implemented by some peripherals as a bus manager for direct access to RAM. It
cannot access non-volatile memory,

A peripheral can implement multiple EasyDMA instances to provide dedicated channels. For example, a
channel can be dedicated for reading and writing data between the peripheral and RAM. This concept is
illustrated in the following example figure, where READER is reading data from RAMc, while WRITER is
writing data to RAMa and RAMb (each RAM being separate bus subordinates).

Interconnect Peripheral

READER

EasyDMA

Peripheral

Core
WRITER

EasyDMA

Figure 5: EasyDMA example

4.2.2.1 EasyDMA channel implementation
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A typical EasyDMA channel is implemented in the following way.

READERBUFFER SIZE 5
WRITERBUFFER SIZE 6

uint8 t readerBuffer [READERBUFFER SIZE]  at  0x20000000;
uint8 t writerBuffer [WRITERBUFFER SIZE]  at  0x20000005;

// Configuring the READER channel
MYPERIPHERAL->READER.MAXCNT = READERBUFFER SIZE;
MYPERIPHERAL->READER.PTR = &readerBuffer;

// Configure the WRITER channel
MYPERIPHERAL->WRITER.MAXCNT = WRITEERBUFFER SIZE;
MYPERIPHERAL->WRITER.PTR = &writerBuffer;

This example shows a peripheral called MYPERIPHERAL that implements two EasyDMA channels. One
channel is for reading called READER, and one for writing called WRITER. When the peripheral starts, it
performs the following tasks.

1. Reads 5 B from the readerBuffer located in RAM at address 0x20000000.

2. Processes the data.

3. Writes up to 6 B back to the writerBuffer located in RAM at address 0x20000005.

The memory layout of these buffers is illustrated is shown in the following figure.

0x20000000 readerBuffer[0] readerBuffer[1] readerBuffer[2] readerBuffer[3]

0x20000004 readerBuffer[4] writerBuffer[0] writerBuffer[1] writerBuffer[2]

0x20000008 writerBuffer[3] writerBuffer[4] writerBuffer[5]

Figure 6: EasyDMA memory layout

The specified size of the WRITER.MAXCNT register must not be larger than the actual size of the buffer
(writerBuffer). This prevents the channel from overflowing the writerBuffer.

Once an EasyDMA transfer is complete, the CPU reads the AMOUNT register to see how many bytes were
transferred. For example, the CPU can read the MYPERIPHERAL.WRITER.AMOUNT register to see how
many bytes WRITER wrote to RAM.

Note: A READER or WRITER PTR register must point to a valid memory region before using
EasyDMA. The reset value of a PTR register is not guaranteed to point to valid memory. See
Memory on page 13 for more information about the memory regions and EasyDMA connectivity.

4.2.2.2 EasyDMA error handling

Errors can occur during DMA handling.

If READER.PTR or WRITER.PTR is not pointing to a valid memory region, an EasyDMA transfer could
HardFault or cause RAM corruption. See Memory on page 13 for more information about the different
memory regions.

An EasyDMA channel is an AHB bus Manager. If several AHB Managers try to access the same AHB
Subordinate at the same time, AHB bus congestion can occur. Depending on the peripheral, the peripheral
could either stall and wait for access to be granted, or lose data.
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4.2.2.3 Array list

EasyDMA can operate in Array List mode.
The Array List mode is implemented in channels where the LIST register is available.

The array list is not able to specify where the next item in the list is located. Instead, it assumes that the
list is organized as a linear array where items are located one after the other in RAM.

The EasyDMA array list is implemented with the data structure ArrayList_type. This is illustrated in the
following code example using a READER EasyDMA channel as an example.

#define BUFFER SIZE 4

typedef struct Arraylist
{

uint8 t buffer [BUFFER SIZE];
} ArrayList type;

ArrayList type ReaderList[3] _ at  0x20000000;

MYPERIPHERAL->READER.MAXCNT = BUFFER SIZE;

MYPERIPHERAL->READER.PTR &ReaderList;

MYPERIPHERAL->READER.LIST = MYPERIPHERAL READER LIST ArrayList;

The data structure includes a buffer that is equal in size to the READER.MAXCNT register. EasyDMA uses
the READER.MAXCNT register to determine when the buffer is full.

READER.PTR = &ReaderlList

0x20000000 : ReaderList[0] L buffer[0] buffer[1] buffer[2] buffer[3]
0x20000004 : ReaderList[1] buffer[0] buffer[1] buffer[2] buffer[3]
0x20000008 : ReaderList[2] buffer[0] buffer[1] buffer[2] buffer[3]

Figure 7: EasyDMA array list

4.2.3 CACHE — Instruction/data cache

The cache is two-way set associative with a least recently used (LRU) replacement policy. Both instruction
and data accesses towards NVM memory are cached.

The cache has the following features:

® 4Ax64-bit cache line

¢ Ability to enable/disable cache at run-time

e Writes to cached memory are write-around and invalidate the cache line
¢ Manual invalidation and erase support

¢ Locking cache updates on cache misses

e Performance hit/miss counter registers for profiling CACHE operations

¢ Optional readable cache content for profiling

¢ Data, tag, valid, and most recently used (MRU) bits
e Can be disabled when not in use

The cache must be enabled by the ENABLE register.
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4.2.3.1 Architecture

The following figure shows the cache architecture.

Address
L

| Tag [ Index | | Address
Way 0 Way 1
\Y Tag Data Vv Tag Data MRU
Set #n
Set #1
Set #0
V- Valid
MRU — Most Recently Used r
MUX

Hitl Data

Figure 8: Cache overview

Bit Name

\Y Valid

MRU Most Recently
Used

Description

Indicates if a cache entry is valid. All V fields are cleared when enabling
the cache, invalidating the cache, or when changing CACHE mode.

Updated on each fetch from the cache to indicate which Way was used
most recently. Used to drive the cache replacement policy.

4.2.3.2 Profiling

The cache provides a scoreboard that tracks the hits and misses within the cache.

The results are available through a set of registers that can be used to indicate how well the cache is

performing.

Profiling is enabled using PROFILING.ENABLE. All profiling counters can be cleared at any time using
PROFILING.CLEAR. After being cleared, the counters will increment, according to the rules in the table
below, at the next instruction- or data fetch.
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HIT Incremented on a cache hit

MISS Incremented on a cache miss (not counting write misses)

LMISS Incremented when accessing different line than was accessed last time
READS Incremented on a CPU read

WRITES Incremented on a CPU write

Table 15: Profiling counters

4.2.3.3 Debug

The CPU is able to read internal cache memories and tags for debug purposes.

The content of data and tag RAM's are accessible through registers SET[n].WAY[o].INFO (n=0..127) (0=0..1)
on page 36 and SET[n].WAY[0].DU[p].DATA[q] (n=0..127) (0=0..1) (p=0..3) (g=0..1) on page 37.

Debug access is prevented by using register DEBUGLOCK on page 35.

4.2.3.4 Registers

Instances

ICACHE APPLICATION 0xE0082000 HF S NA No Instruction cache

Configuration

ICACHE APPLICATION Cache size: 8 KB. Sets: 128. Data unit: 64 bits. Line width = 4 data units.
Supports line invalidation
Supports cache erase
Supports cache line maintain
Supports extended profiling registers (LMISS / READS / WRITES)
Supports debug lock
Supports write lock

Data bus width : 0..63

Register overview

TASKS_INVALIDATECACHE 0x008 Invalidate the cache.

TASKS_INVALIDATELINE 0x014 Invalidate the line.

TASKS_ERASE 0x020 Erase the cache.

STATUS 0x400 Status of the cache activities.

ENABLE 0x404 Enable cache.

LINEADDR 0x410 Memory address covered by the line to be maintained.
PROFILING.ENABLE 0x414 Enable the profiling counters.
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PROFILING.CLEAR 0x418 Clear the profiling counters.

PROFILING.HIT 0x41C The cache hit counter for cache region.
PROFILING.MISS 0x420 The cache miss counter for cache region.
PROFILING.LMISS 0x424 The cache line miss counter for cache region.
PROFILING.READS 0x428 Number of reads for cache region.
PROFILING.WRITES 0x42C Number of writes for cache region.
DEBUGLOCK 0x430 Lock debug mode.

WRITELOCK 0x434 Lock cache updates.

4.2.3.4.1 TASKS_INVALIDATECACHE
Address offset: 0x008
Invalidate the cache.

The STATUS is updated for this task. This task can be triggered only when the STATUS is ready.

ID R/W  Field Value ID Description

A W TASKS_INVALIDATECACHE Invalidate the cache.

The STATUS is updated for this task. This task can be triggered only when the
STATUS is ready.

Trigger 1 Trigger task

4.2.3.4.2 TASKS _INVALIDATELINE
Address offset: 0x014
Invalidate the line.

The STATUS is updated for this task. This task can be triggered only when the STATUS is ready.

ID R/W Field Value ID Description

A W TASKS_INVALIDATELINE Invalidate the line.

The STATUS is updated for this task. This task can be triggered only when the
STATUS is ready.

Trigger 1 Trigger task

4.2.3.4.3 TASKS_ERASE
Address offset: 0x020
Erase the cache.

The STATUS is updated for this task. This task can be triggered only when the STATUS is ready.
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ID R/W  Field Value ID Description

A W TASKS_ERASE Erase the cache.

The STATUS is updated for this task. This task can be triggered only when the
STATUS is ready.

Trigger 1 Trigger task

4.2.3.4.4 STATUS
Address offset: 0x400

Status of the cache activities.

Indicates status of the activities initiated using respective tasks.

ID R/W  Field Value ID Description

A R READY Ready status.
Ready 0 Activity is done and ready for the next activity.
Busy 1 Activity is in progress.

4.2.3.4.5 ENABLE
Address offset: 0x404

Enable cache.

ID R/W Field Value ID Description

A RW  ENABLE Enable cache
Disabled 0 Disable cache
Enabled 1 Enable cache

Address offset: 0x410
Memory address covered by the line to be maintained.

The line maintain activities are line invalidate, line clean and line flush.

ID R/W Field Value ID Description

A RW ADDR Address.

4.2.3.4.7 PROFILING.ENABLE

Address offset: 0x414
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Enable the profiling counters.

ID R/W Field Value ID Description

A RW  ENABLE Enable the profiling counters
Disable 0 Disable profiling
Enable 1 Enable profiling

4.2.3.4.8 PROFILING.CLEAR
Address offset: 0x418

Clear the profiling counters.

The profiling counters can be cleared at any time. When cleared, all profiling counters will be set to zero,
and will increment at the next instruction- or data fetch.

ID R/W  Field Value ID Description
A W  CLEAR Clearing the profiling counters
Clear 1 Clear the profiling counters

4.2.3.4.9 PROFILING.HIT
Address offset: 0x41C

The cache hit counter for cache region.

ID R/W Field Value ID Description

A R HITS Number of cache hits

4.2.3.4.10 PROFILING.MISS
Address offset: 0x420

The cache miss counter for cache region.

ID R/W Field Value ID Description

A R MISSES Number of cache misses

4.2.3.4.11 PROFILING.LMISS
Address offset: 0x424

The cache line miss counter for cache region.
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ID R/W Field Value ID Description

A R LMISSES Number of cache line misses

4.2.3.4.12 PROFILING.READS
Address offset: 0x428

Number of reads for cache region.

ID R/W Field Value ID Description

A R READS Number of reads for cache region.

4.2.3.4.13 PROFILING.WRITES
Address offset: 0x42C

Number of writes for cache region.

D R/W Field Value ID Description

A R WRITES Number of writes for cache region.

Lock debug mode.

Note: Debug mode can only be unlocked by a reset

ID R/W Field Description
A RW1 DEBUGLOCK Lock debug mode
Unlocked 0 Debug mode unlocked
Locked 1 Debug mode locked. Ignores any other value written.

4.2.3.4.15 WRITELOCK
Address offset: 0x434
Lock cache updates.

Prevents updating of cache content on cache misses, but will continue to lookup instruction/data fetches
in content already present in the cache. The write lock is applied to whole cache.
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ID R/W  Field Value ID Description

A RW  WRITELOCK Lock cache updates
Unlocked 0 Cache updates unlocked
Locked 1 Cache updates locked

4.2.3.5 Registers

Instances

ICACHEINFO APPLICATION 0x02F10000 HF S NA No Instruction cache info

Configuration

ICACHEINFO APPLICATION Number of sets : 0..127
Number of ways : 0..1
Number of data units : 0..3
Data width of a data unit : 0..1 words

TAG width : 0..19

Register overview

SET[n].WAY[0].INFO 0x0 Cache information for SET[n], WAY[o].

4.2.3.5.1 SET[n].WAY[0].INFO (n=0..127) (0=0..1)
Address offset: 0x0 + (n x 0x8) + (o x 0x4)
Cache information for SET[n], WAY[o].
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ID R/W Field Value ID Description
A R TAG Cache tag.
B-E R DUVIi] (i=0..3) Data unit valid info.

One info bit for each data unit in a line, LSB is the first data unit.

Invalid 0 Invalid data unit
Valid 1 Valid data unit

F R \Y Line valid bit.
Invalid 0 Invalid cache line
Valid 1 Valid cache line

G R MRU Most recently used way.
Way0 0 Way0 was most recently used
Way1l 1 Way1 was most recently used

4.2.3.6 Registers

Instances

Instruction cache data

I
=
w
P-4
>
P-4
o

ICACHEDATA APPLICATION 0x02F00000

0
o
3
=
oq
[=
=
Q
[=4
o
=]

ICACHEDATA APPLICATION Number of sets : 0..127
Number of ways : 0..1
Number of data units : 0..3

Data width of a data unit : 0..1 words

Register overview

SET[n].WAY[0].DU[p].DATA[q] 0x0 Cache data bits for DATA[q] in DU[p] (DataUnit) of SET[n], WAY[o].

4.2.3.6.1 SET[n].WAY[0].DU[p].DATA[q] (n=0..127) (0=0..1) (p=0..3) (9=0..1)
Address offset: 0x0 + (n x 0x40) + (o x 0x20) + (p x 0x8) + (g x 0x4)
Cache data bits for DATA[q] in DU[p] (DataUnit) of SET[n], WAY[o].

ID R/W Field Value ID Description

A R Data Data
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4.2.4 FICR — Factory information configuration registers

Factory information configuration registers (FICR) are pre-programmed in factory. These registers contain
chip-specific information and configuration.

4.2.4.1 Registers

Instances

FICR GLOBAL 0x00FFC000 HF NS NA No Factory information configuration

Register overview

INFO.CONFIGID 0x300 Configuration identifier

INFO.DEVICEID[n] 0x304 Device identifier

INFO.UUID[n] 0x30C 128-bit Universally Unique IDentifier (UUID).

INFO.PART 0x31C Part code

INFO.VARIANT 0x320 Part Variant, Hardware version and Production configuration
INFO.PACKAGE 0x324 Package option

INFO.RAM 0x328 RAM size (KB)

INFO.RRAM 0x32C RRAM size (KB)

ER[n] 0x380 Common encryption root key, word n

IR[n] 0x390 Common identity root key, word n

DEVICEADDRTYPE 0x3A0 Device address type

DEVICEADDR([n] 0x3A4 Device address n

TRIMCNF[n].ADDR 0x400 Address of the register which will be written
TRIMCNF[n].DATA 0x404 Data to be written into the register

NFC.TAGHEADERO 0x600 Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,

NFCID1_2ND_LAST and NFCID1_LAST.

NFC.TAGHEADER1 0x604 Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

NFC.TAGHEADER2 0x608 Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

NFC.TAGHEADER3 0x60C Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

XOSC32MTRIM 0x620 XOSC32M capacitor selection trim values

XOSC32KTRIM 0x624 XOSC32K capacitor selection trim values

4.2.4.1.1INFO

Device info

4.2.4.1.1.1 INFO.CONFIGID
Address offset: 0x300

Configuration identifier
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ID R/W  Field Value ID Description

A R HWID Identification number for the HW

4.2.4.1.1.2 INFO.DEVICEID[n] (n=0..1)
Address offset: 0x304 + (n x Ox4)

Device identifier

ID R/W  Field Value ID Description

A R DEVICEID 64 bit unique device identifier

DEVICEID[0] contains the least significant bits of the device identifier.

DEVICEID[1] contains the most significant bits of the device identifier.

4.2.4.1.1.3 INFO.UUID[n] (n=0..3)
Address offset: 0x30C + (n x 0x4)
128-bit Universally Unique IDentifier (UUID).

ID R/W Field Description

A R uuID Device UUID [n].

The DEVICE.UUIDI[0] contains the least significant bits of the device

identifier.

4.2.4.1.1.4 INFO.PART
Address offset: 0x31C

Part code

[] R/W  Field Description

A R PART Part code
N54L15 0x00054B15 nRF54L15
N54L10 0x00054B10 nRF54L10
N54L05 0x00054B05 nRF54L05
Unspecified OXFFFFFFFF Unspecified

4.2.4.1.1.5 INFO.VARIANT
Address offset: 0x320

Part Variant, Hardware version and Production configuration
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ID R/W  Field Value ID

Description

A R VARIANT

Unspecified
4.2.4.1.1.6 INFO.PACKAGE

Address offset: 0x324

Package option

OXFFFFFFFF

Part Variant, Hardware version and Production configuration, encoded as
ASCII
Unspecified

ID R/W Field Value ID

A R PACKAGE

Unspecified

4.2.4.1.1.7 INFO.RAM
Address offset: 0x328

RAM size (KB)

OXFFFFFFFF

Description
Package option

Unspecified

1D R/W  Field Value ID
A R RAM
K256
K192
K96

Unspecified

4.2.4.1.1.8 INFO.RRAM
Address offset: 0x32C

Value ID

0x100
0xCO

0x60
OXFFFFFFFF

Description
RAM size (KB)
256 kByte RAM
192 kByte RAM
96 kByte RAM
Unspecified

Description

A R RRAM
K1524
K1012
K500

Unspecified

4.2.4.1.2 ER[n] (n=0..3)
Address offset: 0x380 + (n x Ox4)

4503_018v1.0

OX5F4
0x3F4
Ox1F4
OXFFFFFFFF

RRAM size (KB)
1524 KByte RRAM
1012 KByte RRAM
500 KByte RRAM

Unspecified

40 .

NORDIC

SEMICONDUCTOR



Common encryption root key, word n

Used to generate keys as recommended by the Bluetooth Core Specification

[] R/W  Field Description

A R ER Encryption Root, word n

4.2.4.1.3 IR[n] (n=0..3)
Address offset: 0x390 + (n x Ox4)

Common identity root key, word n

Used to generate keys as recommended by the Bluetooth Core Specification

ID R/W Field Value ID Description

A R IR Identity Root, word n

4.2.4.1.4 DEVICEADDRTYPE
Address offset: 0x3A0

Device address type

ID R/W  Field Description

A R DEVICEADDRTYPE Device address type
Public 0 Public address
Random 1 Random address

4.2.4.1.5 DEVICEADDR[n] (n=0..1)
Address offset: 0x3A4 + (n x 0x4)

Device address n

ID R/W Field Value ID Description

A R DEVICEADDR 48 bit device address
DEVICEADDR[O] contains the least significant bits of the device address.

DEVICEADDR[1] contains the most significant bits of the device address.
Only bits [15:0] of DEVICEADDR[1] are used.
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4.2.4.1.6 TRIMCNF[n].ADDR (n=0..63)
Address offset: 0x400 + (n x 0x8)

Address of the register which will be written

ID R/W Field Value ID Description
A R Address Address

4.2.4.1.7 TRIMCNF[n].DATA (n=0..63)
Address offset: 0x404 + (n x 0x8)

Data to be written into the register

ID R/W Field Value ID Description

A R Data Data

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Value ID Description

A R MFGID Default Manufacturer ID: Nordic Semiconductor ASA has ICM Ox5F
B R uD1 Unique identifier byte 1

C R ubD2 Unique identifier byte 2

D R uD3 Unique identifier byte 3

4.2.4.1.9 NFC.TAGHEADER1
Address offset: 0x604

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Description

A-D R UD[i] (i=4..7) Unique identifier byte i
4.2.4.1.10 NFC.TAGHEADER2
Address offset: 0x608
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Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Value ID Description

A-D R UD[i] (i=8..11) Unique identifier byte i

4.2.4.1.11 NFC.TAGHEADER3
Address offset: 0x60C

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W Field Value ID Description

A-D R UDIi] (i=12..15) Unique identifier byte i

4.2.4.1.12 XOSC32MTRIM
Address offset: 0x620

XOSC32M capacitor selection trim values

Note: To enable the optional internal capacitors on XC1 and XC2 pins, see to the "Using internal
capacitors" section of the OSCILLATORS chapter.

[] R/W  Field Value ID Description

A R SLOPE Slope trim factor on twos complement form

-256 ='1_0000_0000' and +255 ='0_1111_1111
B R OFFSET Offset trim factor on integer form

4.2.4.1.13 XOSC32KTRIM
Address offset: 0x624

XOSC32K capacitor selection trim values

Note: To enable the optional internal capacitors on XL1 and XL2 pins, see to the "Using internal
capacitors" section of the OSCILLATORS chapter.
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R/W Field Value ID Description
A R SLOPE Slope trim factor on twos complement form
B R OFFSET Offset trim factor on integer form

4.2.5 MEMCONF — Memory configuration
MEMCONF provides power control for RAM blocks.

Each RAM block can independently power up or power-down in System ON and System OFF mode. RAM
blocks can contain multiple RAM sections. For more information about System ON and System OFF modes,
see Power and clock management on page 67. For an overview of available RAM blocks and RAM

sections, see Memory on page 13.

MEMCONF registers are used for configuring the following:

e RAM sections to be retained during System OFF mode
RAM sections to be retained and accessible during System ON mode

In System OFF mode, a RAM section is retained by configuring the corresponding MEM[i] field of registers
RET and RET2. The RET and RET2 registers control retention on half the address space within the memory
block.

In System ON mode, retention and accessibility for a RAM section is configured in the corresponding
MEMLi] field of register POWER[n].CONTROL (n=0..1) on page 46.

The following table contains the complete list of blocks (RET.MEM][i], RET2.MEM([i].

RAMOO section 0
1 RAMOO section 1 1 X 1
2 RAMOO section 2 1 X 1
3 RAMOO section 3 1 X 1
4 RAMO1 section 0 1 X 1
5 RAMO1 section 1 1 X 1
6 RAMOL1 section 2 1 X 1
7 RAMO1 section 3 1 1 1
33 ICACHE tag + data 1:0 1 X 1
34 CRACEN PKEcode 1 X 1
35 CRACEN KeyRAM 1 X 1

Table 16: Memory block overview with MEMCONF.POWER configuration

A list of features that are retained using MEMCONF are found in the following table.
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32 Restore VPR 0 Enables the VPR context restore
context at VPR reset from the RAM at VPR reset, where
the VPR reset maybe caused

by a wakeup from hibernate. !

Table 17: Feature overview with MEMCONF.POWER.RET configuration

The following table summarizes the behavior of the CONTROL and RET/RET?2 fields when a power domain
is powered on or off. The RAM section can be used to read and write data when it is powered. The RAM
section is retained during System OFF.

System OFF Any value Off No No
System OFF Off On No No
System OFF On On No Yes
System ON IDLE Off Any value No No
System ON IDLE On Any value No Yes
System ON RUN Any value Any value Yes Yes

Table 18: RAM section configuration
The advantage of not retaining RAM content is overall current consumption is reduced.

See chapter Memory on page 13 for more information on RAM sections.

Note: CACHE — Instruction/data cache on page 29 must be disabled when the ICACHE
memory block is turned off, and only enabled after the ICACHE memory block is turned on.

4.2.5.1 Registers

Instances
MEMCONF : S 0x500CF000

GLOBAL us N NA No Memory Configuration MEMCONF
MEMCONF : NS 0x400CF000

1 Must enable RAM retention using MEMCONF.POWER[0].RET2.MEMI[7] to restore the VPR context
correctly.
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Configuration

MEMCONF : S
GLOBAL
MEMCONF : NS

Register overview

POWER[Nn].CONTROL 0x500 Control memory block power.
POWER([n].RET 0x508 RAM retention for RAM [n].
POWER[n].RET2 0x50C RAM retention for the second bank in the RAM block

4.2.5.1.1 POWER[n].CONTROL (n=0..1)
Address offset: 0x500 + (n x 0x10)
Control memory block power.

Where n =0 for memory blocks 0 to 31 and n = 1 for memory blocks 32 to 63.

[] R/W  Field Value ID Description

A-f RW  MEMIi] (i=0..31) Keep the memory block MEM[i] on or off when in System ON mode.

RAM blocks powered off this way will not be retained. All RAM blocks will be
off in System OFF mode.
Off 0 Power down

On 1 Power up

4.2.5.1.2 POWER[n].RET (n=0..1)

Address offset: 0x508 + (n x 0x10)

RAM retention for RAM [n].

Where n =0 for RAM blocks 0 to 31 and n = 1 for RAM blocks 32 to 63.

ID R/W  Field Value ID Description

A-f RW  MEMIi] (i=0..31) Keep the RAM block MEMI[i] retained when in System OFF mode.

All other RAM will be off in System OFF mode.
off 0 Retention off

On 1 Retention on

4.2.5.1.3 POWER[n].RET2 (n=0..1)

Address offset: 0x50C + (n x 0x10)

RAM retention for the second bank in the RAM block

Where n =0 for RAM blocks 0 to 31 and n = 1 for RAM blocks 32 to 63.
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0

ID f edcbazyYXWVUTSRQPONMLTKIJ I HGTFEDTCSEBA

Reset 0x00000000 0 00000O0O0OOOOOOOOOOOOOOOOOOOOOOOOO

A-f RW  MEM]Ii] (i=0..31) Keep the second bank in RAM block MEMI[i] retained when in System OFF
mode.

All other RAM will be off in System OFF mode. Not all types of RAM blocks
have two banks.
Off 0 Retention off

On 1 Retention on

4.2.6 RRAMC — Resistive random access memory controller

The resistive random access memory controller (RRAMC) is used for writing the internal RRAM memory,
the secure information configuration region (SICR), and the user information configuration registers
(UICR).

The main features of RRAMC are:

e Write and overwrite without erasing

e 128-bit word line with built in error correction code (ECC), detecting and correcting up to two bit errors
per line

e Automatic standby or power-down modes

¢ One-time programmable (OTP) protection for user information configuration registers (UICR)

e Optional immutable boot region protection

4.2.6.1 Reading from RRAM

RRAM can be read using any natural alignment.

Read and execute operations are cachable through CACHE — Instruction/data cache on page 29. For
execution performance figures, see CPU on page 19.

Low latency mode

The low power register allows making trade-offs between latency and power consumption. By default,
RRAMC goes into PowerDown mode, so the wakeup time is variable. To enable a sleep mode with faster
wake-up, configure Standby mode using register POWER.LOWPOWERCONFIG.MODE. In combination with
Constant Latency sub-power mode, this ensures the lowest latency.

4.2.6.2 Writing to RRAM

When writing is enabled in register CONFIG.WEN, and CONFIG.WRITEBUFSIZE is set to Unbuffered,
RRAM is written using any natural alignment (byte, half-word, 32-bit, or 64-bit).

RRAMC always writes full wordlines. When data is written to RRAM, the entire wordline is written and ECC
is updated, even if only a single bit is changed. This has an effect on the endurance of the RRAM, as each
write operation counts as a write to all bits in the wordline.

RRAMC is able to write both 0 and 1 to any bit in RRAM, even if that bit has been written before.

When writing with CONFIG.WRITEBUFSIZE set to Unbuf fered, the written data (byte, half-word, 32-bit,
or 64-bit) is committed to RRAM immediately.

4.2.6.2.1 Buffered RRAM write
RRAMC enables fast buffered writes for contiguous memory regions.

RRAMC has an internal write-buffer that can be configured using CONFIG.WRITEBUFSIZE.
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When buffered writes are enabled, RRAMC will collect as much data as possible in the internal write-
buffer, before bulk-committing the buffer to RRAM.

When committing to RRAM, the commit operation updates only the data in RRAM memory that has
modified values. Values that have not been altered remain unchanged in RRAM.

To use buffered writes, perform the following operations:

1. Enable writing using CONFIG.WEN, and configure CONFIG.WRITEBUFSIZE.
2. Write to RRAM memory in incrementing address order.

RRAMC commits the write-buffer when either of the following occurs:

e The write-buffer is full
¢ The address written is outside the buffer area
e There is a read operation from a 128-bit word line in the buffer that has already been written to

RRAMC stalls while the commit takes place, and additional wait-states can be observed for the bus access.
In addition to the automatic commit, a commit can also be triggered by the following:

e After a time-out waiting for a new write operation, configured in READYNEXTTIMEOUT
e When the COMMITWRITEBUF task is triggered

The manual triggers are useful in situations where it is crucial to ensure that the write buffer has been
committed. Register BUFSTATUS.WRITEBUFEMPTY can be used to check if the write-buffer is empty, or if it
contains uncommitted data.

Note: The internal write-buffer is volatile, and data loss may occur during a power failure or when
entering System OFF mode with uncommitted data in the buffer. Having uncommitted data in the
internal write-buffer will keep the RRAM active, and thus increase power consumption during sleep
mode.

4.2.6.3 Erasing RRAM

RRAMC provides a mechanism to erase the whole RRAM in one operation by using the ERASE.ERASEALL
register.

When ERASEALL is triggered, RRAMC will write OxFFFFFFFF to the entire RRAM memory, including
user information configuration registers (UICR) and the secure information configuration region (SICR) .
ERASEALL will not erase the factory information configuration registers (FICR).

This functionality can be blocked by ERASE protection. For details, see CTRL-AP — Control access port on
page 822.

Note: Unlike the CTRL-AP ERASEALL operation that can be activated from a debugger, the RRAMC
ERASEALL operation will not automatically grant access to the debug access port.

Note: The write-buffer must be committed before initiating an erase operation.

4.2.6.4 Region protection

The RRAM memory can be divided into several regions and these regions can be configured to restrict
accesses.

Each region is configured using the REGION[n]. ADDRESS and REGION[n].CONFIG registers.

When the region write-once feature is enabled, writes to a 32-bit words in the region are allowed only
when the current data is OxFFFFFFEF, else the writes are ignored.
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When the region configuration registers are writable, the region configuration registers can be updated
until the lock bit is set to Enabled. However, the register fields Secure, Read, Write, amd Execute can be
written to 0, even if the lock bit is set to Enabled.

After changing the region protecton, CACHE must be invalidated to stay coherent with the updated RRAM
configuration. Failure to do so will cause unpredictable results, such as being able to read cached content
from a memory region that was just configured to be non-readable.

Note: The configuration registers for some of the regions are read-only and are reserved by the
system configurations. See the register configuration table below for regions available for users.

4.2.6.5 Immutable boot region
RRAMC can make a part of the RRAM code memory immutable.

The immutable boot region has configurable permissions settings. Read, write, and execute permissions
are configured individually. By making the region read-execute only, that memory range of the RRAM
becomes immutable.

The region starts at address 0x00000000 and the size of the region is configurable. Note that the region
does not add additional storage, but enforces permission settings on the memory range.

The size and permission settings of the immutable boot region is configured in UICR. If UICR.BOOTCONF is
not configured, RRAMC will not enforce the protection.

Once the boot region protection is enabled, it can only be removed by ERASEALL. Erase protection can be
enabled to prevent ERASEALL operation. For more information about erase protection, see CTRL-AP —
Control access port on page 822.

4.2.6.6 Power-failure protection

Power failure protection is possible by using the power-fail comparator (POF) that is monitoring power
supply.

If the power-fail comparator is enabled, and the power supply voltage is below the POF threshold, the

power-fail comparator will prevent RRAMC from performing write operations. For more information about
POF, see Power-fail comparator on page 69.

If a power failure warning is present at the start of an RRAM write operation, RRAMC will block the
operation and a bus error will be signaled.

If a power failure warning occurs during an ongoing RRAM write, RRAMC can be configured to handle this
in two ways:

e |[f POWER.CONFIG.POF = Abort, then RRAMC will stop the commit process from the internal write-
buffer as soon as the condition occurs. After a power-failure event, the write buffer must be cleared by
using the CLRWRITEBUF task before writing more data to RRAM.

e |f POWER.CONFIG.POF = Wait, then RRAMC will try to complete the on-going write despite the
warning of the operating voltage becoming too low.

4.2.6.7 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
RRAMC GLOBAL 0x5004B000 HF S NA No RRAM Non-Volatile Memory
Controller
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Configuration

RRAMC GLOBAL RRAMC.REGION([4] is available for use, other regions are reserved for the

system.
RRAM word size : 128 bits per wordline

Maximum write buffer size : 32

Register overview

TASKS_WAKEUP 0x000 Wakeup the RRAM from low power mode
TASKS_CLRWRITEBUF 0x004 Clear internal write-buffer

TASKS_COMMITWRITEBUF 0x008 Commits the data stored in internal write-buffer to RRAM
SUBSCRIBE_WAKEUP 0x080 Subscribe configuration for task WAKEUP
SUBSCRIBE_CLRWRITEBUF 0x084 Subscribe configuration for task CLRWRITEBUF
SUBSCRIBE_COMMITWRITEBUF 0x088 Subscribe configuration for task COMMITWRITEBUF
EVENTS_WOKENUP 0x100 RRAMC is woken up from low power mode
EVENTS_READY 0x104 RRAMC is ready

EVENTS_READYNEXT 0x108 Ready to accept a new write operation
EVENTS_ACCESSERROR 0x10C RRAM access error

PUBLISH_WOKENUP 0x180 Publish configuration for event WOKENUP

INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

INTPEND 0x30C Pending interrupts

READY 0x400 RRAMC ready status

READYNEXT 0x404 Ready next flag

ACCESSERRORADDR 0x408 Address of the first access error
BUFSTATUS.WRITEBUFEMPTY 0x418 Internal write-buffer is empty

ECC.ERRORADDR 0x420 Address of the first ECC error that could not be corrected
CONFIG 0x500 Configuration register

READYNEXTTIMEOUT 0x50C Configuration for ready next timeout counter, in units of AXI clock frequency
POWER.CONFIG 0x510 Power configuration

POWER.LOWPOWERCONFIG 0x518 Low power mode configuration

ERASE.ERASEALL 0x540 Erase RRAM, including UICR

All information in SICR, including keys, are also erased
REGION[n].ADDRESS 0x550 Region address
REGION[n].CONFIG 0x554 Region configuration

4.2.6.7.1 TASKS_WAKEUP
Address offset: 0x000

Wakeup the RRAM from low power mode

Value ID Description
A W TASKS_WAKEUP Wakeup the RRAM from low power mode
Trigger 1 Trigger task
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4.2.6.7.2 TASKS_CLRWRITEBUF
Address offset: 0x004

Clear internal write-buffer

ID R/W Field Value ID Description
A W TASKS_CLRWRITEBUF Clear internal write-buffer
Trigger 1 Trigger task

4.2.6.7.3 TASKS_COMMITWRITEBUF
Address offset: 0x008
Commits the data stored in internal write-buffer to RRAM

READY status is updated during this operation

ID R/W Field Value ID Description

A W TASKS_COMMITWRITEBUF Commits the data stored in internal write-buffer to RRAM

READY status is updated during this operation
Trigger 1 Trigger task

4.2.6.7.4 SUBSCRIBE_WAKEUP
Address offset: 0x080

Subscribe configuration for task WAKEUP

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task WAKEUP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.2.6.7.5 SUBSCRIBE_CLRWRITEBUF
Address offset: 0x084
Subscribe configuration for task CLRWRITEBUF
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ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task CLRWRITEBUF will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.2.6.7.6 SUBSCRIBE_COMMITWRITEBUF
Address offset: 0x088
Subscribe configuration for task COMMITWRITEBUF

READY status is updated during this operation

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task COMMITWRITEBUF will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.2.6.7.7 EVENTS_WOKENUP
Address offset: 0x100
RRAMC is woken up from low power mode

This event is triggered only if waken up by the WAKEUP task

ID R/W Field Value ID Description

A RW  EVENTS_WOKENUP RRAMC is woken up from low power mode

This event is triggered only if waken up by the WAKEUP task
NotGenerated 0 Event not generated

Generated 1 Event generated

4.2.6.7.8 EVENTS_READY
Address offset: 0x104
RRAMC is ready

This event is not connected to PPI
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ID R/W Field Value ID Description

A RW  EVENTS_READY RRAMC is ready

This event is not connected to PPI
NotGenerated 0 Event not generated

Generated 1 Event generated

4.2.6.7.9 EVENTS_READYNEXT
Address offset: 0x108
Ready to accept a new write operation

This event is hot connected to PPI

ID R/W  Field Value ID Description

A RW  EVENTS_READYNEXT Ready to accept a new write operation

This event is not connected to PPl
NotGenerated 0 Event not generated

Generated 1 Event generated

4.2.6.7.10 EVENTS_ACCESSERROR
Address offset: 0x10C
RRAM access error

This event is not connected to PPI

ID R/W Field Value ID Description

A RW  EVENTS_ACCESSERROR RRAM access error

This event is not connected to PPI
NotGenerated 0 Event not generated

Generated 1 Event generated

4.2.6.7.11 PUBLISH_WOKENUP
Address offset: 0x180
Publish configuration for event WOKENUP

This event is triggered only if waken up by the WAKEUP task
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R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that event WOKENUP will publish to
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

4.2.6.7.12 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  WOKENUP Enable or disable interrupt for event WOKENUP

This event is triggered only if waken up by the WAKEUP task

Disabled 0 Disable
Enabled 1 Enable
B RW READY Enable or disable interrupt for event READY

This event is not connected to PPI

Disabled 0 Disable
Enabled 1 Enable
C RW  READYNEXT Enable or disable interrupt for event READYNEXT

This event is not connected to PPI

Disabled 0 Disable
Enabled 1 Enable
D RW  ACCESSERROR Enable or disable interrupt for event ACCESSERROR

This event is not connected to PPI
Disabled 0 Disable
Enabled 1 Enable

4.2.6.7.13 INTENSET
Address offset: 0x304

Enable interrupt

R/W Field Value ID Description
A RW  WOKENUP Write '1' to enable interrupt for event WOKENUP
Wwis This event is triggered only if waken up by the WAKEUP task
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW READY Write '1' to enable interrupt for event READY
W1s

This event is not connected to PPI
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R/W Field Value ID Description
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  READYNEXT Write '1' to enable interrupt for event READYNEXT
wis This event is not connected to PPI
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW  ACCESSERROR Write '1' to enable interrupt for event ACCESSERROR
wis This event is not connected to PPI
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.2.6.7.14 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW  WOKENUP Write '1' to disable interrupt for event WOKENUP
wic This event is triggered only if waken up by the WAKEUP task
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  READY Write '1' to disable interrupt for event READY
e This event is not connected to PPI
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  READYNEXT Write '1' to disable interrupt for event READYNEXT
wic This event is not connected to PPI
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW  ACCESSERROR Write '1' to disable interrupt for event ACCESSERROR
wic This event is not connected to PPl
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.2.6.7.15 INTPEND
Address offset: 0x30C
Pending interrupts
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Value ID Description

A R WOKENUP Read pending status of interrupt for event WOKENUP

This event is triggered only if waken up by the WAKEUP task

NotPending 0 Read: Not pending
Pending 1 Read: Pending
B R READY Read pending status of interrupt for event READY

This event is not connected to PPI

NotPending 0 Read: Not pending
Pending 1 Read: Pending
C R READYNEXT Read pending status of interrupt for event READYNEXT

This event is not connected to PPI

NotPending 0 Read: Not pending
Pending 1 Read: Pending
D R ACCESSERROR Read pending status of interrupt for event ACCESSERROR

This event is not connected to PPI
NotPending 0 Read: Not pending
Pending 1 Read: Pending

4.2.6.7.16 READY
Address offset: 0x400
RRAMC ready status

The event READY is generated when the status changes to Ready

ID R/W Field Value ID Description

A R READY RRAMC is ready or busy

The status is updated for all RRAMC operations except during read and
writes to write-buffer

Busy 0 RRAMC is busy

Ready 1 The current RRAMC operation is completed and RRAMC is ready

4.2.6.7.17 READYNEXT
Address offset: 0x404

Ready next flag

The event READYNEXT is generated when the READYNEXT status changes to Ready

ID R/W Field Value ID Description

A R READYNEXT RRAMC can accept a new write operation
Busy 0 RRAMC cannot accept any write operation now
Ready 1 RRAMC is ready to accept a new write operation
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4.2.6.7.18 ACCESSERRORADDR
Address offset: 0x408
Address of the first access error

The event ACCESSERROR is generated on access error. When this event is cleared, this register is updated
on the next access error

ID R/W  Field Value ID Description

A R ADDRESS Access error address

The most significant 8 bits are set to zero always

4.2.6.7.19 BUFSTATUS.WRITEBUFEMPTY
Address offset: 0x418
Internal write-buffer is empty

The internal write-buffer has been committed to RRAM and is now empty

ID R/W Field Value ID Description

A R EMPTY

NotEmpty 0 The internal write-buffer has data that needs committing
Empty 1 The internal write-buffer is empty and has no content that needs to be
committed

4.2.6.7.20 ECC.ERRORADDR
Address offset: 0x420
Address of the first ECC error that could not be corrected

The event ECCERROR is generated on ECC error. When this event is cleared, this register is updated on the
next ECC error

ID R/W Field Value ID Description

A R ADDRESS ECC error address

The most significant 8 bits are set to zero always

4.2.6.7.21 CONFIG
Address offset: 0x500

Configuration register
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R/W Field Value ID Description
A RW  WEN Write enable
Disabled 0 Write is disabled
Enabled 1 Write is enabled
B RW  WRITEBUFSIZE 0..32 write-buffer size in number of 128-bit words
Unbuffered 0 Disable buffering

4.2.6.7.22 READYNEXTTIMEOUT
Address offset: 0x50C

Configuration for ready next timeout counter, in units of AXI clock frequency

R/W  Field Value ID Description
A RW  VALUE [0..4095] Preload value for waiting for a next write
B RW EN Enable ready next timeout

The timeout value is number of RRAMC clock cycles. The timeout starts
when the READYNEXT is set to ready
Disable 0 Disable ready next timeout

Enable 1 Enable ready next timeout

4.2.6.7.23 POWER.CONFIG
Address offset: 0x510

Power configuration

R/W Field Description

A RW  ACCESSTIMEOUT Access timeout, in 31.25 ns units, used for going into standby power mode

or remain active on wake up

The timeout counter counts down and is restarted on every RRAM access

and on event WOKENUP

B RW POF Power on failure warning handling configuration
Wait 0 Wait until the current RRAM write finishes
Abort 1 Abort the current RRAM write

4.2.6.7.24 POWER.LOWPOWERCONFIG
Address offset: 0x518
Low power mode configuration

The RRAMC low power mode is entered while the device goes into system on idle
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ID R/W Field Value ID Description
A RW MODE RRAM low power mode
PowerDown 0 The RRAM goes into power down mode
Standby 1 The RRAM automatically goes into standby mode while the RRAM is not

being accessed

This mode gives faster wake-ups, and is useful in combination with Constant
Latency sub-power mode.

NAP 2 The RRAM goes into NAP mode

PowerOff 3 The RRAM is powered Off

4.2.6.7.25 ERASE.ERASEALL

Address offset: 0x540

Erase RRAM, including UICR

All information in SICR, including keys, are also erased

The status in READY is updated during this operation

Writes to this register are ignored when erase protect is enabled

ID R/W Field Value ID Description

A RW  ERASE Erase RRAM
NoOperation 0 No operation
Erase 1 Start erase of chip

4.2.6.7.26 REGION[n] (n=0..4)

RRAMC can apply access privileges to regions of the RRAM. Some regions are dedicated for system use
and are not available for configuration - refer to the instantiation table for details.

4.2.6.7.26.1 REGION[n].ADDRESS (n=0..4)
Address offset: 0x550 + (n x 0x8)

Region address

ID R/W Field Value ID Description

A RW  STARTADDR Start address of the region [n]

Bits [31:24] and bit [9:0] are read-only and set to zero
4.2.6.7.26.2 REGION[n].CONFIG (n=0..4)
Address offset: 0x554 + (n x 0x8)

Region configuration
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The register fields READ, WRITE and EXECUTE can can be written to 0, even when the LOCK field is set to
Enabled.

R/W  Field Value ID Description

A RW  READ Read access
NotAllowed 0 Read access to override region [n] is not allowed
Allowed 1 Read access to override region [n] is allowed

B RW  WRITE Write access
NotAllowed 0 Write access to override region [n] is not allowed
Allowed 1 Write access to override region [n] is allowed

C RW  EXECUTE Execute access
NotAllowed 0 Execute access to override region [n] is not allowed
Allowed 1 Execute access to override region [n] is allowed

D RW  SECURE Secure access
NonSecure 0 Both Secure and non-Secure access to override region [n] is allowed
Secure 1 Only secure access to override region [n] is allowed

E RW  OWNER Owner ID
NotEnforced 0 Owner ID protection is not enforced

F RW  WRITEONCE Write-once
Disabled 0 Write-once disabled
Enabled 1 Write-once enabled

G RW  LOCK Enable lock

wWi1s

Disabled 0 Lock disabled for region [n]
Enabled 1 Lock enabled for region [n]

H RW  SIZE Size in KBytes of region [n]

4.2.7 SICR — Secure information configuration region

The secure information configuration region (SICR) is reserved for keys and device unique seed.

Access to SICR is managed by KMU — Key management unit on page 165. Bus transactions originating
from CPU or other peripherals are blocked.

4.2.8 SWI — Software interrupts

A set of interrupts have been reserved for use as software interrupts.

These interrupts can be enabled and triggered by software by using the Arm Cortex-M33 NVIC registers, as
described in the Arm Cortex-M33 Processor Technical Reference Manual.

4.2.8.1 Registers

Instances

SWI00 APPLICATION 0x5001C000 HF N NA No Software interrupt SWI00
Swio1 APPLICATION 0x5001D000 HF N NA No Software interrupt SWI01
SWI02 APPLICATION 0x5001E000 HF N NA No Software interrupt SW102
Swio3 APPLICATION 0x5001F000 HF S NA No Software interrupt SW103
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4.2.9 UICR — User information configuration registers

The user information configuration registers (UICR) are non-volatile memory (NVM) registers that
configure user specific settings and values for emulated one-time programmable (OTP).

All UICR registers have a RW1 protection, which means that they can be read multiple times, but written
only once when UICR has been erased by the Erase All operation.

For information on writing registers, see RRAMC — Resistive random access memory controller on page
47 and Memory on page 13.

Notice that all access port protection registers are duplicated into PROTECTO/PROTECT1. For
optimal security, set both registers set to "random" values different from the Unprotected value. For
ERASEPROTECT, set both PROTECTO/PROTECT1 registers to the Protected value.

4.2.9.1 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
UICR GLOBAL 0x00FFDO00 HF S NA No User information configuration
Register overview
Register Offset TZ Description
APPROTECT[n].PROTECTO 0x000 Access port protection
APPROTECT[n].PROTECT1 0x01C Access port protection
SECUREAPPROTECT[n].PROTECTO 0x020 Access port protection
SECUREAPPROTECT[n].PROTECT1 0x03C Access port protection register
AUXAPPROTECT[n].PROTECTO 0x040 Access port protection
AUXAPPROTECT[n].PROTECT1 0x05C Access port protection register
ERASEPROTECT[n].PROTECTO 0x60 Erase protection
ERASEPROTECT[n].PROTECT1 0x7C Erase protection
BOOTCONF 0x080 Immutable boot region configuration.
USER.ROT.PUBKEY[n].DIGEST[o] 0x200 First 256 bits of SHA2-512 digest over RoT public key generation [n].
USER.ROT.PUBKEY[n].REVOKE([0] 0x220 Revocation status for RoT public key generation [n].
USER.ROT.AUTHOPKEY[n].DIGEST[o] 0x2B0 First 256 bits of SHA2-512 digest over RoT authenticated operation public key generation [n].
USER.ROT.AUTHOPKEY[n].REVOKE[0] 0x2D0 Revocation status for RoT authenticated operation public key generation [n].
OTP[n] 0x500 One time programmable memory

4.2.9.1.1 APPROTECT[n] (n=0..0)
Access Port Protection Registers

4.2.9.1.1.1 APPROTECT[n].PROTECTO (n=0..0)
Address offset: 0x000 + (n x 0x20)

Access port protection

Any other value than Unprotected will lock TAMPC PROTECT.DOMAIN signal protectors.
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ID R/W Field Value ID Description

A RW1 PALL
Unprotected OXFFFFFFFF Leaves TAMPC PROTECT.DOMAIN DBGEN and NIDEN signal protectors

unlocked and under CPU control.

4.2.9.1.1.2 APPROTECT[n].PROTECT1 (n=0..0)
Address offset: 0x01C + (n x 0x20)
Access port protection

Any other value than Unprotected will lock TAMPC PROTECT.DOMAIN signal protectors.

ID R/W Field Value ID Description

A RW1 PALL
Unprotected OxFFFFFFFF Leaves TAMPC PROTECT.DOMAIN DBGEN and NIDEN signal protectors

unlocked and under CPU control.

4.2.9.1.2 SECUREAPPROTECT[n] (n=0..0)
Access Port Protection Registers

4.2.9.1.2.1 SECUREAPPROTECT[n].PROTECTO (n=0..0)
Address offset: 0x020 + (n x 0x20)

Access port protection

Any other value than Unprotected will lock TAMPC PROTECT.DOMAIN signal protectors.

ID R/W  Field Value ID Description

A RW1 PALL
Unprotected OxFFFFFFFF Leaves TAMPC PROTECT.DOMAIN SPIDEN and SPNIDEN signal protectors

unlocked and under CPU control.

4.2.9.1.2.2 SECUREAPPROTECT[n].PROTECT1 (n=0..0)
Address offset: 0x03C + (n x 0x20)
Access port protection register

Any other value than Unprotected will lock TAMPC PROTECT.DOMAIN signal protectors.
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ID R/W Field Value ID Description

A RW1 PALL
Unprotected OxFFFFFFFF Leaves TAMPC PROTECT.DOMAIN SPIDEN and SPNIDEN signal protectors

unlocked and under CPU control.

4.2.9.1.3 AUXAPPROTECT[n] (n=0..0)

Access Port Protection Registers

4.2.9.1.3.1 AUXAPPROTECT[n].PROTECTO (n=0..0)
Address offset: 0x040 + (n x 0x20)

Access port protection

Any other value than Unprotected will lock TAMPC PROTECT.AP signal protectors.

ID R/W Field Value ID Description

A RW1 PALL
Unprotected OXFFFFFFFF Leaves TAMPC PROTECT.AP DBGEN signal protector unlocked and under CPU

control.

4.2.9.1.3.2 AUXAPPROTECT[n].PROTECT1 (n=0..0)
Address offset: 0x05C + (n x 0x20)
Access port protection register

Any other value than Unprotected will lock TAMPC PROTECT.AP signal protectors.

ID R/W  Field Value ID Description

A RW1 PALL
Unprotected OXFFFFFFFF Leaves TAMPC PROTECT.AP DBGEN signal protector unlocked and under CPU

control.

4.2.9.1.4 ERASEPROTECT[n] (n=0..0)

Erase Protection Registers

4.2.9.1.4.1 ERASEPROTECT[n].PROTECTO (n=0..0)
Address offset: 0x60 + (n x 0x20)

Erase protection

Any other value than Protected will leave the TAMPC PROTECT.ERASEPROTECT signal protector
unlocked, so that CPU can control its value.
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ID R/W Field Value ID Description

A RW1 PALL

Protected O0x50FA50FA Erase protection is enabled and the signal protector is locked.

4.2.9.1.4.2 ERASEPROTECT[n].PROTECT1 (n=0..0)
Address offset: 0x7C + (n x 0x20)
Erase protection

Any other value than Protected will leave the TAMPC PROTECT.ERASEPROTECT signal protector
unlocked, so that CPU can control its value.

ID R/W Field Value ID Description

A RW1 PALL

Protected O0x50FAS0FA Erase protection is enabled and the signal protector is locked.

4.2.9.1.5 BOOTCONF
Address offset: 0x080
Immutable boot region configuration.

If this register is not equal to OXFFFFFFFF, RRAMC applies these settings to form the immutable boot
region.

For an immutable bootloader, recommended value is READ, EXECUTE, SECURE, WRITEONCE, LOCK, and
SIZE. READ permission is needed for the CPU to read constants and instructions.

Unused bits (unused fields) must be set to zero.

ID R/W Field Value ID Description

A RW1 READ Read access. Must be enabled in order for the Arm Cortex CPU to start

executing from RRAM.

NotAllowed 0 Reading from the region is not allowed.
Allowed 1 Reading from the region is allowed

B RW1 WRITE Write access
NotAllowed 0 Writing to the region is not allowed
Allowed 1 Writing to the region is allowed

C RW1 EXECUTE Execute access
NotAllowed 0 Executing code from the region is not allowed
Allowed 1 Executing code from the region is allowed

D RW1 SECURE Secure access
NonSecure 0 Both secure and non-secure access to region is allowed
Secure 1 Only secure access to region is allowed

E RW1 WRITEONCE Write-once
Disabled 0 Write-once disabled
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ID R/W Field Value ID Description

Enabled 1 Write-once enabled

Writes to a 32-bit word in the BOOTCONF region are is only when the
current data is OXFFFFFFFF, otherwise the writes are ignored
F RW1 LOCK Enable lock of configuration register
Disabled 0 Lock is disabled, and the RRAMC region configuration registers for the
immutable boot region are writable.
Enabled 1 Lock is enabled, and the RRAMC configuration registers for the immutable
boot region are read-only.

G RW1 SIZE Immutable boot region size

Configures the region size in kB

4.2.9.1.6 USER.ROT

Assets installed to establish initial Root of Trust in the device.
User RoT key materials

4.2.9.1.6.1 USER.ROT.PUBKEY|[n].DIGEST[o] (n=0..3) (0=0..7)
Address offset: 0x200 + (n x 0x2C) + (o x Ox4)

First 256 bits of SHA2-512 digest over RoT public key generation [n].

ID R/W Field Value ID Description
A RW1 VALUE Value for word [o] in the key digest [n].
4.2.9.1.6.2 USER.ROT.PUBKEY[n].REVOKE[o] (n=0..3) (0=0..2)

Address offset: 0x220 + (n x 0x2C) + (o x 0x4)

Revocation status for RoT public key generation [n].

ID R/W Field Value ID Description
A RW1 STATUS Revocation status.
NotRevoked OXFFFFFFFF Key not revoked.

Any other value says the key is revoked.

4.2.9.1.6.3 USER.ROT.AUTHOPKEY[n].DIGEST[o] (n=0..3) (0=0..7)
Address offset: 0x2B0 + (n x 0x2C) + (o x 0x4)

First 256 bits of SHA2-512 digest over RoT authenticated operation public key generation [n].
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ID R/W  Field Value ID Description
A RW1 VALUE Value for word [0] in the key digest [n].
4.2.9.1.6.4 USER.ROT.AUTHOPKEY[n].REVOKE[o] (n=0..3) (0=0..2)

Address offset: 0x2D0 + (n x 0x2C) + (o0 x 0x4)

Revocation status for RoT authenticated operation public key generation [n].

ID R/W  Field Value ID Description
A RW1 STATUS Revocation status.
NotRevoked OXFFFFFFFF Key not revoked.

Any other value says the key is revoked.

4.2.9.1.7 OTP[n] (n=0..319)
Address offset: 0x500 + (n x Ox4)

One time programmable memory

ID R/W  Field Value ID Description

A RW1 OTP OTP word

Can only be written to a non OxFFFFFFFF value once after Erase All

operation.
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5

Power and clock management

The power and clock management system is optimized for ultra-low power applications to provide
maximum power efficiency.

The power and clock management system is shown in the following figure.

Power and clock

External Internal

power sources voltage e
regulators

REGULATORS
CLOCK

Internal OSCILLATORS
oscillators

Optional RESET Peripherals
32.768 kHz crystal

Figure 9: Power and clock management

The power and clock management system automatically tracks the power and clock resources requested
by components in the system at any given time. To achieve the lowest power consumption possible, the
system evaluates the requests, starts and stops clock sources, and chooses the most optimal regulator
operation modes.

The device start-up sequence after reset is described in RESET — Reset control on page 101.

5.1 System ON mode

System ON is the default operation mode after power-on reset.

In System ON, all functional blocks, such as the CPU and peripherals, can be in an IDLE or RUN state
depending on the configuration set by the software and the state of the executing application.

The power and clock management unit can switch the appropriate internal power domains on and off,
depending on power requirements. A peripheral's power requirement is directly related to its activity
level, which increases and decreases when specific tasks are triggered or events are generated.

5.1.1 Sub-power modes

In System ON mode, the system can reside in one of the two sub-power modes when the CPU and all
peripherals are in an IDLE state.

The sub-power modes are the following:

e (Constant Latency
e Low-power

In Constant Latency mode, the CPU wakeup latency and the PPI task response are constant and kept at a
minimum. This is secured by forcing a set of basic resources to be turned on while in sleep mode. Constant
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and predictable latency increases power consumption. Constant Latency mode is selected by triggering
the task CONSTLAT.

In Low-power mode, the automatic power management system described in System ON mode ensures
that the most efficient supply option is chosen to save power. The lowest possible power consumption
comes at a cost of a varying CPU wakeup latency and PPI task response. Low-power mode is selected by
triggering the task LOWPWR.

When the system enters System ON mode, it is in the sub-power mode Low-power by default.

5.2 System OFF mode

System OFF is the deepest power-saving mode the system can enter. In this mode, the system's core
functionality is powered down and most ongoing tasks are stopped.

Register SYSTEMOFF on page 99 sets the device into System OFF mode. The following wakeup sources
will initiate a wakeup from System OFF:

e The DETECT signal generated by the GPIO peripheral

e The ANADETECT signal generated by the LPCOMP peripheral

¢ The SENSE signal generated by the NFCT peripheral to wake-on-field
¢ The SYSCOUNTER compare event generated by the GRTC peripheral
¢ A debug session is started

e Apinreset

When the device wakes up from System OFF, a system reset is performed. For more details, see Reset
behavior on page 103.

One or more RAM sections can be retained in System OFF depending on the RAM retention settings
configured in MEMCONF — Memory configuration on page 44.

Before entering System OFF mode, the following conditions must be met.

¢ All on-going EasyDMA transactions must finish. See peripheral specific chapters for more information
about how to get the status of EasyDMA transactions.

¢ The 32 MHz oscillator (HFXO) must be stopped. Stop HFXO with the XOSTOP task. The 32 kHz oscillator
(LFXO) can be running.

¢ The register RESET.RESETREAS must be cleared. Failure to do so can make the system immediately
wake up from System OFF mode.

5.2.1 Emulated System OFF mode

When the device is in Debug Interface mode, System OFF is emulated to ensure that all resources required
for debugging are available during System OFF.

Resources required for debugging include the following key components:

¢ Debug Interface mode on page 820

e CLOCK — Clock control on page 70

¢ POWER — Power control on page 92

e OSCILLATORS — Oscillator control on page 86
e REGULATORS — Regulator control on page 97
e RESET — Reset control on page 101

e CPU

¢  Memory, including RAM and RRAM
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Because the CPU is kept on in an emulated System OFF mode, it is recommended to add an infinite loop
directly after entering System OFF. This prevents the CPU from executing code that normally should not be
executed. For more information, see Debug and trace on page 815.

5.3 Power supply supervisors

The power supply supervisors monitor the connected power supply and provide the following
functionality.

e Power-on reset — signals the circuit when a supply is connected

¢ Fixed brownout reset detector — holds the system in reset when the voltage is too low for safe
operation

e Optional power-fail comparator (POF) — signals the application when the supply voltage drops below a
configured threshold

The power supply supervisors are illustrated in the following figure.

VDD T Power-on reset>

VPOR

T Brownout reset -

VBOR

POFCON.EVENTDISABLE
.

/g -
> /{ l POFWARN
MUX |

3.2V —p

1.8V —»
1.7V —»

POFCON.THRESHOLD POFCON.POF

Figure 10: Power supply supervisors

5.3.1 Power-fail comparator

Using the power-fail comparator (POF) is optional. When enabled, it notifies the CPU of a potential power
supply failure.

The POF can measure the voltage on VDD . To enable and configure the POF, see register POFCON
(Retained) on page 99.

When the supply voltage falls below the defined threshold, the POF generates an event POFWARN

that can be used by an application to prepare for power failure. This event is also generated when

the supply voltage is already below the threshold at the time the POF is enabled, or if the threshold is
reconfigured to a level above the supply voltage. POFWARN is disabled using the EVENTDISABLE field of
REGULATORS.POFCON. In addition to the event, the result of the POF is found using POFSTAT on page
100.

POFWARN prevents RRAMC from performing write operations to the non-volatile memory. See RRAMC —
Resistive random access memory controller on page 47 for more information about non-volatile memory.
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The POF features a hysteresis of Vyyst, as illustrated in the following figure.

VPOF +VPOFHYST

Veor

VBOR,ON

POFWARN
\ 4

MCU
4_ ——— — —— —
POFWARN

Figure 11: Power-fail comparator (BOR = Brownout reset)

To save power, the POF is not active in System ON when the HFCLK is not running, or in System OFF.
To measure the voltage, perform the following steps.

1. Disable POFWARN by writing Disabled to REGULATORS.POFCON.EVENTDISABLE.

2. Enable POF by writing Enabled to REGULATORS.POFCON.POF.

3. Loop over all threshold voltages by writing a threshold voltage into register
REGULATORS.POFCON.THRESHOLD, starting at the lowest value enumerator until
REGULATORS.POFSTAT toggles. This toggle indicates that the voltage has been found and can be read
from register REGULATORS.POFCON.THRESHOLD.

5.4 CLOCK — Clock control

The clock control system sources the system clocks from internal or external high and low frequency
oscillators. It distributes the clocks to modules based on their requirements. Clock distribution is
automated and grouped independently by module to limit current consumption in unused branches of the
clock tree.

The following are the main features for CLOCK:

e On-chip 128 MHz phase-locked loop (PLL) with internal oscillator

e 32 MHz crystal oscillator (when using the external 32 MHz crystal)

e 32.768 kHz RC oscillator

e 32.768 kHz crystal oscillator (when using the external 32.768 kHz crystal)
¢ Automatic clock control and distribution

The clock control system is responsible for requesting resources from the power and clock subsystem.
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Figure 12: Clock control

5.4.1 HFCLK controller

The HFCLK clock controller provides the following clocks to the system.

N

HCLKCORE MCU power domain and CPU clock where 64 or 128 MHz can be
selected
PCLK32M 32 MHz peripheral clock
PCLK16M 16 MHz peripheral clock
PCLK1IM 1 MHz peripheral clock

Table 19: Clocks

HFINT 128 MHz internal oscillator

HFXO 32 MHz crystal oscillator

Table 20: Sources

The following HFCLK sources generate the HFCLK clocks:

e 128 MHz internal oscillator — PLL is operating in free running mode
e 32 MHz crystal oscillator — PLL is locked on a crystal (XOSC), optionally using built-in capacitors as
described in OSCILLATORS — Oscillator control on page 86.

CPUs, peripherals, and other system components automatically request clocks. The HFCLK control passes
the request to the power and clock subsystem. When the clocks are running, the HFCLK control distributes
them to the components. The CPU clock frequency can be selected, as described in OSCILLATORS —
Oscillator control on page 86.

When all HFCLK control requests end, the HFCLK control stops requesting CLOCK from the power and clock
subsystem. For example, when the CPU enters sleep or when peripherals have completed their tasks,
HFCLK stops CLOCK requests. If there are no requests for HFCLK or PCLK control, the power and clock
subsystem automatically stops the clock.
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When the system enters System ON mode and an HFCLK clock is requested, the PLL is automatically
started. When clock requests stop, the PLL automatically stops.

HFCLK clocks are only available to the HFCLK controllers when the system is in System ON mode.

An HFCLK source can run before being started by the relevant clock request. This reduces start-up time but
causes increased power consumption. An example of this would be to keep the PLL running during sleep
by using the task PLLSTART.

The XOSC must be started when crystal clock accuracy is required. The crystal is started by triggering the
task XOSTART. When the crystal reaches the correct amplitude and frequency, the PLL automatically locks
to the crystal and generates the event XOSTARTED. At the same time, the crystal oscillator is performing
an XOTUNE. When that process finishes, the event XOTUNED is generated indicating the signal from the
crystal oscillator is accurately tuned.

Note: The crystal oscillator quality indicated by the XOSTARTED event is sufficient for all
peripherals except RADIO and when calibrating the 32.768 kHz oscillator. Before using RADIO,
ensure that the event XOTUNED has been generated. This ensures the highest quality crystal signal
is available.

If the crystal oscillator requires the XOTUNE process to be repeated, the device generates the event
XOTUNEERROR. When that happens, the XOTUNE task must be triggered. Do not trigger this task at the
same time that RADIO is running (meaning RADIO must not be in the RX or TX states).

A new START task can be initiated after one has already been triggered, but before the corresponding
STARTED event is generated. In this case, only one STARTED event will be generated, corresponding to the
last triggered START task. Triggering a START task after the STARTED event from a previous triggered START
tasks is generated, generates a new STARTED event.

The amount of time between a START task and its corresponding STARTED event may differ depending on
whether the HFCLK source is already running or in the process of starting. The amount of time before a
STARTED event may vary when a different HFCLK source is configured before triggering a new START task.
Different crystal types also have different start-up times, see OSCILLATORS — Oscillator control on page
86 for details.

HFXO must be running to use RADIO, NFCT,, UARTE, or to calibrate the 32.768 kHz RC oscillator. Using
HFXO will also improve SAADC performance by reducing clock jitter. When using serial communication
peripherals such as SPIM, SPIS, TWIM, and TWIS, the HFXO must be running to achieve the highest
accuracy for the bit rate. When using the internal RC oscillator (HFINT), the frequency accuracy of the
serial interface is limited to the accuracy of HFINT, see High frequency clock source (HFCLK) on page
897.

5.4.2 LFCLK controller

The system supports the following low frequency clock sources, as described in Clock control on page
71.

e 32.768 kHz RC oscillator (LFRC)
e 32.768 kHz crystal oscillator (LFXO)
e 32.768 kHz synthesized from HFCLK (LFSYNT)

LFXO can run in System OFF mode. The other clock sources only run in System ON mode.

The following LF clocks are available in the system.
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Clock Description
PCLK32KI 32.768 kHz peripheral low-frequency clock.
GRTC.LFLPRC Direct path from 32.768 kHz internal oscillator (LFRC) to GRTC

peripheral. Available only in System ON mode. If GRTC.LFLPRC is
used, stop GRTC before entering System OFF mode.

GRTC.LFXO Direct path from 32.768 kHz crystal oscillator (LFXO) to GRTC
peripheral. Available in System ON or System OFF mode.

Table 21: Clocks

When a peripheral requires the PCLK32KI clock, the LFCLK control automatically requests the LFCLK clock
for the power and clock subsystem. The default LFCLK source is the LFRC.

To use a different LFCLK source, select the preferred clock source in register LFCLK.SRC on page 84 and
then trigger the LFCLKSTART task. If LFXO is selected as the clock source, LFCLK initially starts running from
the 32.768 kHz LFRC then automatically switches to the crystal once available. The LFCLKSTARTED event is
then generated.

When switching the LFCLK source, such as from LFRC to LFXO , up to one LFCLK cycle may be lost.

The LFCLKSTART task will request the clock to keep running until triggering the LFCLKSTOP task to stop the
clock.

The LFCLK clock is stopped when there are no requests. For example, WDT is stopped, and the LFCLKSTOP
task is triggered. Triggering the LFCLKSTOP task is required after the LFCLKSTART task has been triggered.

5.4.2.1 Calibrating the 32.768 kHz RC oscillator

The LFRC frequency is affected by temperature variation. LFRC can be calibrated to improve accuracy by
using HFCLK as a reference oscillator during calibration.

The calibration must use the following sequence.

1. Start the LFCLK by triggering the LFCLKSTART task.

2. Start the HFCLK crystal oscillator HFXO by triggering the XOSTART task.
3. Wait for the LFCLKSTARTED and the HFXO XOTUNED events.
4

. Trigger the CAL task to start the calibration process. The device automatically performs the calibration,
adjusting the LFCLK frequency using HFCLK as reference. The DONE event is generated when calibration
finishes.

5. Stop HFXO with the XOSTOP task.
6. Stop LFCLK with the LFCLKSTOP task.

LFCLK uses the calibrated value until the next calibration.

5.4.3 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
CLOCK : S 0x5010E000
GLOBAL us S NA No Clock control
CLOCK : NS 0x4010E000
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Register overview

TASKS_XOSTART 0x000 Start crystal oscillator (HFXO)
TASKS_XOSTOP 0x004 Stop crystal oscillator (HFXO)
TASKS_PLLSTART 0x008 Start PLL and keep it running, regardless of the automatic clock requests
TASKS_PLLSTOP 0x00C Stop PLL

TASKS_LFCLKSTART 0x010 Start LFCLK source as selected in LFCLK.SRC
TASKS_LFCLKSTOP 0x014 Stop LFCLK source

TASKS_CAL 0x018 Start calibration of LFRC oscillator
TASKS_XOTUNE 0x01C Request tuning for HFXO
TASKS_XOTUNEABORT 0x020 Abort tuning for HFXO

SUBSCRIBE_XOSTART 0x080 Subscribe configuration for task XOSTART
SUBSCRIBE_XOSTOP 0x084 Subscribe configuration for task XOSTOP
SUBSCRIBE_PLLSTART 0x088 Subscribe configuration for task PLLSTART
SUBSCRIBE_PLLSTOP 0x08C Subscribe configuration for task PLLSTOP
SUBSCRIBE_LFCLKSTART 0x090 Subscribe configuration for task LFCLKSTART
SUBSCRIBE_LFCLKSTOP 0x094 Subscribe configuration for task LFCLKSTOP
SUBSCRIBE_CAL 0x098 Subscribe configuration for task CAL
EVENTS_XOSTARTED 0x100 Crystal oscillator has started
EVENTS_PLLSTARTED 0x104 PLL started

EVENTS_LFCLKSTARTED 0x108 LFCLK source started

EVENTS_DONE 0x10C Calibration of LFRC oscillator complete event
EVENTS_XOTUNED 0x110 HFXO tuning is done. XOTUNED is generated after TASKS_XOSTART or after TASKS_XOTUNE

has completed

EVENTS_XOTUNEERROR 0x114 HFXO quality issue detected, XOTUNE is needed
EVENTS_XOTUNEFAILED 0x118 HFXO tuning could not be completed

INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

INTPEND 0x30C Pending interrupts

XO.RUN 0x408 Indicates that XOSTART task was triggered

XO.STAT 0x40C XO status

PLL.RUN 0x428 Indicates that PLLSTART task was triggered

PLL.STAT 0x42C Which PLL settings were selected when triggering START task
LFCLK.SRC 0x440 Clock source for LFCLK

LFCLK.RUN 0x448 Indicates that LFCLKSTART task was triggered

LFCLK.STAT 0x44C Copy of LFCLK.SRCCOPY register, set when LFCLKSTARTED event is triggered.
LFCLK.SRCCOPY 0x450 Copy of LFCLK.SRC register, set when LFCLKSTART task is triggered

5.4.3.1 TASKS_XOSTART
Address offset: 0x000

Start crystal oscillator (HFXO)

ID R/W  Field Value ID Description
A W TASKS_XOSTART Start crystal oscillator (HFXO)
Trigger 1 Trigger task
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5.4.3.2 TASKS _XOSTOP
Address offset: 0x004

Stop crystal oscillator (HFXO)

ID R/W Field Description
A W TASKS_XOSTOP Stop crystal oscillator (HFXO)
Trigger 1 Trigger task

5.4.3.3 TASKS_PLLSTART
Address offset: 0x008

Start PLL and keep it running, regardless of the automatic clock requests

ID R/W  Field Value ID Description
A W TASKS_PLLSTART Start PLL and keep it running, regardless of the automatic clock requests
Trigger 1 Trigger task

5.4.3.4 TASKS_PLLSTOP
Address offset: 0x00C

Stop PLL

ID R/W  Field Value ID Description
A W TASKS_PLLSTOP Stop PLL
Trigger 1 Trigger task

5.4.3.5 TASKS_LFCLKSTART
Address offset: 0x010

Start LFCLK source as selected in LFCLK.SRC

ID R/W Field Value ID Description
A W TASKS_LFCLKSTART Start LFCLK source as selected in LFCLK.SRC
Trigger 1 Trigger task

5.4.3.6 TASKS_LFCLKSTOP
Address offset: 0x014
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ID R/W  Field Value ID
A W TASKS_LFCLKSTOP
Trigger 1

5.4.3.7 TASKS_CAL
Address offset: 0x018

Start calibration of LFRC oscillator

ID R/W  Field Value ID

A W TASKS_CAL
Trigger 1

5.4.3.8 TASKS_XOTUNE
Address offset: 0x01C
Request tuning for HFXO

ID R/W Field Value ID

A W TASKS_XOTUNE
Trigger 1

5.4.3.9 TASKS_XOTUNEABORT
Address offset: 0x020
Abort tuning for HFXO

ID R/W  Field Value ID Value

A W TASKS_XOTUNEABORT
Trigger 1

5.4.3.10 SUBSCRIBE_XOSTART
Address offset: 0x080
Subscribe configuration for task XOSTART
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ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task XOSTART will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.4.3.11 SUBSCRIBE_XOSTOP
Address offset: 0x084

Subscribe configuration for task XOSTOP

R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that task XOSTOP will subscribe to
B RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription

5.4.3.12 SUBSCRIBE_PLLSTART
Address offset: 0x088

Subscribe configuration for task PLLSTART

R/W Field Description
A RW  CHIDX [0..255] DPPI channel that task PLLSTART will subscribe to
RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription

5.4.3.13 SUBSCRIBE_PLLSTOP
Address offset: 0x08C

Subscribe configuration for task PLLSTOP

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task PLLSTOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription
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5.4.3.14 SUBSCRIBE_LFCLKSTART
Address offset: 0x090

Subscribe configuration for task LFCLKSTART

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task LFCLKSTART will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.4.3.15 SUBSCRIBE_LFCLKSTOP
Address offset: 0x094

Subscribe configuration for task LFCLKSTOP

ID R/W  Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task LFCLKSTOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.4.3.16 SUBSCRIBE_CAL
Address offset: 0x098

Subscribe configuration for task CAL

ID R/W  Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that task CAL will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.4.3.17 EVENTS_XOSTARTED
Address offset: 0x100

Crystal oscillator has started
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ID R/W  Field Value ID Description

A RW  EVENTS_XOSTARTED Crystal oscillator has started
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.18 EVENTS_PLLSTARTED
Address offset: 0x104
PLL started

ID R/W  Field Value ID Description

A RW  EVENTS_PLLSTARTED PLL started
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.19 EVENTS_LFCLKSTARTED
Address offset: 0x108

LFCLK source started

ID R/W Field Value ID Description

A RW  EVENTS_LFCLKSTARTED LFCLK source started
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.20 EVENTS_DONE
Address offset: 0x10C

Calibration of LFRC oscillator complete event

ID R/W  Field Description

A RW  EVENTS_DONE Calibration of LFRC oscillator complete event
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.21 EVENTS_XOTUNED
Address offset: 0x110
HFXO tuning is done. XOTUNED is generated after TASKS_XOSTART or after TASKS_XOTUNE has completed
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R/W  Field Value ID Description

A RW  EVENTS_XOTUNED HFXO tuning is done. XOTUNED is generated after TASKS_XOSTART or after
TASKS_XOTUNE has completed
NotGenerated 0 Event not generated

Generated 1 Event generated

5.4.3.22 EVENTS_XOTUNEERROR
Address offset: 0x114

HFXO quality issue detected, XOTUNE is needed

Value ID Description

A RW  EVENTS_XOTUNEERROR HFXO quality issue detected, XOTUNE is needed
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.23 EVENTS_XOTUNEFAILED
Address offset: 0x118

HFXO tuning could not be completed

R/W Field Value ID Description
A RW  EVENTS_XOTUNEFAILED HFXO tuning could not be completed
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.24 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  XOSTARTED Enable or disable interrupt for event XOSTARTED
Disabled 0 Disable
Enabled 1 Enable

B RW  PLLSTARTED Enable or disable interrupt for event PLLSTARTED
Disabled 0 Disable
Enabled 1 Enable

C RW  LFCLKSTARTED Enable or disable interrupt for event LFCLKSTARTED
Disabled 0 Disable
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Value ID

D RW DONE

=
=

XOTUNED

E]
2

XOTUNEERROR

G RW  XOTUNEFAILED

Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

5.4.3.25 INTENSET

Address offset: 0x304

Enable interrupt

Value ID

Description

Enable

Enable or disable interrupt for event DONE

Disable

Enable

Enable or disable interrupt for event XOTUNED
Disable

Enable

Enable or disable interrupt for event XOTUNEERROR
Disable

Enable

Enable or disable interrupt for event XOTUNEFAILED
Disable

Enable

Description

A RW  XOSTARTED

B RW  PLLSTARTED
W1s

C RW  LFCLKSTARTED
Wi1s

D RW DONE
W1s

E RW  XOTUNED
W1s

4503_018v1.0

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

[

81

Write '1' to enable interrupt for event XOSTARTED

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event PLLSTARTED

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event LFCLKSTARTED

Enable
Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event DONE

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event XOTUNED

Enable
Read: Disabled
Read: Enabled
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R/W Field Value ID Description
F RW  XOTUNEERROR Write '1' to enable interrupt for event XOTUNEERROR
W1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
G RW  XOTUNEFAILED Write '1' to enable interrupt for event XOTUNEFAILED
wWi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

5.4.3.26 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW  XOSTARTED Write '1' to disable interrupt for event XOSTARTED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  PLLSTARTED Write '1' to disable interrupt for event PLLSTARTED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  LFCLKSTARTED Write '1' to disable interrupt for event LFCLKSTARTED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW DONE Write '1' to disable interrupt for event DONE
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
E RW  XOTUNED Write '1' to disable interrupt for event XOTUNED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
F RW  XOTUNEERROR Write '1' to disable interrupt for event XOTUNEERROR
wic
Clear 1 Disable
Disabled 0 Read: Disabled
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R/W Field Value ID Description
Enabled 1 Read: Enabled
G RW  XOTUNEFAILED Write '1' to disable interrupt for event XOTUNEFAILED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

5.4.3.27 INTPEND
Address offset: 0x30C

Pending interrupts

R/W Field Value ID Description

A R XOSTARTED Read pending status of interrupt for event XOSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

B R PLLSTARTED Read pending status of interrupt for event PLLSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

C R LFCLKSTARTED Read pending status of interrupt for event LFCLKSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

D R DONE Read pending status of interrupt for event DONE
NotPending 0 Read: Not pending
Pending 1 Read: Pending

E R XOTUNED Read pending status of interrupt for event XOTUNED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

F R XOTUNEERROR Read pending status of interrupt for event XOTUNEERROR
NotPending 0 Read: Not pending
Pending 1 Read: Pending

G R XOTUNEFAILED Read pending status of interrupt for event XOTUNEFAILED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

5.4.3.28 XO.RUN

Address offset: 0x408

Indicates that XOSTART task was triggered
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ID R/W  Field Value ID Description

A R STATUS XOSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered
5.4.3.29 XO.STAT

Address offset: 0x40C

XO status

ID R/W  Field Value ID Description

A R STATE XO state (Running between START task and STOPPED event)
NotRunning 0 XO is not running
Running 1 XO is running

5.4.3.30 PLL.RUN
Address offset: 0x428

Indicates that PLLSTART task was triggered

ID R/W Field Description

A R STATUS PLLSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

5.4.3.31 PLL.STAT
Address offset: 0x42C

Which PLL settings were selected when triggering START task

ID R/W  Field Description

A R STATE PLL state (Running between START task and STOPPED event)
NotRunning 0 PLL is not running
Running 1 PLL is running

5.4.3.32 LFCLK.SRC
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R/W Field Value ID Description
A RW SRC Select which LFCLK source is started by the LFCLKSTART task
LFRC 0 32.768 kHz RC oscillator
LFXO 1 32.768 kHz crystal oscillator
LFSYNT 2 32.768 kHz synthesized from HFCLK

5.4.3.33 LFCLK.RUN
Address offset: 0x448

Indicates that LFCLKSTART task was triggered

Description
A R STATUS LFCLKSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

5.4.3.34 LFCLK.STAT
Address offset: 0x44C

Copy of LFCLK.SRCCOPY register, set when LFCLKSTARTED event is triggered.

Value ID Description
A R SRC Value of LFCLK.SRCCOPY register when LFCLKSTARTED event was triggered
LFRC 0 32.768 kHz RC oscillator
LFXO 1 32.768 kHz crystal oscillator
LFSYNT 2 32.768 kHz synthesized from HFCLK
B R ALWAYSRUNNING ALWAYSRUN activated
NotRunning 0 Automatic clock control enabled
Running 1 Oscillator is always running
C R STATE LFCLK state (Running between START task and STOPPED event)
NotRunning 0 LFCLK not running
Running 1 LFCLK running

5.4.3.35 LFCLK.SRCCOPY
Address offset: 0x450
Copy of LFCLK.SRC register, set when LFCLKSTART task is triggered
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ID A A
Reset 0x00000000 0 000O0DO0OOO0OOOOOOOOOOOOOOOOOOOOOOGOO
A RW SRC Value of LFCLK.SRC register when LFCLKSTART task was triggered

LFRC 0 32.768 kHz RC oscillator

LFXO 1 32.768 kHz crystal oscillator

LFSYNT 2 32.768 kHz synthesized from HFCLK

5.5 OSCILLATORS — Oscillator control

The system oscillators are automatically controlled by the clock control system, see CLOCK — Clock control
on page 70.

The system has the following crystal oscillators:

¢ High-frequency 32 MHz crystal oscillator (HFXO)
¢ Low-frequency 32.768 kHz crystal oscillator (LFXO)

The crystal oscillators can be configured to use either internal or external capacitors.

5.5.1 High-frequency (32 MHz) crystal oscillator (HFXO)

The high-frequency crystal oscillator (HFXO) is controlled by a 32 MHz external crystal.

The crystal oscillator is designed for use with an AT-cut quartz crystal in parallel resonant mode and is
connected between pins XC1 and XC2. For correct oscillation frequency, the load capacitance must match
the specification in the crystal datasheet. The following figure shows how the 32 MHz crystal is connected

to the high frequency crystal oscillator.

hr o r
A1l A1l

CINT = CINT

XC1 ? I[ll % XC2

i 1 1 Lc
T G 32MHz T Co T 7P

- crystal

CPCB1

Figure 13: Circuit diagram of the high-frequency crystal oscillator

The device can be used with external capacitors C1 and C2 or the internal capacitors C,yt, which are
configurable.

For reliable operation, the crystal load capacitance, shunt capacitance, equivalent series resistance, and
drive level must comply with the specifications in table 32 MHz crystal oscillator (HFXO) on page 902. It

is recommended to use a crystal with lower than maximum load capacitance and/or shunt capacitance. A
low load capacitance reduces both start up time and current consumption.

When using internal capacitors, the load capacitance (CL) is the total capacitance seen by the crystal
across its terminals and is calculated by the following equation.
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(C1-C2)
(C1 +C2)
C1 = Crinr + Cpern
C2' = Cinr + Chena

Figure 14: Load capacitance equation for internal capacitors

CL=

Cint is the value of the internal capacitors. Cycp1 and Cpepy are stray capacitance on the PCB.

The internal capacitor must be configured before starting the high-frequency crystal oscillator
using the XOSTART task. To enable the internal capacitors, find the correct value for C,y7 in the field
OSCILLATORS.XOSC32M.CONFIG.INTCAP using the following equation.

INTCAP = (((CAPACITANCE-5.5)* (FICR->XOSC32MTRIM.SLOPE+791)) +
FICR->XOSC32MTRIM.OFFSET*4) /256
The equation has the following variables:

e CAPACITANCE is the desired capacitor value of Ciy7 in pF, holding any value between 4.0 pF and 17.0
pF in 0.25 pF steps.

e FICR->XOSC32MTRIM are factory trim values which vary between devices.
After HFXO starts, the device uses the internal capacitor together with the external crystal after

configuration.

5.5.1.1 Using external capacitors
It is possible to use external capacitors after disabling the internal capacitor.

When using external capacitors, the load capacitance (CL) is the total capacitance seen by the crystal
across its terminals. It is calculated by the following equation.

(cr-02)
(C1 +C2)
Cl = C1+ Cpepr + Chin,
C2' = C2+ Coua + Cpin

Figure 15: Load capacitance equation for external capacitors

CL =

C1 and C2 are the external capacitors. Cpep1 and Cpepp are stray capacitance on the PCB. Cpy, is the pin
input capacitance on pins XC1 and XC2.

When using external capacitors, disable the internal capacitor by setting
OSCILLATORS.XOSC32M.CONFIG.INTCAP to 0.

5.5.1.2 Crystal selection
Several crystals are supported by the 32 MHz crystal oscillator.
The following figure shows a simple model of a crystal. It has R-L-C series components, called equivalent

series resistance (ESR), motional capacitance (Cy-y ), and motional inductance (L, ). The capacitor in
parallel, Cp, is called the shunt capacitance, and models the package capacitance.
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Figure 16: Simplified crystal model

The crystal needs to have parameters ESR, Cg, and C, selected to ensure the crystal oscillator is stable.

The following figure shows the maximum allowable combinations of ESR, Cg and C, for a given crystal. A
crystal is supported if that crystal's parameters fall directly on the line or below it. Crystals that are above

the line are not supported.
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Figure 17: Maximum allowed combinations of ESR and Cy for a given load capacitance C;

5.5.2 Low-frequency (32.768 kHz) crystal oscillator (LFXO)
For clock accuracy higher than LFRC, the 32.768 kHz crystal oscillator (LFXO) must be used.

To use the LFXO, a 32.768 kHz crystal must be connected between the XL1 and XL2 pins, as shown in the

following figure.
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>

A
(:IN1' 1lr (:INT
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Figure 18: Circuit diagram of the low-frequency crystal oscillator
The device can be used with external capacitors C1 and C2 or the built-in configurable internal capacitors
CinT-

When using internal capacitors, the load capacitance (CL) is the total capacitance seen by the crystal
across its terminals. It is calculated by the following equation.

(C1-C02)
(CT +02)
C1' = Cinr + Cpen
C2' = Cinr + Cpape

Figure 19: Load capacitance equation for internal capacitors

CL =

Cint is the value of the internal capacitors. Cycp1 and Cpepp are stray capacitance on the PCB.

The internal capacitors must be configured before starting the low-frequency crystal oscillator (LFXO). To
enable the internal capacitors, determine the correct field for OSCILLATORS.XOSC32KI.INTCAP using the
following equation.

INTCAP = round( (2*CAPACITANCE - 12) * (FICR->XOSC32KTRIM.SLOPE + 0.765625 * 512)/512 +
FICR->XOSC32KTRIM.OFFSET/64 )
The equation has the following variables:

e CAPACITANCE is the desired capacitor value in pF, holding any value between 3 pF and 18 pF in 0.65
pF steps.

¢ FICR->XOSC32KTRIM are factory trim values which are device specific.

When LFXO starts, it will use the internal capacitor together with the external crystal.

5.5.2.1 Using external capacitors

When using external capacitors, the load capacitance (CL) is the total capacitance seen by the crystal
across its terminals. It is calculated by the following equation.

(C1 - C2)
CL=—r—F—
(C1 + C2)
01/ =C1+ Cpcbl + Cpm
02/ =02+ Cpch + Cpm

Figure 20: Load capacitance equation for external capacitors
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C1 and C2 are ceramic SMD capacitors connected between each crystal terminal and ground. Cpcp1 and
Cpcb2 are stray capacitance on the PCB. Cy;j is the pin input capacitance on pins XL1 and XL2. The load
capacitors C1 and C2 must have the same value.

When using external capacitors, the internal capacitor is disabled by setting
OSCILLATORS.XOSC32KI.INTCAP to 0.

5.5.2.2 External source
The 32.768 kHz crystal oscillator (LFXO) is designed to work with external sources.

The device can use a rail-to-rail clock, where the signal should be applied to the XL1 pin with the XL2 pin
left unconnected. To enable rail-to-rail clock, set XOSC32KI.BYPASS=Enabled.

Using an external source requires that CLOCK.LFCLK.SRC=LFXO.

5.5.3 CPU clock frequency selection
The CPU clock frequency is configurable on boot in the register PLL.FREQ (Retained) on page 91.

The device supports 64 or 128 MHz frequency.

The device starts at 64 MHz. For higher frequencies, it must be configured when the CPU starts and before
any peripherals that use the high-frequency clock are enabled. Changing the frequency on a running
system or to an unsupported value causes undefined system behavior and the device can malfunction.

5.5.4 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access

OSCILLATORS : S 0x50120000

GLOBAL us S NA No Oscillator control
OSCILLATORS : NS 0x40120000
Reglster overview
Register Offset TZ Description
XOSC32M.CONFIG.INTCAP 0x71C Crystal load capacitor as seen by the crystal across its terminals, including pin capacitance but

excluding PCB stray capacitance.

PLL.FREQ 0x800 Set speed of MCU power domain, including CPU

This register is retained.

PLL.CURRENTFREQ 0x804 Current speed of MCU power domain, including CPU

This register is retained.
XOSC32KI.BYPASS 0x900 Enable or disable bypass of LFCLK crystal oscillator with external clock source
XOSC32KI.INTCAP 0x904 Programmable capacitance of XL1 and XL2

This register is retained.

5.5.4.1 XOSC32M

32 MHz oscillator control

5.5.4.1.1 XOSC32M.CONFIG.INTCAP
Address offset: 0x71C
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Crystal load capacitor as seen by the crystal across its terminals, including pin capacitance but excluding
PCB stray capacitance.

ID R/W  Field Value ID Description

A RW VAL Crystal load capacitor value

Use the provided equation in OSCILLATORS — Oscillator control on page

86 to calculate the register value.

5.5.4.2 PLL
Oscillator control
5.5.4.2.1 PLL.FREQ (Retained)

Address offset: 0x800
Set speed of MCU power domain, including CPU

This register is retained.

[] R/W  Field Value ID Description

A RW FREQ Select CPU speed
CK128M 1 128 MHz
CK64M 3 64 MHz

5.5.4.2.2 PLL.CURRENTFREQ (Retained)
Address offset: 0x804
Current speed of MCU power domain, including CPU

This register is retained.

[] R/W  Field Value ID Description
A R CURRENTFREQ Active CPU speed
CK128M 1 128 MHz
CK64M 3 64 MHz
5.5.4.3 XOSC32KI|

32.768 kHz oscillator control

5.5.4.3.1 XOSC32KI.BYPASS
Address offset: 0x900

Enable or disable bypass of LFCLK crystal oscillator with external clock source
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ID R/W Field Value ID Description
A RW  BYPASS Enable or disable bypass of LFCLK crystal oscillator with external clock
source
Disabled 0 Disable (use crystal)

Enabled

-

Enable (use rail-to-rail external source)

5.5.4.3.2 XOSC32KI.INTCAP (Retained)
Address offset: 0x904
Programmable capacitance of XL1 and XL2

Use the provided equation in OSCILLATORS — Oscillator control on page 86 to calculate the register
value.

This register is retained.

ID R/W Field Value ID Description

A RW VAL Crystal load capacitor as seen by t