WINSODURCE

ELECTRONICS

THE DATASHEET OF
W25R256JVEIQ

www.win-source.net @/@> 0086-755-83957316




W25R256JV
Y/ / winbond 7 / 4

sgifiash

3V 256M-BIT
SERIAL FLASH MEMORY WITH
DUAL/QUAD SPI & RPMC

Publication Release Date: September 3, 2018
- Revision B



W25R256JV
winbond I/ 4

Table of Contents

GENERAL DESCRIPTIONS ... 5

2. FEATURES ... etttk 5 55t t5 555ttt s kst s skt s e st nbnnen 5
3. PACKAGE TYPES AND PIN CONFIGURATIONS........uuuuiuietuiiiiinreieiernrernrernrnrernrnnnrnrnrerernnnnnennnnnnnne 6
3.1 Pad Configuration WSON 8X6-IMIM .......uuiiiiieeiiiiiiiiiiee e e e s siiinireee e e e s s ssstnseeeeeeesssnnnnseneeaeesssnnns 6

3.2 Pad Description WSON 8XB-MIM ......cciiiiiiiiiiiiiieiiiiee ettt e e nnre e e nnnneees 6

4. PIN DESCRIPTIONS ... ceeeetititttttitttttetetetebabe bbb ba et st et e st e et st st s bt s s st st s st s st st s st s b st s st sbs s bnbnbnren 7
4.1 ChiP SEIECTE (JCS) ..ttt ettt e s et a e e e e nb e e 7

4.2 Serial Data Input, Output and 10s (DI, DO and 100, 101, 102, 103)......cccccccveeeeeiiiininneeeenn. 7

4.3 Serial ClOCK (CLK) ...ttt ettt s s e e s s et e e e e nnb e e e e nneee 7

5. BLOCK DIAGRAM ...ttt ebe e ettt st s st s sttt st s 555555ttt 5 555t st s s s s st e s e bnbnben 8
FUNCTIONAL DESCRIPTIONS ... .ceutitiituttuiututntuturueetererarererererenerersrssssssesssssssssssssssssssssssssssssssssssnsnnes 9

6.1 SPL OPEIALIONS ... ————— 9

6.1.1  Standard SPI INSIUCHONS ........ooiiiiiiiiiiie it e e e e s e e e 9

6.1.2  DUAI SPIINSIIUCTIONS ... teeeeiiie ettt ettt ettt et e e st e e s bt e e et e e e sbneeeeanbneeenae 9

6.1.3  QUAA SPI INSIIUCHONS . ....iiitiiieee ettt e e e e e et e e e e e e s bbb et e e e e e e s anntbaeeeaeeesasbssneeaaeenan 10

6.1.4 3-Byte / 4-Byte ADAreSS MOUES .......ccouiiiiiiiiie ettt 10

6.1.5  SOFtWAIE RESEL ...ttt ettt e e e e s e e 10

6.2 RPMGC OPERATIONS ...oitttitttututtttietetetatetatetatateteseeebessbebeeebssesesssesssssessesteessssssssssesssssssssssnnes 11

6.2.1  RPMC INILAIZALION ...ttt ettt s 11

6.2.2  RPMC OPEration FIOW.........ueiiiiiiiiiiiitiee ettt e e e et e e e e e e e aebrereeaeeeeas 12

6.2.3 Operations Allowed / Disallowed During RPMC Operation ............cccceeiiiiiviieeieenniiiiieeeeeene 13

6.2.4 RPMC Status Register DefinitioN...........cccoiiiiiiiiiiiiiieiee e 14

6.3 WWIIEE PIOTECTION ....ceeeiietiiee ettt ettt ettt et e st e e s e e s e e e e s e s 15

7. STATUS AND CONFIGURATION REGISTERS ... 16
7.1 StALUS REGISIEIS ..o ———— 16

7.1.1 Erase/Write In Progress (BUSY) — Status ONlY .......cooovviiiiiiiiieiiiiee e 16

7.1.2 Write Enable Latch (WEL) — Status ONIY ......ccceviiiiiiiiiiiie e 16

7.1.3 Block Protect Bits (BP3, BP2, BP1, BPO) - Volatile/Non-Volatile Writable....................... 17

7.1.4 Top/Bottom Block Protect (TB) - Volatile/Non-Volatile Writable ............ccccciiviiiiiiinnen. 17

7.1.5 Complement Protect (CMP) - Volatile/Non-Volatile Writable..............cccccooiiiiiniiiiciiinnnn 17

7.1.6 Status Register Protect (SRP1, SRP0) - Volatile/Non-Volatile Writable........................... 17

7.1.7 Erase/Program Suspend Status (SUS) - Status ONly..........cccceeriiiiiiiiiieiniiiieniiee e 18

7.1.8 Security Register Lock Bits (LB3, LB2, LB1) - Volatile/Non-Volatile OTP Writable.......... 18

7.1.9 Quad Enable (QE) - Volatile/Non-Volatile Writable .............cccceiiiiiiiiiiieee e 18

7.1.10 Current Address Mode (ADS) - StatuS ONlY .......ceeeiiiiiiiiiiiiiciee e 19

7.1.11 Power-Up Address Mode (ADP) - Non-Volatile Writable...........cccccoviiiiiniiiinniiccen 19

7.1.12 Write Protect Selection (WPS) - Volatile/Non-Volatile Writable ............cccccconiiiininneen. 19



W25R256JV
winbond I/ 4

7.1.13 Output Driver Strength (DRV1, DRV0) - Volatile/Non-Volatile Writable ......................... 20
7.1.14 Reserved Bits — NON FUNCHONAI........ccoiiiiiiiiiiiiiiee e 20
7.1.15 W25R256JV Status Register Memory Protection (WPS =0, CMP =0) ......cccceevvvvveernnnennn 21
7.1.16 W25R256JV Status Register Memory Protection (WPS =0, CMP = 1) .....cccccevninneininnennn. 22
7.1.17 W25R256JV Individual Block Memory Protection (WPS=1) ......ccccccceiniiiiiniiiienieee e 23
7.2 Extended Address Register - Volatile Writable Only ........ccccceeiviiiiiiiiiee e 24
8. INSTRUGCTIONS ...ttt bbbt e et e e st e e stttk s b5 s 558kt s kst s st s st st s et st ebsbnbnbns 25
8.1 Device ID and INStruction Set TabIes ..........oooiiiiiiiiiii e 25
8.1.1 Manufacturer and Device [dentifiCation ............ccocuiiiiiiiiiiiii e 25
8.1.2 Instruction Set Table 1 (Standard/Dual/Quad SPI, 3-Byte & 4-Byte Address Mode)®......... 26
8.1.3 Instruction Set Table 2 (Dual/Quad SPI Instructions,3-Byte Address Mode) ............cce....... 27
8.1.4 Instruction Set Table 3 (Standard SPI, 4-Byte Address Mode)®.............ccccceveeeieieirecreennns 28
8.1.5 Instruction Set Table 4 (Dual/Quad SPI Instructions, 4-Byte Address Mode) .............c........ 29
8.1.6 Instruction Set Table 2-1 (RPMC Input Instruction, OPL)M .......c.ccccoviviiiiiiiieeieeeeie 31
8.1.7 Instruction Set Table 2-2 (RPMC Output Instruction, OP2)®M .. .......c.cccooiiiiiiiecieieee e 31
8.2 INSTIUCLION DESCIIPLIONS ..uuvutuiiieieiiieieieieietereraterarerereeerereraeererererererersrersesrnssessnrssnnnrnsnrnrnrnnnnns 32
8.2.1  WIrite ENADIE (08N) ...eeiiiiiieiiiiie e 32
8.2.2 Write Enable for Volatile Status Register (50N) .........c.eeeiiiiiiiiiiiiciee e 32
8.2.3  WIite DiSADIE (04h)...cciiiiieeiiiii ettt 33
8.2.4 Read Status Register-1 (05h), Status Register-2 (35h) & Status Register-3 (15h) .............. 33
8.2.5 Write Status Register-1 (01h), Status Register-2 (31h) & Status Register-3 (11h) .............. 34
8.2.6 Read Extended Address Register (C8RN) ........coouuiiiiiiiieiiiie et 36
8.2.7 Write Extended Address Register (C5hN) .......oooiiiiiiiiiiee et 37
8.2.8 Enter 4-Byte Address MO (B7) ........ueeiiiiiiiiiiiee ettt 38
8.2.9 Exit 4-Byte AAdress Mode (EGN) ......cocuiiiiiiiiiiiiiie et 38
8.2.10 REA DAA (03BN) ..eeiiiiiiieeiiiie ettt ettt n 39
8.2.11 Read Data with 4-Byte AAAress (13N) .....c.vviiiiiiiiiiiiiee e 40
8.2.12  FASEREA (OBh) ...eeiiiiiiieeeiiit ettt 41
8.2.13 Fast Read with 4-Byte ADAress (OCh) .....c.uveiiiiiiiiiiieee ettt 42
8.2.14 Fast Read Dual OULPUL (BBh) .....uviiiiiiieeiiiiee ettt 43
8.2.15 Fast Read Dual Output with 4-Byte AAdress (3Ch) ........ceeeiiiiiieiiiiee e 44
8.2.16 Fast Read Quad OULPUL (BBh)........cocuiiiiiiiiieiiiiie ettt 45
8.2.17 Fast Read Quad Output with 4-Byte AAdress (6Ch)..........ccoviiieiiiiieiiiieeie e 46
8.2.18 Fast Read DUual I/O (BBh).......coouiiiiiiiieeiiiee ettt a7
8.2.19 Fast Read Dual I/O with 4-Byte Address (BCh).........coooviiiiiiiiieiiiie e 49
8.2.20 Fast Read QUad I/O (EBR) .....coouiiiiiiiiieiiiee ettt 51
8.2.21 Fast Read Quad I/O with 4-Byte Address (ECh) ........ccoouiiiiiiiiiiiiiiicieceeice e 53
8.2.22 Word Read QUAad I/O (E7N) ...ociiiiiiiiiiie ettt 55
8.2.23 Octal Word Read Quad 1/O (E3N)........oiiiiiiiiiieiee ettt 57
8.2.24  Set BUrst With Wrap (77) ...oooiiieiieiee ettt s 59
8.2.25  Page Program (021N) ........oicuiie ittt n 60
8.2.26 Quad Input Page Program (32h) .........eeeiiiiieiiiiie ettt 61

Publication Release Date: September 3, 2018
-2- — Revision B



10.

11.

8.2.27
8.2.28
8.2.29
8.2.30
8.2.31
8.2.32
8.2.33
8.2.34
8.2.35
8.2.36
8.2.37
8.2.38
8.2.39
8.2.40
8.2.41
8.2.42
8.2.43
8.2.44
8.2.45
8.2.46
8.2.47
8.2.48
8.2.49
8.2.50
8.2.51
8.2.52
8.2.53
8.2.54
8.2.55

W25R256JV
winbond I/ 4

SECLOr Eras@ (20N) ....veieiiiiiie ettt e e
32KB BIOCK EFase (520) ....veeiiieiiiiieee ittt
B64KB BIOCK EFaSe (D8h).....ceiiiuieiiiiiiiee ittt ettt e e e e e
Chip Erase (C7N 7 B0RN) ......viiiiiiiieeiiiee ettt e e s e e e e
Erase / Program SUSPEN (75N) ....cooiiiiiiiiieeiiee et
Erase / Program RESUME (TARN) ....ooiiiiiiiiiiee ettt
POWET-AOWN (BON) ...eiiiiiieieie ettt
Release Power-down / Device ID (ABR) ........cooiiiiiiiiiiiiee e
Read Manufacturer / Device 1D (90N) .....cocueiiiiiiiiiiiii e
Read Manufacturer / Device ID Dual I/O (92h) .....cooouiiiiiiiee e
Read Manufacturer / Device ID Quad /O (94N) ....oocuviiiiiieeiiiee e
Read Unique ID NUMDEF (4Bh)......cooiiiiiiiiiiee et
Read JEDEC ID (FN) ..eeiiiiiiiieiiee ettt bbbt
Read SFDP REQISIEr (5ARN) ...oeiiiiiiieiiiit ittt
Erase Security REGISIEIS (A4N)......oooiiiiiiiee et
Program Security REQIStErS (421) ....c.vviiiiieeiiiiee et
Read Security REQISErS (48h) ......ooiiiiiiiiiiee ittt
Individual BIOCK/SECtOr LOCK (BBh) ......vviiiiiieeiiiiie et
Individual Block/Sector Unlock (39N) ......cocuuiviiiiiiiie e
Read BIock/Sector LOCK (BDN) ......ooiiiiiiiiiiiie ittt
Global BIock/Sector LOCK (TEN)........ueiiiiiiiieiiiie et
Global Block/Sector UNIOCK (98N).......cooiiiiiiiiiieiiiiee et
Enable Reset (66h) and Reset DeVice (99N) .......oiiiiiiiiiiiieiiee e
Write Root Key Register (9Bh + 00N) .........oeiiiiiiiiiieieiieeeee e
Update HMAC Key (9Bh + 01h)......cciiiiiiiiiiiiie sttt et e e
Increment Monotonic counters (9Bh + 02N) .......ooviiiiiiiiie e
Request Monotonic counters (9Bh + 030) ......oouiiiiiiiiiiiiee e
Reserved RPMCCommands (9Bh + 04h~FFh) .......ccooiiiiiiiee e
Read RPMCStatus / Data (96h) .....ccocuuiiiiiiiieiiiiie et

ELECTRICAL CHARACTERISTICS ..ot

9.1
9.2
9.3
9.4
9.5
9.6
9.7
9.8

Absolute Maximum Ratings M@ ... ...

(@] 01T =TT N =g T =S SR

Power-up Timing and Write Inhibit Threshold® ............c...ccooiiiiiiii e

(B O = [T (o= | O g T = Tod (=] £ 1 [P

AC Measurement CONAIIONS(L) ..ot
AC Electrical CharacCteriStICS(B) ........ciouureieiuieieeiitieieeiiieee ettt e e s eesneeeeeas
Serial OULPUL TIMING ...eeiiiieeiiiiie et e e e e e ettt et e e e s e s anbeeeeeae e e s e annbreaeeeaeas

Serial INPUE TIMING . ...eeieiiee et e st e e e st e e e e snbee e e e snbeeeeenneee

PACKAGE SPECIFICATIONS. ... . iitttitttuieieieieiaietetetaeeeeteteseeeeeeereaeeeeeseseeesneeeesssnensesnsnsnsnsssssnsnsnsnnnnns
8-Pad WSON 8x6-mm (Package Code E) .......covviiiiiiiiiiiiiieeiiiee e
ORDERING INFORMATION ...ttt a e

10.1



W25R256JV
'/ / } winbond '/ / 4

11.1  Valid Part Numbers and Top Side Marking ..........ccooouueeeiiiiieeniiiiee e 98
12. REVISION AISTORY ..ottt ettt e e e st e e e st et e e e sabe e e e e anbb e e e e aabee e e e anbneeeesnbreeeeans

Publication Release Date: September 3, 2018
-4 - — Revision B



W25R256JV
Y/ J winbond I/ 4

1. GENERAL DESCRIPTIONS

The W25R256JV (256M-bit) Serial Flash memory provides a storage solution for systems with limited
space, pins and power. The W25R series offers flexibility and performance well beyond ordinary Serial
Flash devices. They are ideal for code shadowing to RAM, executing code directly from Dual/Quad SPI
(XIP) and storing voice, text and data. All devices are offered in space-saving packages.

The W25R256JV support the standard Serial Peripheral Interface (SPI), Dual/Quad I/O SPI: Serial Clock,
Chip Select, Serial Data 1/0O0 (DI), 1/01 (DO), /02, and 1/03. SPI clock frequencies of up to 133MHz are
supported allowing equivalent clock rates of 266MHz (133MHz x 2) for Dual I/O and 532MHz (133MHz x
4) for Quad 1/0O when using the Fast Read Dual/Quad 1I/O instructions. These transfer rates can
outperform standard Asynchronous 8 and 16-bit Parallel Flash memories.

The device supports JEDEC standard manufacturer and device ID and SFDP Register, a 64-bit Unique
Serial Number and three 256-bytes Security Registers.

The W25R series is also equipped with an enhanced authentication security feature by Replay Protection
Monotonic Counter (RPMC). It provides a high level secured communication between the flash device and
the controller to reduce the system vulnerabilities to hardware attacks.

2. FEATURES

¢ New Family of SpiFlash Memories e Flexible Architecture with 4KB sectors
—W25R256JV: 256M-bit / 32M-byte — Uniform Sector/Block Erase (4K/32K/64K-Byte)
— Standard SPI: CLK, /CS, DI, DO — Program 1 to 256 byte per programmable page
— Dual SPI: CLK, /CS, 100, 101 — Erase/Program Suspend & Resume
— Quad SPI: CLK, /CS, 100, 101, 102, 103 « Advanced Security Features
— 3 or 4-Byte Addressing Mode — Power Supply Lock-Down and OTP protection
— Software Reset — Top/Bottom, Complement array protection

« Highest Performance Serial Flash — Individual Block/Sector array protection
— 133MHz Standard/Dual/Quad SPI clocks — 64-Bit Unique ID for each device _
— 266/532MHz equivalent Dual/Quad SPI — Discoverable Parameters (SFDP) Register
— 60MB/S continuous data transfer rate — 3X256-Bytes Security Registers with OTP locks
— More than 20-year data retention — Volatile & Non-volatile Status Register Bits

. Lov_v Power, Wide Temperature Range * _zf)paac(;avl\ilfélgﬁrgxgﬁglé]aglng
— Single 2.7 to 3.6V supply — Contact Winbond for other options

—-40°C to +85°C operating range
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3. PACKAGE TYPES AND PIN CONFIGURATIONS

W25R256JV is offered in an 8-pad WSON 8x6-mm (package code E) as shown in Figure 1a respectively.
Package diagrams and dimensions are illustrated at the end of this datasheet.

3.1 Pad Configuration WSON 8x6-mm

Top View
Q. .
/ICS [ y 1 8 ] VCC
10, |3 2 7 7] 103
0, [ 3 6 (] CLK
GND [ 4 5 {71 100

Figure 1a. W25R256JV Pad Assignments, 8-pad WSON 8x6-mm (Package Code E)

3.2 Pad Description WSON 8x6-mm

PIN NO. PIN NAME I/1O FUNCTION

1 /ICS I Chip Select Input
2 101 I/0 Data Input Output 1
3 102 I/0 Data Input Output 2
4 GND Ground
5 100 I/0 Data Input Output 0@
6 CLK I Serial Clock Input
7 103 I/0 Data Input Output 3@
8 VCC Power Supply

Notes:

1. 100 and 101 are used for Standard and Dual SPI instructions
2.100 — 103 are used for Quad SPI instructions.

Publication Release Date: September 3, 2018
-6- — Revision B



W25R256JV
Y/ winbond I/ 4

4.  PIN DESCRIPTIONS
4.1 Chip Select (/CS)

The SPI Chip Select (/CS) pin enables and disables device operation. When /CS is high the device is
deselected and the Serial Data Output (DO, or 100, 101, 102, 103) pins are at high impedance. When
deselected, the devices power consumption will be at standby levels unless an internal erase, program or
write status register cycle is in progress. When /CS is brought low the device will be selected, power
consumption will increase to active levels and instructions can be written to and data read from the device.
After power-up, /CS must transition from high to low before a new instruction will be accepted. The /CS
input must track the VCC supply level at power-up (see “Write Protection” and Figure 58). If needed a pull-
up resister on the /CS pin can be used to accomplish this.

4.2 Serial Data Input, Output and 10s (DI, DO and 100, 101, 102, 103)

The W25R256JV supports standard SPI, Dual SPI, Quad SPI operation. Standard SPI instructions use
the unidirectional DI (input) pin to serially write instructions, addresses or data to the device on the rising
edge of the Serial Clock (CLK) input pin. Standard SPI also uses the unidirectional DO (output) to read
data or status from the device on the falling edge of CLK.

Dual/Quad SPI instructions use the bidirectional 10 pins to serially write instructions, addresses or data to
the device on the rising edge of CLK and read data or status from the device on the falling edge of CLK

4.3 Serial Clock (CLK)

The SPI Serial Clock Input (CLK) pin provides the timing for serial input and output operations. ("See SPI
Operations™)
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Figure 2. W25R256JV Serial Flash Memory Block Diagram
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6. FUNCTIONAL DESCRIPTIONS

6.1 SPI Operations

( Power Up )

v

Device Intialization
& Status Register Refresh J:

(Non Volatile Cells)

ADP =0 ADP bit value —>222=1

_____ P — —————— — = ————
—
3- Byte Address 4- Byte Address
Enable 4- Byte (B7h)
Standard SP1 [ "|  Standard SPI SPIReset

(66 h +99h)
Dual SPI

Quad SPI

Dual SPI
Quad SPI

Disable4- Byte (E9h)

p— -————\
\———|—— -

D SN AN . G GED MED AED AL I IR SED AN SN GEL GED MED MR SN G G G am S Em e o

Figure 3. W25R256JV Serial Flash Memory Operation Diagram

6.1.1 Standard SPI Instructions

The W25R256JV is accessed through an SPI compatible bus consisting of four signals: Serial Clock
(CLK), Chip Select (/CS), Serial Data Input (DI) and Serial Data Output (DO). Standard SPI instructions
use the DI input pin to serially write instructions, addresses or data to the device on the rising edge of
CLK. The DO output pin is used to read data or status from the device on the falling edge of CLK.

SPI bus operation Mode 0 (0,0) and 3 (1,1) are supported. The primary difference between Mode 0 and
Mode 3 concerns the normal state of the CLK signal when the SPI bus master is in standby and data is
not being transferred to the Serial Flash. For Mode 0, the CLK signal is normally low on the falling and
rising edges of /CS. For Mode 3, the CLK signal is normally high on the falling and rising edges of /CS.

6.1.2 Dual SPI Instructions

The W25R256JV supports Dual SPI operation when using instructions such as “Fast Read Dual Output
(3Bh)” and “Fast Read Dual 1/0 (BBh)". These instructions allow data to be transferred to or from the
device at two to three times the rate of ordinary Serial Flash devices. The Dual SPI Read instructions are
ideal for quickly downloading code to RAM upon power-up (code-shadowing) or for executing non-speed-
critical code directly from the SPI bus (XIP). When using Dual SPI instructions, the DI and DO pins
become bidirectional 1/0O pins: 100 and 101.
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6.1.3 Quad SPI Instructions

The W25R256JV can be reset to the initial power-on state by a software Reset sequence. This sequence
must include two consecutive commands: Enable Reset (66h) & Reset (99h). If the command sequence is
successfully accepted, the device will take approximately 30uS (trRsT) to reset. No command will be
accepted during the reset period.

6.1.4 3-Byte /4-Byte Address Modes

The W25R256JV provides two Address Modes that can be used to specify any byte of data in the memory
array. The 3-Byte Address Mode is backward compatible to older generations of serial flash memory that
only support up to 128M-bit data. To address the 256M-bit or more data in 3-Byte Address Mode,
Extended Address Register must be used in addition to the 3-Byte addresses.

4-Byte Address Mode is designed to support Serial Flash Memory devices from 256M-bit to 32G-bit. The
extended Address Register is not necessary when the 4-Byte Address Mode is enabled.

Upon power up, the W25R256JV can operate in either 3-Byte Address Mode or 4-Byte Address Mode,
depending on the Non-Volatile Status Register Bit ADP (S17) setting. If ADP=0, the device will operate in
3-Byte Address Mode; if ADP=1, the device will operate in 4-Byte Address Mode. The factory default value
for ADP is 0.

To switch between the 3-Byte or 4-Byte Address Modes, “Enter 4-Byte Mode (B7h)” or “Exit 4-Byte Mode
(E9h)” instructions must be used. The current address mode is indicated by the Status Register Bit ADS
(S16).

6.1.5 Software Reset

The W25R256JV can be reset to the initial power-on state by a software Reset sequence. This sequence
must include two consecutive instructions: Enable Reset (66h) & Reset (99h). If the instruction sequence
is successfully accepted, the device will take approximately 30uS (trsT) to reset. No instruction will be
accepted during the reset period.).

Publication Release Date: September 3, 2018
-10- — Revision B
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6.2 RPMC OPERATIONS

To prevent hardware vulnerability attack, RPMC provides a building block towards providing Confidentiality
and Integrity of read/write flash memory data. The W25R256JV is equipped with four 32-bit Monotonic
counters and can be addressed individually by the 8-bit Counter_Address. These Monotonic counters are
used by the SPI flash controllers to ensure the physical authenticity of the attached flash devices.

RPMC operation is based on the HMAC-SHA-256 cryptographic algorithm. HMAC-SHA-256 is a type of
keyed hash algorithm that is constructed from the SHA-256 hash function and used as a Hash-based
Message Authentication Code (HMAC). The HMAC process mixes a secret key with the message data,
hashes the result with the hash function, mixes that hash value with the secret key again, and then applies
the hash function a second time. The output hash is 256 bits in length.

An HMAC can be used to determine whether a message sent over an insecure channel has been
tampered with, provided that the sender and receiver share a secret key. The sender computes the hash
value for the original data and sends both the original data and hash value as a single message. The
receiver recalculates the hash value on the received message and checks that the computed HMAC
matches the transmitted HMAC.

Any change to the data or the hash value results in a mismatch, because knowledge of the secret key is
required to change the message and reproduce the correct hash value. Therefore, if the original and
computed hash values match, the message is authenticated.

6.2.1 RPMC Initialization

RPMC operation is initialized in an OEM manufacturing environment by issuing the “Write Root Key
Register” command. When this command is successfully received and executed, a 256-bit Root Key will
be written into the flash device permanently, and the corresponding Monotonic counters will also be
initialized to 0. After the initialization procedure, the Root Key value can no longer be altered or accessed
externally through the SPI interface. The initialized Monotonic counters is ready to accept the
authenticated RPMC commands.

Shipment
Default State
(RPMC un-initialized)

[ Write Root Key Register

[ Read RPMC Status

[ Busy Status/Status Resetj

Root Key Initialized State
Monotonic Counter
Initialized State

Figure 3a. W25R256JV RPMC Initialization Flow Diagram

-11-



W25R256JV
Y/ winbond I/ 4

6.2.2 RPMC Operation Flow

Once the root key and the Monotonic counters have been initialized, every time after the device is
powered on, prior to any RPMC operations, the external SPI flash controller must update the HMAC Key
register in the W25R256JV.

After initializing the HMAC key register, there are two different RPMC operations can be performed.
“Increment Monotonic counters” is used to increase the Monotonic counters value by 1. “Request
Monotonic counters” is used to read out the existing Monotonic counters data.

\
RPMC Initialized State bl S LGRS
Initialized State
A A A
Update HMAC Key Register Request Increment
(on every Power Up) Monotonic Counter Monotonic Counter
Y Y \
[ Read RPMC Status ] ( Read RPMC Data ] ( Read RPMC Status ]
Y Y \
[Busy Status/Status Reset] ( Status/Data Set ] [Busy Status/Status Reset]
+ >l Y Yy

Figure 3b. W25R256JV RPMC Operation Flow Diagram

Publication Release Date: September 3, 2018
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6.2.3 Operations Allowed / Disallowed During RPMC Operation

The RPMC operation is independent to the other SPI flash operations. The RPMC input command OP1
(9Bh) will initial internal operations after the authenticated command is accepted by the device. During the
internal operation period, the BUSY bit in the RPMC Status Register (bit 0) will be set to 1. The RPMC
internal operation cannot be suspended and can only be interrupted by the Device Reset command (99h).
While the RPMC internal operation is going on, other SPI flash commands can be issued and executed.
Please refer to the table below for details.

Operations Device Behavior

Only main flash memory Program/Erase operations can be suspended and

Suspend/Resume resumed later. RPMC operations cannot be suspended.

Read/Program/Erase | All memory Read/Program/Erase commands are accepted while a RPMC
main memory array operation is on-going.

Read/Write SPI flash | The SPI flash Status Register-1&2 can be read out or written to during any
Status Registers internal RPMC operations.

The RPMC input command OP1 will be ignored while a RPMC operation is
RPMC OP1 command | on-going. This command can be accepted and executed while a main
memory Program/Erase operation is on-going.

The RPMC Status Register can be read out while a RPMC operation is on-
going and this is the way to check if the RPMC operation has finished or not.
If the BUSY bit of RPMC Status Register is set as 1, the RPMC data output
following the Status Register is not reliable.

During the SPI flash internal Program/Erase operations, this command can
still be used to check the RPMC status or read out RPMC data.

Read RPMC
Status/Data
OP2 command

The software reset sequence can be issued any time during SPI flash or
Device Reset RPMC internal operations. All volatile settings will be reset and data
corruption may happen if there’s an on-going Program/Erase operation.

-13-
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6.2.4 RPMC Status Register Definition

During the RPMC operations, an 8-bit Status Register is used to indicate various states of the command
execution and device status. A “Read RPMC Status” command can be issued during any RPMC operation
to check the Status Register.

Bit 7 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Signature Root Keys
Fatal Error Mismatch or | Overwrite or
Successful Not (Pgr_n/Erase ‘ HMAC Key Counter Root Keys
Completion Defined F_all orno | Counter_AddressMismatch _ Rgg_ Address out ) length BUSY
valid counter Uninitialized | of range or | mismatch or
found) Write_Mode | TruncatedSig
out of range Mismatch
RPMC Status Applicable —
Register[7:0] CmdType(s) Description
00000000 _ lFJ’F()))Wer On State (Read RPMC Status is issued directly after power-
This status must be set on successful completion (no errors) of
10000000 00, 01, 02, 03 OP1 command (9Bh).
00. 01. 02. 03 This bit must be setto 1, when device is busy executing OF_’l '
Oxxxxxx1l ' 04,-FF, ' gommand (9Bh). It is reset to 0 when the command execution is
one.
This bit is set only when the correct payload size is received.
For CmdType = 00, this bit must be set on Root Key Register
Oxxxxx]x 00 01 O\_/erwrite or Counter Address out of range or Truncated Signature
' mis-match error.
For CmdType = 01, this bit is set when the corresponding
Monotonic counters is uninitialized.
This bit must be set on Signature Mismatch, Counter Address out
Oxxxxlxx 00, 01, 02, 03 | of range when correct payload size is received; or CmdType is out
of range; or incorrect payload size is received.
This bit must be set on HMAC Key Register (or Monotonic
Oxxx1lxxx 02,03 counters) uninitialized on previous OP1 command when correct
payload size is received.
This bit must be set on Counter_AddressMismatch on previous
Oxx1xxxx 02 . o >
increment when correct payload size is received.
Ry p— N _F'c_lt_aI_Err_or, e.g. program fail, no valid counter found after
initialization.
Status register will naturally not be updated until first 8 bits of OP1
Current value _ (QBh) is received. However it is_ expected that the correct error type
is reflected for any OP1 operation that exceeds a minimum of 16
clocks with active chip-select.

Publication Release Date: September 3, 2018
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6.3 Write Protection

Applications that use non-volatile memory must take into consideration the possibility of noise and other
adverse system conditions that may compromise data integrity. To address this concern, the W25R256JV
provides several means to protect the data from inadvertent writes.

Device resets when VCC is below threshold

Time delay write disable after Power-up

Write enable/disable instructions and automatic write disable after erase or program

Software write protection using Status Registers

Additional Individual Block/Sector Locks for array protection

Write Protection using Power-down instruction

Lock Down write protection for Status Register until the next power-up

One Time Program (OTP) write protection for array and Security Registers using Status Register”
* Note: This feature is available upon special order. Please contact Winbond for details.

Upon power-up or at power-down, the W25R256JV will maintain a reset condition while VCC is below the
threshold value of Vwi, (See Power-up Timing and Voltage Levels and Figure 43). While reset, all
operations are disabled and no instructions are recognized. During power-up and after the VCC voltage
exceeds Vwi, all program and erase related instructions are further disabled for a time delay of tPuw. This
includes the Write Enable, Page Program, Sector Erase, Block Erase, Chip Erase and the Write Status
Register instructions. Note that the chip select pin (/CS) must track the VCC supply level at power-up until
the VCC-min level and tvsL time delay is reached.

After power-up the device is automatically placed in a write-disabled state with the Status Register Write
Enable Latch (WEL) set to a 0. A Write Enable instruction must be issued before a Page Program, Sector
Erase, Block Erase, Chip Erase or Write Status Register instruction will be accepted. After completing a
program, erase or write instruction the Write Enable Latch (WEL) is automatically cleared to a write-
disabled state of O.

Software controlled write protection is facilitated using the Write Status Register instruction and setting the
Status Register Protect (SRPO, SRP1) and Block Protect (CMP, TB, BP[3:0]) bits. These settings allow a
portion or the entire memory array to be configured as read only. Used in conjunction with the Write
Protect (/WP) pin, changes to the Status Register can be enabled or disabled under hardware control. See
Status Register section for further information. Additionally, the Power-down instruction offers an extra
level of write protection as all instructions are ignored except for the Release Power-down instruction.

The W25R256JV also provides another Write Protect method using the Individual Block Locks. Each
64KB block (except the top and bottom blocks, total of 510 blocks) and each 4KB sector within the
top/bottom blocks (total of 32 sectors) are equipped with an Individual Block Lock bit. When the lock bit is
0, the corresponding sector or block can be erased or programmed; when the lock bit is set to 1, Erase or
Program commands issued to the corresponding sector or block will be ignored. When the device is
powered on, all Individual Block Lock bits will be 1, so the entire memory array is protected from
Erase/Program. An “Individual Block Unlock (39h)” instruction must be issued to unlock any specific sector
or block.

The WPS bit in Status Register-3 is used to decide which Write Protect scheme should be used. When
WPS=0 (factory default), the device will only utilize CMP, TB, BP[3:0] bits to protect specific areas of the
array; when WPS=1, the device will utilize the Individual Block Locks for write protection.
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7. STATUS AND CONFIGURATION REGISTERS

Three Status and Configuration Registers are provided for W25R256JV. The Read Status Register-1/2/3
instructions can be used to provide status on the availability of the flash memory array, whether the device
is write enabled or disabled, the state of write protection, Quad SPI setting, Security Register lock status,
Erase/Program Suspend status, output driver strength, power-up and current Address Mode. The Write
Status Register instruction can be used to configure the device write protection features, Quad SPI setting,
Security Register OTP locks, output driver strength and power-up Address Mode. Write access to the Status
Register is controlled by the state of the non-volatile Status Register Protect bits (SRP0O, SRP1), the Write
Enable instruction.

7.1  Status Registers

S7 S6 S5 S4 S3 S2 S1 SO

SRPO| TB BP3 | BP2 | BP1 | BPO | WEL | BUSY

Status Register Protect 0 ]
(Volatile/Non-Volatile Writable)

Top/Bottom Protect Bit
(Volatile/Non-Volatile Writable)

Block Protect Bits
(Volatile/Non-Volatile Writable)

Write Enable Latch
(Status-Only)

Erase/Write In Progress
(Status-Only)

Figure 4a. Status Register-1

7.1.1 Erase/Write In Progress (BUSY) — Status Only

BUSY is a read only bit in the status register (S0O) that is set to a 1 state when the device is executing a
Page Program, Quad Page Program, Sector Erase, Block Erase, Chip Erase, Write Status Register or
Erase/Program Security Register instruction. During this time the device will ignore further instructions
except for the Read Status Register and Erase/Program Suspend instruction (see tw, tpPP, tSE, tBE, and
tce in AC Characteristics). When the program, erase or write status/security register instruction has
completed, the BUSY bit will be cleared to a O state indicating the device is ready for further instructions.

7.1.2 Write Enable Latch (WEL) — Status Only

Write Enable Latch (WEL) is a read only bit in the status register (S1) that is set to 1 after executing a
Write Enable Instruction. The WEL status bit is cleared to 0 when the device is write disabled. A write
disable state occurs upon power-up or after any of the following instructions: Write Disable, Page
Program, Quad Page Program, Sector Erase, Block Erase, Chip Erase, Write Status Register, Erase
Security Register and Program Security Register.

Publication Release Date: September 3, 2018
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7.1.3 Block Protect Bits (BP3, BP2, BP1, BP0) — Volatile/Non-Volatile Writable

The Block Protect Bits (BP3, BP2, BP1, BP0) are non-volatile read/write bits in the status register (S5, S4,
S3, and S2) that provide Write Protection control and status. Block Protect bits can be set using the Write
Status Register Instruction (see tw in AC characteristics). All, none or a portion of the memory array can
be protected from Program and Erase instructions (see Status Register Memory Protection table). The
factory default setting for the Block Protection Bits is 0, none of the array protected.

7.1.4 Top/Bottom Block Protect (TB) — Volatile/Non-Volatile Writable

The non-volatile Top/Bottom bit (TB) controls if the Block Protect Bits (BP3, BP2, BP1, BPO0) protect from
the Top (TB=0) or the Bottom (TB=1) of the array as shown in the Status Register Memory Protection
table. The factory default setting is TB=0. The TB bit can be set with the Write Status Register Instruction
depending on the state of the SRP0, SRP1 and WEL bits.

7.1.5 Complement Protect (CMP) — Volatile/Non-Volatile Writable

The Complement Protect bit (CMP) is a non-volatile read/write bit in the status register (S14). It is used in
conjunction with TB, BP3, BP2, BP1 and BPO bits to provide more flexibility for the array protection. Once
CMP is set to 1, previous array protection set by TB, BP3, BP2, BP1 and BPO will be reversed. For
instance, when CMP=0, a top 64KB block can be protected while the rest of the array is not; when
CMP=1, the top 64KB block will become unprotected while the rest of the array become read-only. Please
refer to the Status Register Memory Protection table for details. The default setting is CMP=0.

7.1.6 Status Register Protect (SRP1, SRP0) — Volatile/Non-Volatile Writable

The Status Register Protect bits (SRP1 and SRPQ) are non-volatile read/write bits in the status register
(S8 and S7). The SRP bits control the method of write protection: software protection, power supply lock-
down or one time programmable (OTP) protection.

SRP1 | SRPO Status Description
Register
0 X The Status register can be written to after a Write Enable
instruction, WEL=1. [Factory Default]

1 0 Power Supply | Status Register is protected and cannot be written to again until
Lock-Down the next power-down, power-up cycle.®

1 1 One Time Status Register is permanently protected and cannot be written
Program® to.

Notes:

1. When SRP1, SRPO = (1, 0), a power-down, power-up cycle will change SRP1, SRPO to (0, 0) state.
2. This feature is available upon special order. Please contact Winbond for details.
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S15 S14  S13 S12 S11 S10 S9 S8

SUS | CMP | LB3 LB2 LB1 (R) QE | SRP1

Suspend Status ]

(Status-Only)

Complement Protect
(Volatile/Non-Volatile Writable)

Security Register Lock Bits
(Volatile/Non-Volatile OTP Writable)

Reserved

Quad Enable
(Volatile/Non-Volatile Writable)

Status Register Protect 1
(Volatile/Non-Volatile Writable)

Figure 4b. Status Register-2

7.1.7 Erase/Program Suspend Status (SUS) — Status Only

The Suspend Status bit is a read only bit in the status register (S15) that is set to 1 after executing a
Erase/Program Suspend (75h) instruction. The SUS status bit is cleared to 0 by Erase/Program Resume
(7Ah) instruction as well as a power-down, power-up cycle.

7.1.8 Security Register Lock Bits (LB3, LB2, LB1) — Volatile/Non-Volatile OTP Writable

The Security Register Lock Bits (LB3, LB2, LB1) are non-volatile One Time Program (OTP) bits in Status
Register (S13, S12, S11) that provide the write protect control and status to the Security Registers. The
default state of LB3-1 is 0, Security Registers are unlocked. LB3-1 can be set to 1 individually using the
Write Status Register instruction. LB3-1 are One Time Programmable (OTP), once it's set to 1, the
corresponding 256-Byte Security Register will become read-only permanently.

7.1.9 Quad Enable (QE) — Volatile/Non-Volatile Writable

The Quad Enable (QE) bit is set to 1 by default in the factory, therefore the device supports Standard/Dual
SPI as well as Quad SPI after power on. This bit cannot be reset to 0

Publication Release Date: September 3, 2018
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S23 S22 S21 S20 S1

9 S18 S17  S16

(R) |prvi|prvol R) | ® | wrs| ADP | ADs

Reserved — 1

Output Driver Strength
(Volatile/ Non- Volatile Writable)

Reserved

Write Protect Selection
(Volatile/ Non- Volatile Writable)

Power Up Address Mode
(Non-Volatile Writable)

Current Address Mode
(Status-Only)

Figure 4c. Status Register-3

7.1.10 Current Address Mode (ADS) — Status Only

The Current Address Mode bit is a read only bit in the Status Register-3 that indicates which address
mode the device is currently operating in. When ADS=0, the device is in the 3-Byte Address Mode, when
ADS=1, the device is in the 4-Byte Address Mode.

7.1.11 Power-Up Address Mode (ADP) — Non-Volatile Writable

The ADP bit is a non-volatile bit that determines the initial address mode when the device is powered on
or reset. This bit is only used during the power on or device reset initialization period, and it is only writable
by the non-volatile Write Status sequence (06h + 11h). When ADP=0 (factory default), the device will
power up into 3-Byte Address Mode, the Extended Address Register must be used to access memory
regions beyond 128Mb. When ADP=1, the device will power up into 4-Byte Address Mode directly.

7.1.12 Write Protect Selection (WPS) — Volatile/Non-Volatile Writable

The WPS bit is used to select which Write Protect scheme should be used. When WPS=0, the device will
use the combination of CMP, TB, BP[3:0] bits to protect a specific area of the memory array. When
WPS=1, the device will utilize the Individual Block Locks to protect any individual sector or blocks. The
default value for all Individual Block Lock bits is 1 upon device power on or after reset.
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7.1.13 Output Driver Strength (DRV1, DRVO0) — Volatile/Non-Volatile Writable
The DRV1 & DRVO bits are used to determine the output driver strength for the Read operations.

DRV1, DRVO | Driver Strength
0,0 100%
0,1 75%
1,0 50%(default)
1,1 25%

7.1.14 Reserved Bits — Non Functional

There are a few reserved Status Register bits that may be read out as a “0” or “1”. It is recommended to
ignore the values of those bits. During a “Write Status Register” instruction, the Reserved Bits can be
written as “0”, but there will not be any effects.

-20-
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7.1.15 W25R256JV Status Register Memory Protection (WPS =0, CMP =0)

STATUS REGISTER® W25R256JV (256M-BIT / 32M-BYTE) MEMORY PROTECTION®)

T8 | BP3 | BP2 | BPL | BPO | "giocge)’ ADDRESSES "DensiTY | PORTION
X 0 0 0 0 NONE NONE NONE NONE

0 0 0 0 1 511 01FF0000h - 01FFFFFFh 64KB Upper 1/512
0 0 0 1 0 510 thru 511 01FEO0000h - 01FFFFFFh 128KB Upper 1/256
0 0 0 1 1 508 thru 511 01FCO0000h - 01FFFFFFh 256KB Upper 1/128
0 0 1 0 0 504 thru 511 01F80000h - 01FFFFFFh 512KB Upper 1/64
0 0 1 0 1 496 thru 511 01F00000h - 01FFFFFFh 1MB Upper 1/32
0 0 1 1 0 480 thru 511 01E00000h - 01FFFFFFh 2MB Upper 1/16
0 0 1 1 1 448 thru 511 01C00000h - 01FFFFFFh 4MB Upper 1/8
0 1 0 0 0 384 thru 511 01800000h - 01FFFFFFh 8MB Upper 1/4
0 1 0 0 1 256 thru 511 01000000h - 01FFFFFFh 16MB Upper 1/2
1 0 0 0 1 0 00000000h - 0000FFFFh 64KB Lower 1/512
1 0 0 1 0 Othrul 00000000h - 0001FFFFh 128KB Lower 1/256
1 0 0 1 1 0 thru 3 00000000h - 0003FFFFh 256KB Lower 1/128
1 0 1 0 0 0 thru 7 00000000h - 0007FFFFh 512KB Lower 1/64
1 0 1 0 1 0 thru 15 00000000h - 000FFFFFh 1MB Lower 1/32
1 0 1 1 0 0 thru 31 00000000h - 001FFFFFh 2MB Lower 1/16
1 0 1 1 1 0 thru 63 00000000h - 003FFFFFh 4MB Lower 1/8
1 1 0 0 0 0 thru 127 00000000h - 007FFFFFh 8MB Lower 1/4
1 1 0 0 1 0 thru 255 00000000h - 00FFFFFFh 16MB Lower 1/2
X 1 1 0 X 0 thru 511 00000000h - 01FFFFFFh 32MB ALL

X 1 X 1 X 0 thru 511 00000000h - 01FFFFFFh 32MB ALL
Notes:

1. X=don’t care
2. If any Erase or Program command specifies a memory region that contains protected data portion, this command will be
ignored.
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7.1.16 W25R256JV Status Register Memory Protection (WPS =0, CMP =1)

STATUS REGISTER® W25R256JV (256M-BIT / 32M-BYTE) MEMORY PROTECTION®)

T8 | BP3 | BP2 | BPL | BPO | "giocge)’ ADDRESSES "DensiTY | PORTION
X 0 0 0 0 ALL 00000000h - 01FFFFFFh ALL ALL

0 0 0 0 1 0 thru 510 00000000h - 01FEFFFFh 32,704KB Lower 511/512
0 0 0 1 0 0 thru 509 00000000h - 01FDFFFFh 32,640KB Lower 255/256
0 0 0 1 1 0 thru 507 00000000h - 01FBFFFFh 32,512KB Lower 127/128
0 0 1 0 0 0 thru 503 00000000h - 01F7FFFFh 32,256KB Lower 63/64
0 0 1 0 1 0 thru 495 00000000h - 01EFFFFFh 31MB Lower 31/32
0 0 1 1 0 0 thru 479 00000000h - 01DFFFFFh 30MB Lower 15/16
0 0 1 1 1 0 thru 447 00000000h - 01BFFFFFh 28MB Lower 7/8

0 1 0 0 0 0 thru 383 00000000h - 017FFFFFh 24MB Lower 3/4

0 1 0 0 1 0 thru 255 00000000h - 00FFFFFFh 16MB Lower 1/2

1 0 0 0 1 1 thru 511 00010000h - 01FFFFFFh 32,704KB Upper 511/512
1 0 0 1 0 2 thru 511 00020000h - 01FFFFFFh 32,640KB Upper 255/256
1 0 0 1 1 4 thru 511 00040000h - 01FFFFFFh 32,512KB Upper 127/128
1 0 1 0 0 8 thru 511 00080000h - 01FFFFFFh 32,256KB Upper 63/64
1 0 1 0 1 16 thru 511 00100000h - 01FFFFFFh 31MB Upper 31/32
1 0 1 1 0 32 thru 511 00200000h - 01FFFFFFh 30MB Upper 15/16
1 0 1 1 1 64 thru 511 00400000h - 01FFFFFFh 28MB Upper 7/8

1 1 0 0 0 128 thru 511 00800000h - 01FFFFFFh 24MB Upper 3/4

1 1 0 0 1 256 thru 511 01000000h - 01FFFFFFh 16MB Upper 1/2

X 1 1 0 X NONE NONE NONE NONE

X 1 X 1 X NONE NONE NONE NONE
Notes:

1. X=don’t care
2. If any Erase or Program command specifies a memory region that contains protected data portion, this command will be
ignored.

Publication Release Date: September 3, 2018
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7.1.17 W25R256JV Individual Block Memory Protection (WPS=1)

Block 511

Block 0
(64KB)

(64KB)

Sector 15 (4KB)

Sector 14 (4KB)

Sector 1 (4KB)

Sector 0 (4KB)

Block 510 (64KB)

Block 1 (64KB)

Sector 15 (4KB)

Sector 14 (4KB)

Sector 1 (4KB)

Sector 0 (4KB)

-
-

-
-

~

Individual Block Locks:
32 Sectors (Top/Bottom)
510 Blocks

Individual Block Lock:
36h + Address

Individual Block Unlock:
39h + Address

Read Block Lock:
3Dh + Address

Global Block Lock:
7Eh

Global Block Unlock:
98h

Notes:

Figure 4d. Individual Block/Sector Locks

1. Individual Block/Sector protection is only valid when WPS=1.
2. Allindividual block/sector lock bits are set to 1 by default after power up, all memory array is protected.
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7.2 Extended Address Register — Volatile Writable Only

In addition to the Status Registers, W25R256JV provides a volatile Extended Address Register which
consists of the 4™ byte of memory address. The Extended Address Register is used only when the device
is operating in the 3-Byte Address Mode (ADS=0). The lower 128Mb memory array (00000000h —
OOFFFFFFh) is selected when A24=0, all instructions with 3-Byte addresses will be executed within that
region. When A24=1, the upper 128Mb memory array (01000000h — 01FFFFFFh) will be selected.

If the device powers up with ADP bit set to 1, or an “Enter 4-Byte Address Mode (B7h)” instruction is
issued, the device will require 4-Byte address input for all address related instructions, and the Extended
Address Register setting will be ignored. However, any command with 4-byte address input will replace
the Extended Address Register Bits (A31-A24) with new settings.

Upon power up or after the execution of a Software Reset, the Extended Address Register values will be
cleared to O.

EA7 EA6 EAS EA4 EA3 EA2 EAl EAO

A3l A30 A29 A28 A27 A26 A25 A24

Reserved

for higher densities
512Mb ~ 32Gb
(Volatile Writable Only)

Address Bit #24

A24=0: Select lower 128Mb
A24=1: Select upper 128Mb
(Volatile Writable Only)

Figure 4e. Extended Address Register

Publication Release Date: September 3, 2018
-24 - — Revision B



W25R256JV
Y/ winbond I/ 4

8. INSTRUCTIONS

The Standard/Dual/Quad SPI instruction set of the W25R256JV consists of 48 basic instructions that are
fully controlled through the SPI bus (see Instruction Set Table1-3). Instructions are initiated with the falling
edge of Chip Select (/CS). The first byte of data clocked into the DI input provides the instruction code.
Data on the DI input is sampled on the rising edge of clock with most significant bit (MSB) first.

Instructions vary in length from a single byte to several bytes and may be followed by address bytes, data
bytes, dummy bytes (don’t care), and in some cases, a combination. Instructions are completed with the
rising edge of edge /CS. Clock relative timing diagrams for each instruction are included in Figures 5
through 57. All read instructions can be completed after any clocked bit. However, all instructions that
Write, Program or Erase must complete on a byte boundary (/CS driven high after a full 8-bits have been
clocked) otherwise the instruction will be ignored. This feature further protects the device from inadvertent
writes. Additionally, while the memory is being programmed or erased, or when the Status Register is
being written, all instructions except for Read Status Register will be ignored until the program or erase
cycle has completed.

8.1 Device ID and Instruction Set Tables

8.1.1 Manufacturer and Device ldentification

MANUFACTURER ID (MF7 - MFO)

Winbond Serial Flash EFh

Device ID (ID7 - IDO) (ID15 - 1DO)
Instruction ABh, 90h, 92h, 94h 9Fh
W25R256JV 18h 4019h
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Instruction Set Table 1 (Standard/Dual/Quad SPI, 3-Byte & 4-Byte Address Mode)®

Data Input Output Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7
Number of Clocka-1-1 8 8 8 8 8 8 8
Write Enable 06h
Volatile SR Write Enable 50h
Write Disable 04h
Release Power-down / ID ABh Dummy Dummy Dummy (ID7-IDO)®
Manufacturer/Device ID 90h Dummy Dummy 00h (MF7-MFO0) (ID7-1D0) |
JEDEC ID 9Fh (MF7-MFO0) (ID15-ID8) (ID7-1D0)

Read Unique ID 4Bh Dummy Dummy Dummy Dummy (UID63-0) |
Read Data 03h A23-A16 A15-A8 A7-A0 (D7-DO0)

Read Data with 4-Byte Address 13h A31-A24 A23-A16 A15-A8 A7-A0 (D7-DO0)
Fast Read 0Bh A23-A16 A15-A8 A7-A0 Dummy (D7-DO0)
Fast Read with 4-Byte Address 0Ch A31-A24 A23-A16 A15-A8 A7-A0 Dummy (D7-D0)
Page Program 02h A23-A16 A15-A8 A7-A0 D7-DO D7-DO®
Page Program with 4-Byte Address 12h A31-A24 A23-Al6 Al15-A8 A7-A0 D7-DO D7-DO®
Sector Erase (4KB) 20h A23-A16 A15-A8 A7-A0

Sector Erase (4KB) with 4-Byte Address 21h A31-A24 A23-A16 A15-A8 A7-A0

Block Erase (32KB) 52h A23-A16 A15-A8 A7-A0

Block Erase (64KB) D8h A23-A16 A15-A8 A7-A0

Block Erase (64KB) with 4-Byte Address DCh A31-A24 A23-A16 A15-A8 A7-A0

Chip Erase C7h/60h

Read Status Register-1 05h (S7-S0)@

Write Status Register-1¢) 01h (S7-S0)@

Read Status Register-2 35h (S15-S8)@

Write Status Register-2 31h (S15-S8)

Read Status Register-3 15h (S23-S16)@

Write Status Register-3 11h (S23-S16)

Read Extended Addr. Reg. C8h (EA7-EA0)®@

Write Extended Addr. Reg. C5h (EA7-EAQ)

Read SFDP Register 5Ah A23-A16 A15-A8 A7-A0 Dummy (D7-DO0)
Erase Security Register® 44h A23-A16 A15-A8 A7-A0

Program Security Register® 42h A23-Al6 A15-A8 A7-A0 D7-DO D7-DO®)
Read Security Register® 48h A23-A16 A15-A8 A7-A0 Dummy (D7-D0)
Global Block Lock 7Eh

Global Block Unlock 98h

Read Block Lock 3Dh A23-A16 A15-A8 A7-A0 (L7-LO)

Individual Block Lock 36h A23-A16 A15-A8 A7-A0

Individual Block Unlock 3%h A23-A16 A15-A8 A7-A0

Erase / Program Suspend 75h

Erase / Program Resume 7Ah

Power-down Boh

Enter 4-Byte Address Mode B7h

Exit 4-Byte Address Mode E9h

Enable Reset 66h

Reset Device 99h
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8.1.3 Instruction Set Table 2 (Dual/Quad SPI Instructions,3-Byte Address Mode)

Data Input Output Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8 Byte 9 Byte 10
Number of Clock-1-2) 8 8 8 8 4 4 4 4 4 4
Fast Read Dual Output 3Bh A23-A16 | A15-A8 A7-A0 Dummy Dummy (D7-D0)™

Fast Read Dual Output

with 4-Byte Address 3Ch A31-A24 A23-A16 Al15-A8 A7-A0 Dummy Dummy (D7-DOY™

Number of Clock(i-2-2) 8 4 4 4 4 4 4 4 4 4
Mitr./Device ID Dual /0O 92h A23-A16 | A15-A8 0 Dummy® (MF7-MF0) | (ID7-IDO)

Fast Read Dual I/O BBh A23-A16 Al15-A8 A7-A0 Dummy®? (D7-DO0)

;ﬁﬁig@t"e%ﬂrzgs BCh | A31-A24 | A23-A16 | A15-A8 A7-AO Dummyd | (D7-DO)

Number of Clock(-1-4) 8 8 8 8 2 2 2 2 2 2
Quad Input Page 32h A23-A16 | A15-A8 A7-A0 | (D7-DO)® | (D7-DO)®

Program

Quad Page Program 34h | A31-A24 | A23-A16 | Al5-A8 A7-AO D7-D0

with 4-Byte Address

Fast Read Quad Output 6Bh A23-A16 | A15-A8 A7-A0 Dummy Dummy Dummy Dummy (D7-D0)®

Number of Clock(-1-4) 8 8 8 8 8 2 2 2 2 2
fviitig;"e%‘é‘jj‘:ezgtp”t 6Ch | A31-A24 | A23-Al6 | A15-A8 A7-AO Dummy Dummy Dummy Dummy | (D7-DO)®
Number of Clock(-4-4) 8 2 2 2 2 2 2 2 2 2
Mftr./Device ID Quad I/O 94h A23-A16 A15-A8 0 Dummy®t Dummy Dummy (MF7-MFO) (ID7-1DO)

Fast Read Quad I/0 EBh A23-A16 | A15-A8 A7-A0 Dummy® Dummy Dummy (D7-D0)

\'/:v?tztzgz;je%é%?!s 2 ECh | A31-A24 | A23-A16 | Al5-A8 AT-AOf Dummy®d Dummy Dummy (D7-DO)

Set Burst with Wrap 77h Dummy Dummy Dummy W7-W0
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Instruction Set Table 3 (Standard SPI, 4-Byte Address Mode)®

W25R256JV
I/

Data Input Output Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7
Number of Clocka-1-1 8 8 8 8 8 8 8
Write Enable 06h

Volatile SR Write Enable 50h

Write Disable 04h

Release Power-down / ID ABh Dummy Dummy Dummy (ID7-ID0)®

Manufacturer/Device ID 90h Dummy Dummy 00h (MF7-MFO0) (ID7-1D0)

JEDEC ID 9Fh (MF7-MFO0) (ID15-1D8) (ID7-1D0)

Read Unique ID 4Bh Dummy Dummy Dummy Dummy Dummy (UID63-0)
Read Data 03h A31-A24 A23-A16 A15-A8 A7-A0 (D7-DO0)

Read Data with 4-Byte Address 13h A31-A24 A23-A16 A15-A8 A7-A0 (D7-DO0)

Fast Read 0Bh A31-A24 A23-A16 A15-A8 A7-A0 Dummy (D7-DO0)
Fast Read with 4-Byte Address 0Ch A31-A24 A23-A16 A15-A8 A7-A0 Dummy (D7-D0)
Page Program 02h A31-A24 A23-A16 A15-A8 A7-A0 D7-DO D7-DO®
Page Program with 4-Byte Address 12h A31-A24 A23-Al6 Al15-A8 A7-A0 D7-DO D7-DO®
Sector Erase (4KB) 20h A31-A24 A23-A16 A15-A8 A7-A0

Sector Erase (4KB) with 4-Byte Address 21h A31-A24 A23-A16 A15-A8 A7-A0

Block Erase (32KB) 52h A31-A24 A23-A16 A15-A8 A7-A0

Block Erase (64KB) D8h A31-A24 A23-A16 A15-A8 A7-A0

Block Erase (64KB) with 4-Byte Address DCh A31-A24 A23-A16 A15-A8 A7-A0

Chip Erase C7h/60h

Read Status Register-1 05h (S7-S0)®

Write Status Register-1¢ 01h (S7-S0)@

Read Status Register-2 35h (S15-S8)@

Write Status Register-2 31h (S15-S8)

Read Status Register-3 15h (S23-S16)@

Write Status Register-3 11h (S23-S16)

Read Extended Addr. Reg. C8h (EA7-EA0)®

Write Extended Addr. Reg. C5h (EA7-EAQ)

Read SFDP Register 5Ah A23-Al16 A15-A8 A7-A0 Dummy (D7-DO0)

Erase Security Register® 44h A31-A24 A23-A16 A15-A8 A7-A0

Program Security Register® 42h A31-A24 A23-Al6 A15-A8 A7-A0 D7-DO D7-D0O®
Read Security Register® 48h A31-A24 A23-A16 A15-A8 AT7-AO Dummy (D7-D0)
Global Block Lock 7Eh

Global Block Unlock 98h

Read Block Lock 3Dh A31-A24 A23-Al6 A15-A8 A7-A0 (L7-LO)

Individual Block Lock 36h A31-A24 A23-Al6 A15-A8 A7-A0

Individual Block Unlock 3%h A31-A24 A23-Al6 A15-A8 A7-A0

Erase / Program Suspend 75h

Erase / Program Resume 7Ah

Power-down Boh

Enter 4-Byte Address Mode B7h

Exit 4-Byte Address Mode E9h

Enable Reset 66h

Reset Device 99h
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8.1.5 Instruction Set Table 4 (Dual/Quad SPI Instructions, 4-Byte Address Mode)

W25R256JV
I/

"Data Input Output Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8 Byte9
[INumber of Clock.1-2 8 8 8 8 8 8 4 4
"Fast Read Dual Output 3Bh A31-A24 A23-A16 A15-A8 A7-A0 Dummy |(D7-DO,...)"
Fast Read Dual Output @
with 4-Byte Address 3Ch A31-A24 A23-A16 A15-A8 A7-A0 Dummy |(D7-DO,...)
"Number of Clock(-2-2) 8 4 4 4 4 4 4 4
"Mftr./Device ID Dual I/O 92h A31-A24 A23-A16 A15-A8 00 Dummy®V | (MF7-MF0) (ID7-1D0)
"Fast Read Dual I/0 BBh A31-A24 A23-A16 A15-A8 A7-A0 Dummy® (D7-D0)
Fast Read Dual I/O a1
With 4-Byte Address BCh | A31-A24 | A23-Al6 | Al5-A8 A7-A0 | Dummy (D7-D0)
Number of Clock(-1-4) 8 8 8 8 8 4 4 4
Quad Input Page Program 32h A31-A24 A23-A16 A15-A8 A7-A0 (D7-D0)® | (D7-D0)®-
uad Page Program
V?,ith 4_By?e Addraas 34h | A31-A24 | A23-A16 | Al5-A8 AT7-A0 D7-DO D7-DO D7-DO D7-DO
Fast Read Quad Output 6Bh A31-A24 | A23-A16 A15-A8 A7-A0 Dummy Dummy | (D7-D0)®
Fast Read Quad Output
with 4_Byte%ddress P 6Ch A31-A24 | A23-Al6 | Al15-A8 A7-AO Dummy Dummy | (D7-D0O)®
Number of Clock(i-4-4) 8 2 2 2 2 2 4 2 2
"Mftr./Device ID Quad I/O 94h A31-A24 | A23-A16 A15-A8 00 Dummy® | Dummy | (MF7-MFO) | (ID7-IDO)
"Fast Read Quad /O EBh A31-A24 A23-A16 A15-A8 A7-A0 Dummy® Dummy (D7-D0)
Fast Read Quad I/O
with 4-Byte?’-\ddress ECh A31-A24 A23-A16 A15-A8 A7-A0 Dummy® Dummy (D7-D0)
Set Burst with Wrap 77h Dummy Dummy Dummy Dummy W7-W0
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Notes:

1. Data bytes are shifted with Most Significant Bit first. Byte fields with data in parenthesis “( )" indicate data
output from the device on either 1, 2 or 4 10 pins.

2. The Status Register contents and Device ID will repeat continuously until /CS terminates the instruction.

3. Atleast one byte of data input is required for Page Program, Quad Page Program and Program Security
Registers, up to 256 bytes of data input. If more than 256 bytes of data are sent to the device, the
addressing will wrap to the beginning of the page and overwrite previously sent data.

4. Write Status Register-1 (01h) can also be used to program Status Register-1&2, see section 8.2.5.

5. Security Register Address:
Security Register 1: A23-16 = 00h; A15-8 = 10h; A7-0 = byte address
Security Register 2:  A23-16 = 00h; A15-8 = 20h; A7-0 = byte address
Security Register 3: A23-16 = 00h; A15-8 = 30h; A7-0 = byte address
6. Dual SPI address input format:
100 = A22, A20, A18, A16, Al4, A12, A10, A8 A6, A4, A2, A0, M6, M4, M2, MO
101 = A23, A21, Al19, Al17, Al15, A13, All, A9 A7, A5, A3, Al, M7, M5, M3, M1
7. Dual SPI data output format:
100 = (D6, D4, D2, D0)
101 = (D7, D5, D3, D1)

8. Quad SPI address input format: Set Burst with Wrap input format:
100 = A20, A16, A12, A8, A4, A0, M4, MO 100 =X, X, X, X, X, X, W4, x
101 = A21, A17, A13, A9, A5, Al, M5, M1 101 =X, X, X, X, X, X, W5, X
102 = A22, A18, Al4, A10, A6, A2, M6, M2 102 =X, X, X, X, X, X, W6, X
103 = A23, A19, Al15, All, A7, A3, M7, M3 103 =X, X, X, X, X, X, X, X

9. Quad SPI data input/output format:
100 = (D4, DO, ..... )
101 = (D5, D1, ..... )
102 = (D6, D2, ..... )
103 = (D7, D3, ..... )

10. Fast Read Quad I/O data output format:
100 = (x, X, X, X, D4, DO, D4, D0)
101 = (%, X, X, X, D5, D1, D5, D1)
102 = (x, X, X, X, D6, D2, D6, D2)
103 = (%, X, X, X, D7, D3, D7, D3)

11. The first dummy is M7-MO should be set to Fxh

Publication Release Date: September 3, 2018
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8.1.6 Instruction Set Table 2-1 (RPMC Input Instruction, OP1)®
INSTRUCTION BYTE 1
()
NAME BYTE O (CmdType) BYTE 2 BYTE 3
Write Byte 4 - 35 Byte 36 - 63
) 9Bh 00h CounterAddr[7:0] | Reserved[7:0] ]
Root Key Register RootKey[255:0] TruncatedSign[223:0]
Update Byte 4 - 7 Byte 8 - 39
) 9Bh 01h CounterAddr[7:0] | Reserved[7:0] )
HMAC Key Register KeyData[31:0] Signature[255:0]
Increment Byte 4 -7 Byte 8 - 39
) 9Bh 02h CounterAddr[7:0] | Reserved[7:0] )
Monotonic Counter CounterData[31:0] Signature[255:0]
R t Byte 4 - 15 Byte 16 - 47
eques ) 9Bh 03h CounterAd dr[7:0] | Reserved[7:0] ye ) yte
Monotonic Counter Tag[95:0] Signature[255:0]
Reserved Commands 9Bh 04h ~ FFh Reserved
8.1.7 Instruction Set Table 2-2 (RPMC Output Instruction, OP2)®
INSTRUCTION NAME | BYTEO | BYTE 1 BYTE 2 BYTE3-14 BYTE 15 - 18 BYTE 19 - 50
Read RPMC 96h d RPMC S 7:0 Tag[95:0 C Data[31:0 Si 255:0
Status / Data®@ ummy ( tatus[7:0]) (Tag[95:0]) (CounterData[31:0]) (Signature[255:0])

Notes (For Instruction Set Table 2-1/2):

1. AllRPMC instructions are in Standard SPI format. Each Input/Output Byte requires 8 clocks.

The Reserved[7:0] field for RPMC OP1 must be all 0Os (00000000°b).

3. The controller may terminate the Read RPMC Status/Data instruction at any time without going through the
entire data output sequence.

4. When BUSY=1, from Byte-3 and beyond, the device will output the RPMC_Status[7:0] value continuously
until /CS terminates the instruction. The device will not output Tag, CounterData & Signature fields when
BUSY=1. Once BUSY becomes 0, another OP2 command must be issued to read out the correct Tag,
CounterData & Signature fields.

-31-




W25R256JV
Y/ J winbond I/ 4

8.2 Instruction Descriptions

8.2.1 Write Enable (06h)

The Write Enable instruction (Figure 6) sets the Write Enable Latch (WEL) bit in the Status Register to a
1. The WEL bit must be set prior to every Page Program, Quad Page Program, Sector Erase, Block
Erase, Chip Erase, Write Status Register and Erase/Program Security Registers instruction. The Write
Enable instruction is entered by driving /CS low, shifting the instruction code “06h” into the Data Input (DI)
pin on the rising edge of CLK, and then driving /CS high.

10y X\ /S N L X

DO High Impedance

Figure 6. Write Enable Instruction

8.2.2 Write Enable for Volatile Status Register (50h)

The non-volatile Status Register bits described in section 7.1 can also be written to as volatile bits. This
gives more flexibility to change the system configuration and memory protection schemes quickly without
waiting for the typical non-volatile bit write cycles or affecting the endurance of the Status Register non-
volatile bits. To write the volatile values into the Status Register bits, the Write Enable for Volatile Status
Register (50h) instruction must be issued prior to a Write Status Register (01h) instruction. Write Enable
for Volatile Status Register instruction (Figure 7) will not set the Write Enable Latch (WEL) bit, it is only
valid for the Write Status Register instruction to change the volatile Status Register bit values.

DO High Impedance

Figure 7. Write Enable for Volatile Status Register Instruction

Publication Release Date: September 3, 2018
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8.2.3 Write Disable (04h)

The Write Disable instruction (Figure 8) resets the Write Enable Latch (WEL) bit in the Status Register to
a 0. The Write Disable instruction is entered by driving /CS low, shifting the instruction code “04h” into the
DI pin and then driving /CS high. Note that the WEL bit is automatically reset after Power-up and upon
completion of the Write Status Register, Erase/Program Security Registers, Page Program, Quad Page
Program, Sector Erase, Block Erase, Chip Erase and Reset instructions.

DO High Impedance

Figure 8. Write Disable Instruction

8.2.4 Read Status Register-1 (05h), Status Register-2 (35h) & Status Register-3 (15h)

The Read Status Register instructions allow the 8-bit Status Registers to be read. The instruction is
entered by driving /CS low and shifting the instruction code “05h” for Status Register-1, “35h” for Status
Register-2 or “15h” for Status Register-3 into the DI pin on the rising edge of CLK. The status register bits
are then shifted out on the DO pin at the falling edge of CLK with most significant bit (MSB) first as shown
in Figure 9. Refer to section 7.1 for Status Register descriptions.

The Read Status Register instruction may be used at any time, even while a Program, Erase or Write
Status Register cycle is in progress. This allows the BUSY status bit to be checked to determine when the
cycle is complete and if the device can accept another instruction. The Status Register can be read
continuously, as shown in Figure 8. The instruction is completed by driving /CS high.

{ p—

8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Ijigninnnnnnnpnpnn.
(09 /S XX X X X X X X

y<+— Status Register-1/2/3 out —»«— Status Register-1/2/3 out —»-

DO High Impedance ‘
(10) 7 XX XX XXX XTI XEXE XA X3 X2 XXX

* =MSB * *

I

F Instruction (05h/35h/15h) —>‘

f—
f—
f—
f—

Figure 9. Read Status Register Instruction
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8.2.5 Write Status Register-1 (01h), Status Register-2 (31h) & Status Register-3 (11h)

The Write Status Register instruction allows the Status Registers to be written. The writable Status
Register bits include: SRPO, SEC, TB, BP[2:0] in Status Register-1; CMP, LB[3:1], QE, SRP1 in Status
Register-2; DRV1, DRVO, WPS & ADP in Status Register-3. All other Status Register bit locations are
read-only and will not be affected by the Write Status Register instruction. LB[3:1] are non-volatile OTP
bits, once it is set to 1, it cannot be cleared to 0.

To write non-volatile Status Register bits, a standard Write Enable (06h) instruction must previously have
been executed for the device to accept the Write Status Register instruction (Status Register bit WEL
must equal 1). Once write enabled, the instruction is entered by driving /CS low, sending the instruction
code “01h/31h/11h”, and then writing the status register data byte as illustrated in Figure 10a & 10b.

To write volatile Status Register bits, a Write Enable for Volatile Status Register (50h) instruction must
have been executed prior to the Write Status Register instruction (Status Register bit WEL remains 0).
However, SRP1 and LB[3:1] cannot be changed from “1” to “0” because of the OTP protection for these
bits. Upon power off or the execution of a Software Reset, the volatile Status Register bit values will be
lost, and the non-volatile Status Register bit values will be restored.

During non-volatile Status Register write operation (06h combined with 01h/31h/11h), after /CS is driven
high, the self-timed Write Status Register cycle will commence for a time duration of tw (See AC
Characteristics). While the Write Status Register cycle is in progress, the Read Status Register instruction
may still be accessed to check the status of the BUSY bit. The BUSY bit is a 1 during the Write Status
Register cycle and a 0 when the cycle is finished and ready to accept other instructions again. After the
Write Status Register cycle has finished, the Write Enable Latch (WEL) bit in the Status Register will be
cleared to O.

During volatile Status Register write operation (50h combined with 01h/31h/11h), after /CS is driven high,

the Status Register bits will be refreshed to the new values within the time period of tsHsL2 (See AC
Characteristics). BUSY bit will remain 0 during the Status Register bit refresh period.

Refer to section 7.1 for Status Register descriptions.

Fi (oTr?;stliEt/if:h) 4’%7 Register-1/2/3 in 4%
() 9.0.09.0.60.0.6.0.8

*
DO High Impedance

* = MSB

Figure 10a. Write Status Register-1/2/3 Instruction
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The W25R256JV is also backward compatible to Winbond’s previous generations of serial flash
memories, in which the Status Register-1&2 can be written using a single “Write Status Register-1 (01h)”
command. To complete the Write Status Register-1&2 instruction, the /CS pin must be driven high after
the sixteenth bit of data that is clocked in as shown in Figure 10b. If /CS is driven high after the eighth
clock, the Write Status Register-1 (01h) instruction will only program the Status Register-1, the Status
Register-2 will not be affected (Previous generations will clear CMP and QE bits).

Fi Instruction (01h) 4>}<7 Status Register 1 in 4>}<7 Status Register 2 in 4>‘
(09 — X\ 9.09.9.0.0.0.6.0.60.0.0.0.60.0.6.0.8
* *

DO High Impedance

* =MSB

Figure 10b. Write Status Register-1/2 Instruction
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8.2.6 Read Extended Address Register (C8h)

When the device is in the 3-Byte Address Mode, the Extended Address Register is used as the 4t
address byte A[31:24] to access memory regions beyond 128Mb. The Read Extended Address Register
instruction is entered by driving /CS low and shifting the instruction code “C8h” into the DI pin on the rising
edge of CLK. The Extended Address Register bits are then shifted out on the DO pin at the falling edge of
CLK with most significant bit (MSB) first as shown in Figure 10.

When the device is in the 4-Byte Address Mode, the Extended Address Register is not used.

8
;

Mode 3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
]

}4— Instruction (C8h) —>‘

o X7 \_/\ AX X XXX XXX~

y<+— Extended Addr. Reg. Out —=— Extended Addr. Reg. Out —»-

le) High Impedance y
(O 7 XEXEXAXEX2XEXOXT XX XA X3 X2 X2 Xo X
* *

* = MSB

Figure 10a. Read Extended Address Register Instruction
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8.2.7 Write Extended Address Register (C5h)

The Extended Address Register is a volatile register that stores the 4" byte address (A31-A24) when the
device is operating in the 3-Byte Address Mode (ADS=0). To write the Extended Address Register bits, a
Write Enable (06h) instruction must previously have been executed for the device to accept the Write
Extended Address Register instruction (Status Register bit WEL must equal 1). Once write enabled, the
instruction is entered by driving /CS low, sending the instruction code “C5h”, and then writing the Extended
Address Register data byte as illustrated in Figure 11.

Upon power up or the execution of a Software Reset, the Extended Address Register bit values will be
cleared to O.

The Extended Address Register is only effective when the device is in the 3-Byte Address Mode. When
the device operates in the 4-Byte Address Mode (ADS=1), any command with address input of A31-A24
will replace the Extended Address Register values. It is recommended to check and update the Extended
Address Register if necessary when the device is switched from 4-Byte to 3-Byte Address Mode.

Pi Instruction (C5h) 4>P7 Ext. Add. Reg in 4%

oy X/ XXX XX XXX X
*

DO High Impedance

* = MSB

Figure 11a. Write Extended Address Register Instruction
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8.2.8 Enter 4-Byte Address Mode (B7h)

The Enter 4-Byte Address Mode instruction (Figure 12) will allow 32-bit address (A31-A0) to be used to
access the memory array beyond 128Mb. The Enter 4-Byte Address Mode instruction is entered by driving
/CS low, shifting the instruction code “B7h” into the DI pin and then driving /CS high.

o) X/ S S X

DO High Impedance

(101)

Figure 12. Enter 4-Byte Address Mode instruction

8.2.9 Exit 4-Byte Address Mode (E9h)

In order to be backward compatible, the Exit 4-Byte Address Mode instruction (Figure 13) will only allow
24-bit address (A23-A0) to be used to access the memory array up to 128Mb. The Extended Address
Register must be used to access the memory array beyond 128Mb. The Exit 4-Byte Address Mode
instruction is entered by driving /CS low, shifting the instruction code “E9h” into the DI pin and then driving
/CS high.

%7 Instruction (ESh) 4>‘

oy X/ /X

DO High Impedance

Figure 13. Exit 4-Byte Address Mode instruction
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8.2.10 Read Data (03h)

The Read Data instruction allows one or more data bytes to be sequentially read from the memory. The
instruction is initiated by driving the /CS pin low and then shifting the instruction code “03h” followed by a
24-bit address (A23-A0) or a 32-bit address (A31-A0) into the DI pin. The code and address bits are
latched on the rising edge of the CLK pin. After the address is received, the data byte of the addressed
memory location will be shifted out on the DO pin at the falling edge of CLK with most significant bit (MSB)
first. The address is automatically incremented to the next higher address after each byte of data is shifted
out allowing for a continuous stream of data. This means that the entire memory can be accessed with a
single instruction as long as the clock continues. The instruction is completed by driving /CS high.

The Read Data instruction sequence is shown in Figure 14. If a Read Data instruction is issued while an
Erase, Program or Write cycle is in process (BUSY=1) the instruction is ignored and will not have any
effects on the current cycle. The Read Data instruction allows clock rates from D.C. to a maximum of frR
(see AC Electrical Characteristics).

8
T

Mode 3 0 1 2 3 4 5 6 7 8 9 10 28 29 30 31 32 33 34 3 36 37 38 39

1

‘47 Instruction (03h) 4>}<7 24-Bit Address 4>‘

(09 — X\ /T XEXEX XXX X X X

v Data Out 1 —

[—

[—

DO High Impedance A —

(10) l 20906000048
*

* =MSB

Figure 14. Read Data Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.11 Read Data with 4-Byte Address (13h)

The Read Data with 4-Byte Address instruction is similar to the Read Data (03h) instruction. Instead of 24-
bit address, 32-bit address is needed following the instruction code 13h. No matter the device is operating
in 3-Byte Address Mode or 4-byte Address Mode, the Read Data with 4-Byte Address instruction will
always require 32-bit address to access the entire 256Mb memory.

The Read Data with 4-Byte Address instruction sequence is shown in Figure 15. If this instruction is issued
while an Erase, Program or Write cycle is in process (BUSY=1) the instruction is ignored and will not have
any effects on the current cycle. The Read Data with 4-Byte Address instruction allows clock rates from
D.C. to a maximum of fR (see AC Electrical Characteristics).

Mode 3 0 1 2 3 4 5 6 7 8 9 10 36 37 38 39 40 41 42 43 44 45 46 47
]

%7 Instruction (13h) 4>~<7 32-Bit Address 4%
(00 XXX X X X X

*
y+—— Data Out 1 E—

—

—

DO High Impedance ‘ —_

(10) & 2.0.9.0.0.60.6.0 G
*

* =MSB

I

Figure 15. Read Data with 4-Byte Address Instruction
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8.2.12 Fast Read (0Bh)

The Fast Read instruction is similar to the Read Data instruction except that it can operate at the highest
possible frequency of FR (see AC Electrical Characteristics). This is accomplished by adding eight
“‘dummy” clocks after the 24/32-bit address as shown in Figure 16. The dummy clocks allow the devices
internal circuits additional time for setting up the initial address. During the dummy clocks the data value
on the DO pin is a “don’t care”.

Fi Instruction (0Bh) 4>}<7 24-Bit Address 4%
@ XN AYaR oo asReeoan
*

DO High Impedance

* =MSB

I

31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

o
=
I

A\

XXX X XXX X

v Data Out 1 E— Data Out 2 —

(-

(-

DO High Impedance Y —_

(10, 2,0,0.0.60.60.6.0000000606.0.GE
* *

Figure 16a. Fast Read Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.13 Fast Read with 4-Byte Address (0Ch)

The Fast Read with 4-Byte Address instruction is similar to the Fast Read instruction except that it
requires 32-bit address instead of 24-bit address. No matter the device is operating in 3-Byte Address
Mode or 4-byte Address Mode, the Read Data with 4-Byte Address instruction will always require 32-bit
address to access the entire 256Mb memory.

Fi Instruction (0Ch) 4>}<7 32-Bit Address ———»

DI S

109 —X N\ AAWARR O O OL 060600
*

DO High Impedance
(10,)
* = MSB
ICS
{ p—
_..39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
)—

‘47 Dummy Clocks 4%

--- /s { p—
(BIO) Lo (X X X X X X X X o
e

e

v Data Out 1 — Data Out 2 —

DO High Impedance Y
(10,) 209.9.0.09.0.60.060.0000006.04
* *

Figure 17. Fast Read with 4-Byte Address Instruction

Publication Release Date: September 3, 2018
-42 - — Revision B



W25R256JV
Y/ winbond I/ 4

8.2.14 Fast Read Dual Output (3Bh)

The Fast Read Dual Output (3Bh) instruction is similar to the standard Fast Read (0OBh) instruction except
that data is output on two pins; 100 and 101. This allows data to be transferred at twice the rate of standard
SPI devices. The Fast Read Dual Output instruction is ideal for quickly downloading code from Flash to
RAM upon power-up or for applications that cache code-segments to RAM for execution.

Similar to the Fast Read instruction, the Fast Read Dual Output instruction can operate at the highest
possible frequency of FR (see AC Electrical Characteristics). This is accomplished by adding eight
“dummy” clocks after the 24/32-bit address as shown in Figure 18. The dummy clocks allow the device's
internal circuits additional time for setting up the initial address. The input data during the dummy clocks is
“don’t care”. However, the 100 pin should be high-impedance prior to the falling edge of the first data out
clock.

DO High Impedance
(10,
* =MSB
ICS
. 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55
CLK
10, switches from
Dummy Clocks a In;l))ut to Output
DI ===\ | | | | --
0 6 4 2 0 6 4 2 0 6 4 2 0 6 4 2 0 6
(10y) --—/ ! p | | --
High Impedance i i ; p—
(IIDOO) cl i 7 5 3 1 7 5 3 1 7 5 3 1 7 5 3 1 7
1 | | | ! --
X Data Out 1 —»-«* Data Out 2 —»-«* Data Out 3 —»-«* Data Out4 —»

Figure 18. Fast Read Dual Output Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.15 Fast Read Dual Output with 4-Byte Address (3Ch)

The Fast Read Dual Output with 4-Byte Address instruction is similar to the Fast Read Dual Output
instruction except that it requires 32-bit address instead of 24-bit address. No matter the device is
operating in 3-Byte Address Mode or 4-byte Address Mode, the Fast Read Dual Output with 4-Byte

Address instruction will always require 32-bit address to access the entire 256Mb memory.

winbond

W25R256JV

High Impedance

‘47 Instruction (3Ch) 4+7 32-Bit Address 4%

DI oo

oy XN/ AW OO O 60.60.60 N
*

37

38

39

DO
(10y)
* = MSB
/ICS
. 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
CLK
10, switches from 1
Dummy Clocks Input to Output | | 3
DI ===\ | | | | e
0 6 4 2 0 6 4 2 0 6 4 2 0 6 4 0 6
(100) -eant' 3 : : N—..
High Impedance i 3 : -
DO oh mp 7X5X3X1X7X5X3X1X7X5X3X1X7Xs5 1 X7
(104) | --

-« Data Out 1 —»«* Data Out 2 —»* Data Out3 —w* Data Out4 —»

Figure 19. Fast Read Dual Output with 4-Byte Address Instruction
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8.2.16 Fast Read Quad Output (6Bh)

The Fast Read Quad Output (6Bh) instruction is similar to the Fast Read Dual Output (3Bh) instruction
except that data is output on four pins, IO, 101, 102, and 10s. The Quad Enable (QE) bit in Status
Register-2 must be set to 1 before the device will accept the Fast Read Quad Output Instruction. The Fast
Read Quad Output Instruction allows data to be transferred at four times the rate of standard SPI devices.

The Fast Read Quad Output instruction can operate at the highest possible frequency of FR (see AC
Electrical Characteristics). This is accomplished by adding eight “dummy” clocks after the 24/32-bit
address as shown in Figure 20. The dummy clocks allow the device's internal circuits additional time for
setting up the initial address. The input data during the dummy clocks is “don’t care”. However, the 1O pins
should be high-impedance prior to the falling edge of the first data out clock.

__E/I_oggg__ 0 1 2 3 4 5 6 7 8 9 10 28 29 30 31__
L}
CLK Mode O ! |||||||
H Instruction (6Bh) 4%47 24-Bit Address 4%
6 _ XN/ N\ XEEXE= XXX
*

High Impedance

10,

0, High Impedance

0, High Impedance
* =MSB

/ICS

L 40 41 42 43 44 45 46 47

i 10, switches from |
‘ Dummy Clocks ‘ﬁ Input to Output

£.0.0.0.00.a
5606000060
3 0.060.0600008
o High Impedance

Bytel | Byte2 | Byte3 | Byte 4

4

S

High Impedance

O

High Impedance

o
N

Figure 20. Fast Read Quad Output Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.17 Fast Read Quad Output with 4-Byte Address (6Ch)

The Fast Read Quad Output with 4-Byte Address instruction is similar to the Fast Read Quad Output
instruction except that it requires 32-bit address instead of 24-bit address. No matter the device is
operating in 3-Byte Address Mode or 4-byte Address Mode, the Fast Read Quad Output with 4-Byte
Address instruction will always require 32-bit address to access the entire 256Mb memory.

Fi Instruction (6Ch) 4>F7 32-Bit Address 4%
0 _ X\ 00220660 N
*

High Impedance

10,

High Impedance

10,
High Impedance

105

* =MSB

39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

High Impedance
10, g p

High Impedance
10, g p

High Impedance
10 ¢} p

Byte2 | Byte3 | Byte4

Byte 1

Figure 21. Fast Read Quad Output with 4-Byte Address Instruction
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8.2.18 Fast Read Dual I/O (BBh)

The Fast Read Dual I/O (BBh) instruction allows for improved random access while maintaining two 10
pins, 100 and 10:. It is similar to the Fast Read Dual Output (3Bh) instruction but with the capability to input
the Address bits (A23/A31-0) two bits per clock. This reduced instruction overhead may allow for code
execution (XIP) directly from the Dual SPI in some applications.

Fast Read Dual I/O with “Continuous Read Mode”

The Fast Read Dual I/O instruction can further reduce instruction overhead through setting the
“Continuous Read Mode” bits (M7-0) after the input Address bits (A23/A31-0), as shown in Figure 22a.
The upper nibble of the (M7-4) controls the length of the next Fast Read Dual I/O instruction through the
inclusion or exclusion of the first byte instruction code. The lower nibble bits of the (M3-0) are don'’t care
(“x”). However, the 10 pins should be high-impedance prior to the falling edge of the first data out clock.

If the “Continuous Read Mode” bits M5-4 = (1,0), then the next Fast Read Dual I/O instruction (after /CS is
raised and then lowered) does not require the BBh instruction code, as shown in Figure 22b. This reduces
the instruction sequence by eight clocks and allows the Read address to be immediately entered after /CS
is asserted low. If the “Continuous Read Mode” bits M5-4 do not equal to (1,0), the next instruction (after
/CS is raised and then lowered) requires the first byte instruction code, thus returning to normal operation.
It is recommended to input FFFFh/FFFFFh on 100 for the next instruction (16/20 clocks), to ensure M4 =1
and return the device to normal operation.

. E/I_Ogg g: . 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 .
CLK Mode O : I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I
- Instruction (BBh) A23-16 A15-8 A7-0 ! M7-0

e o aaVaEEEV AR 000 6 0 0 6.0.0.0.0.0.0 0.0.aN
00 DO 000000000000

*
* =MSB

/ICS

Figure 22a. Fast Read Dual I/O Instruction (Initial instruction or previous M5-4 = 10)
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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. l_\/lggg § . 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 .
CLK Mode 0 ' I | I | I | I | I | I | I | I | I | I | I | I | I | I | I | I
A23-16 i A15-8 i A7-0 ; M7-0

0y @@@@@Q@QGOGQGOG 0
(0 @@@Q@@QOGGOOGGG o)

* = MSB
ICS
CLK
| 10s switch from )
3 s Input to Output
DI == 1 -
(10g) --—/ | | | -
(09 -2 0690099006900690 T

Byte 1 i* Byte 2 i* Byte 3 i* Byte 4

Figure 22b. Fast Read Dual I/O Instruction (Previous instruction set M5-4 =10 )
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.19 Fast Read Dual I/O with 4-Byte Address (BCh)

The Fast Read Dual I/O with 4-Byte Address instruction is similar to the Fast Read Dual I/O instruction
except that it requires 32-bit address instead of 24-bit address. No matter the device is operating in 3-Byte
Address Mode or 4-byte Address Mode, the Fast Read Dual I1/O with 4-Byte Address instruction will
always require 32-bit address to access the entire 256Mb memory.

%7 Instruction (BCh) 4%47 32-Bit Address ——» M7-0

wog X/ S \/ m::::
10 XX~ XXX OXEOEXE

* = MSB

10s switch from
Input to Output

Figure 23a. Fast Read Dual I/0 with 4-Byte Address Instruction (Initial instruction or previous M5-4 = 10)
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12 13 14 15 16 17 18 19 _

32-Bit Address M7-0

S EXEXEXD 00000006a
2 ——EEEE 0000000 aN

*
* = MSB
ICS

CLK

10s switch from
DI ===
(10) ---

DO --*
(10) ---

Figure 23b. Fast Read Dual I/0O with 4-Byte Address Instruction (Previous instruction set M5-4 = 10)
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8.2.20 Fast Read Quad I/O (EBh)

The Fast Read Quad I/0O (EBh) instruction is similar to the Fast Read Dual I/O (BBh) instruction except
that address and data bits are input and output through four pins IO, 101, 102 and 103 and four Dummy
clocks are required prior to the data output. The Quad I/O dramatically reduces instruction overhead
allowing faster random access for code execution (XIP) directly from the Quad SPI. The Quad Enable bit
(QE) of Status Register-2 must be set to enable the Fast Read Quad I/O Instruction.

Fast Read Quad I/O with “Continuous Read Mode”

The Fast Read Quad I/O instruction can further reduce instruction overhead through setting the
“Continuous Read Mode” bits (M7-0) after the input Address bits (A23/A31-0), as shown in Figure 24a.
The upper nibble of the (M7-4) controls the length of the next Fast Read Quad /O instruction through the
inclusion or exclusion of the first byte instruction code. The lower nibble bits of the (M3-0) are don'’t care
(“x”). However, the 1O pins should be high-impedance prior to the falling edge of the first data out clock.

If the “Continuous Read Mode” bits M5-4 = (1,0), then the next Fast Read Quad I/O instruction (after /CS
is raised and then lowered) does not require the EBh instruction code, as shown in Figure 24b. This
reduces the instruction sequence by eight clocks and allows the Read address to be immediately entered
after /CS is asserted low. If the “Continuous Read Mode” bits M5-4 do not equal to (1,0), the next
instruction (after /CS is raised and then lowered) requires the first byte instruction code, thus returning to
normal operation. It is recommended to input FFh/3FFh on 100 for the next instruction (8/10 clocks), to
ensure M4 =1 and return the device to normal operation.

)
|

Mode 3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

. | | | i 10s switch from
}47 Instruction (EBh) 4>‘ A23-16 | A15-8 | A7-0 | M7-0 Dummy | Dummy ﬁlnputtoOutput

10, X_/ 20X16X12X 8 X 4 X0 XA X0 4}14
. PN
§ § § § |

10 22X 18X14X10X 6 X2X6X?2 6 X 6

2 0000, 000,
! !
! !

i i i v
10, 23 X 19 X 15 X 11 X 7 3 X7 3 7 3 X7 3 X7
i i i i |

TTTETTTT 0

Bytel | Byte2 | Byte3

Figure 24a. Fast Read Quad I/O Instruction (Initial instruction or previous M5-4#10)

32-Bit Address is required when the device is operating in 4-Byte Address Mode
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J
I

__Mode3__ 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
CLK '
Mode 0
| | | | 10s switch from
A23-16 | Al15-8 | A7-0 | M7-0 Dummy | Dummy I Input to Output
| | | | | —_
IO0 20 X 16 X 12 8 4 0 4 0 4 0 4 0 4
: : : : i —_
| | | | | —
IO1 21 X 17 X 13 9 5 1 5 1 5 1 5 1 5
| | | | N
NS N —
10, 22X18X14X10X 6 X2 X6 X2 6 X2X6X2X6
| | | | | L
: : : : : —_
10, 23 X19 X15 X11 X 7 3 7 3 7 3 7 3 7
! i | i i —
| | | Bytel | Byte2 | Byte3

Figure 24b. Fast Read Quad I/O Instruction (Previous instruction set M5-4 = 10)
32-Bit Address is required when the device is operating in 4-Byte Address Mode

Fast Read Quad I/0 with “8/16/32/64-Byte Wrap Around”

The Fast Read Quad /O instruction can also be used to access a specific portion within a page by issuing
a “Set Burst with Wrap” (77h) command prior to EBh. The “Set Burst with Wrap” (77h) command can
either enable or disable the “Wrap Around” feature for the following EBh commands. When “Wrap
Around” is enabled, the data being accessed can be limited to either an 8, 16, 32 or 64-byte section of a
256-byte page. The output data starts at the initial address specified in the instruction, once it reaches the
ending boundary of the 8/16/32/64-byte section, the output will wrap around to the beginning boundary
automatically until /CS is pulled high to terminate the command.

The Burst with Wrap feature allows applications that use cache to quickly fetch a critical address and then
fill the cache afterwards within a fixed length (8/16/32/64-byte) of data without issuing multiple read
commands.

The “Set Burst with Wrap” instruction allows three “Wrap Bits”, W6-4 to be set. The W4 bit is used to
enable or disable the “Wrap Around” operation while W6-5 are used to specify the length of the wrap
around section within a page. Refer to section 8.2.24 for detail descriptions.

Publication Release Date: September 3, 2018
-52- — Revision B



W25R256JV
Y/ winbond /] 4

8.2.21 Fast Read Quad I/O with 4-Byte Address (ECh)

The Fast Read Quad I/O with 4-Byte Address instruction is similar to the Fast Read Dual 1/O instruction
except that it requires 32-bit address instead of 24-bit address. No matter the device is operating in 3-Byte
Address Mode or 4-byte Address Mode, the Fast Read Quad I/O with 4-Byte Address instruction will
always require 32-bit address to access the entire 256Mb memory.

)
|

Mode 3 0 1 2 3 4 5 6 7 8 9 14 15 16 17 18 19 20 21 22 23 24 25
"

! 10s switch from

‘47 Instruction (ECh) 4% 32-BitAddress  —» M7-0 | Dummy | Dummy | _—— 5N O

10, 30 @ 6

10, XX, XOCEXEG YEXOCX

v
Bytel | Byte2 | Byte3

)
o
N

ITTTTTTT I

Figure 25a. Fast Read Quad I/0 with 4-Byte Address Instruction (Initial instruction or previous M5-4+10)
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|

[T rrrrr I

Bytel | Byte2 Byte 3

Figure 25b. Fast Read Quad I/O with 4-Byte Address Instruction (Previous instruction set M5-4 = 10)

Fast Read Quad I/0 with “8/16/32/64-Byte Wrap Around”

The Fast Read Quad /O instruction can also be used to access a specific portion within a page by issuing
a “Set Burst with Wrap” (77h) command prior to ECh. The “Set Burst with Wrap” (77h) command can
either enable or disable the “Wrap Around” feature for the following ECh commands. When “Wrap
Around” is enabled, the data being accessed can be limited to either an 8, 16, 32 or 64-byte section of a
256-byte page. The output data starts at the initial address specified in the instruction, once it reaches the
ending boundary of the 8/16/32/64-byte section, the output will wrap around to the beginning boundary
automatically until /CS is pulled high to terminate the command.

The Burst with Wrap feature allows applications that use cache to quickly fetch a critical address and then
fill the cache afterwards within a fixed length (8/16/32/64-byte) of data without issuing multiple read
commands.

The “Set Burst with Wrap” instruction allows three “Wrap Bits”, W6-4 to be set. The W4 bit is used to
enable or disable the “Wrap Around” operation while W6-5 are used to specify the length of the wrap
around section within a page. Refer to section 8.2.24 for detail descriptions.
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8.2.22 Word Read Quad I/O (E7h)

The Word Read Quad I/0 (E7h) instruction is similar to the Fast Read Quad 1/O (EBh) instruction except
that the lowest Address bit (AO) must equal 0 and only two Dummy clocks are required prior to the data
output. The Quad I/O dramatically reduces instruction overhead allowing faster random access for code
execution (XIP) directly from the Quad SPI. The Quad Enable bit (QE) of Status Register-2 must be set to
enable the Word Read Quad I/O Instruction.

Word Read Quad I/O with “Continuous Read Mode”

The Word Read Quad I/O instruction can further reduce instruction overhead through setting the
“Continuous Read Mode” bits (M7-0) after the input Address bits (A23/A31-0), as shown in Figure 26a.
The upper nibble of the (M7-4) controls the length of the next Fast Read Quad I/O instruction through the
inclusion or exclusion of the first byte instruction code. The lower nibble bits of the (M3-0) are don'’t care
(“X”). However, the 1O pins should be high-impedance prior to the falling edge of the first data out clock.

If the “Continuous Read Mode” bits M5-4 = (1,0), then the next Fast Read Quad I/O instruction (after /CS
is raised and then lowered) does not require the E7h instruction code, as shown in Figure 26b. This
reduces the instruction sequence by eight clocks and allows the Read address to be immediately entered
after /CS is asserted low. If the “Continuous Read Mode” bits M5-4 do not equal to (1,0), the next
instruction (after /CS is raised and then lowered) requires the first byte instruction code, thus returning to
normal operation. It is recommended to input FFh/3FFh on 100 for the next instruction (8/10 clocks), to
ensure M4 =1 and return the device to normal operation.

)
|

Mode 3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21

Fi Instruction (E7h) 4% A23-16 | Al15-8 | A7-0 | M7-0 | Dummy ﬁ:?;jﬁ%&ﬂq

o X7
‘ ‘ ‘ : :

10, 22X 1814 X10X 6 X 2 X6 X 2 s X2 X6X2Xs
| | | | |

| i i v
10 2319:1511‘7 3K7T X3 TX3XN7 3IRN7

TTTTTTTT 0

Bytel | Byte2 | Byte3

Figure 26a. Word Read Quad /O Instruction (Initial instruction or previous M5-4 # 10)
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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J
I

_Mode3 . 0 1 2 3 4 5 6 7 8 9 10 11 12 13
CLK : I | I | I | I |
Mode 0 -
A23-16 | A15-8 | A7-0 | M7-0 | Dummy ﬁ:nopsuf\;\gtcohug;rp
10, 20 16?12 8?4 oj4 0 4?14
: : : : i —
: : : : 3 —
3 3 3 3 ‘
3 3 3 3 3 —
10, 22 X18 X14 X120 X 6 X 2 X 6 X 2 s X2 X X2 X6
o Y
10, 23X19X15 X110 X 7 X 3 X 7 X 3 7X3X7X3X7
: : : : : —_—
| | | Bytel | Byte2 | Byte3

Figure 26b. Word Read Quad /O Instruction (Previous instruction set M5-4 = 10)
32-Bit Address is required when the device is operating in 4-Byte Address Mode

Word Read Quad I/0 with “8/16/32/64-Byte Wrap Around”

The Word Read Quad I/O instruction can also be used to access a specific portion within a page by
issuing a “Set Burst with Wrap” (77h) command prior to E7h. The “Set Burst with Wrap” (77h) command
can either enable or disable the “Wrap Around” feature for the following E7h commands. When “Wrap
Around” is enabled, the data being accessed can be limited to either an 8, 16, 32 or 64-byte section of a
256-byte page. The output data starts at the initial address specified in the instruction, once it reaches the
ending boundary of the 8/16/32/64-byte section, the output will wrap around to the beginning boundary
automatically until /CS is pulled high to terminate the command.

The Burst with Wrap feature allows applications that use cache to quickly fetch a critical address and then
fill the cache afterwards within a fixed length (8/16/32/64-byte) of data without issuing multiple read
commands.

The “Set Burst with Wrap” instruction allows three “Wrap Bits”, W6-4 to be set. The W4 bit is used to
enable or disable the “Wrap Around” operation while W6-5 are used to specify the length of the wrap
around section within a page. See 8.2.24 for detail descriptions.
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8.2.23 Octal Word Read Quad I/O (E3h)

The Octal Word Read Quad I/O (E3h) instruction is similar to the Fast Read Quad I/O (EBh) instruction
except that the lower four Address bits (A0, Al, A2, A3) must equal 0. As a result, the dummy clocks are
not required, which further reduces the instruction overhead allowing even faster random access for code
execution (XIP). The Quad Enable bit (QE) of Status Register-2 must be set to enable the Octal Word
Read Quad 1I/O Instruction.

Octal Word Read Quad I/O with “Continuous Read Mode”

The Octal Word Read Quad 1/O instruction can further reduce instruction overhead through setting the
“Continuous Read Mode” bits (M7-0) after the input Address bits (A23/A31-0), as shown in Figure 27a.
The upper nibble of the (M7-4) controls the length of the next Octal Word Read Quad I/O instruction
through the inclusion or exclusion of the first byte instruction code. The lower nibble bits of the (M3-0) are
don’t care (“x”). However, the 10 pins should be high-impedance prior to the falling edge of the first data
out clock.

If the “Continuous Read Mode” bits M5-4 = (1,0), then the next Fast Read Quad I/O instruction (after /CS
is raised and then lowered) does not require the E3h instruction code, as shown in Figure 27b. This
reduces the instruction sequence by eight clocks and allows the Read address to be immediately entered
after /CS is asserted low. If the “Continuous Read Mode” bits M5-4 do not equal to (1,0), the next
instruction (after /CS is raised and then lowered) requires the first byte instruction code, thus returning to
normal operation. It is recommended to input FFh/3FFh on 100 for the next instruction (8/10 clocks), to
ensure M4 =1 and return the device to normal operation.

)
|

_Mode3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21
CLK Mode 0 : I —_
%7 Instruction (E3h) 4% A2316 | A58 | A70 | M70 | :g;uf‘fg‘g‘ugﬁ‘ |

3 3 3 3 3 ! 3 —

0, _ X/ 900900000 000000
A~ —

PG00 0000606666
| | | | | | ——

D00 00000000000
| | | | | | —

10, 9,000 9.9.9.09.9.0 0,000

! Bytel | Byte2 | Byte3 | Byte4

Figure 27a. Octal Word Read Quad 1/O Instruction (Initial instruction or previous M5-4 # 10)
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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J
[

_Mode3 0 1 2 3 4 5 6 7 8 9 10 11 12 13
CLK Mode 0 : I —
A23-16 A15-8 A7-0 M7-0 /%:S;umta{rpog | _

10, 90.60.000 000000 00 Gl
I i —

10, 99.09.060.6 06.0.06.06 608 Gl
| | | | | | —
0000000060006 as
| | | i i | —

10, —

| Bytel | Byte2 | Byte3 | Byted

Figure 27b. Octal Word Read Quad 1/O Instruction (Previous instruction set M5-4 = 10)
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.24 Set Burst with Wrap (77h)

The Set Burst with Wrap (77h) instruction is used in conjunction with “Fast Read Quad 1/0” and “Word
Read Quad I/O” instructions to access a fixed length of 8/16/32/64-byte section within a 256-byte page.
Certain applications can benefit from this feature and improve the overall system code execution
performance.

Similar to a Quad I/O instruction, the Set Burst with Wrap instruction is initiated by driving the /CS pin low
and then shifting the instruction code “77h” followed by 24/32 dummy bits and 8 “Wrap Bits”, W7-0. The
instruction sequence is shown in Figure 28. Wrap bit W7 and the lower nibble W3-0 are not used.

W4 =0 W4 =1 (DEFAULT)
W6, W5
Wrap Around Wrap Length Wrap Around Wrap Length
00 Yes 8-byte No N/A
0 1 Yes 16-byte No N/A
10 Yes 32-byte No N/A
11 Yes 64-byte No N/A

Once W6-4 is set by a Set Burst with Wrap instruction, all the following “Fast Read Quad 1/0” and “Word
Read Quad I/O” instructions will use the W6-4 setting to access the 8/16/32/64-byte section within any
page. To exit the “Wrap Around” function and return to normal read operation, another Set Burst with
Wrap instruction should be issued to set W4 = 1. The default value of W4 upon power on or after a
software reset is 1.

don't I Wrap Bit
care !

TN TN @ ——
XX XN ———

. dont | don't
Pi Instruction (77h) 4>‘ care | care

0, KRKRKARK KX o p———

10 XX

Figure 28. Set Burst with Wrap Instruction

32-Bit dummy bits are required when the device is operating in 4-Byte Address Mode
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8.2.25 Page Program (02h)

The Page Program instruction allows from one byte to 256 bytes (a page) of data to be programmed at
previously erased (FFh) memory locations. A Write Enable instruction must be executed before the device
will accept the Page Program Instruction (Status Register bit WEL= 1). The instruction is initiated by
driving the /CS pin low then shifting the instruction code “02h” followed by a 24/32-bit address (A23/A31-
AQ) and at least one data byte, into the DI pin. The /CS pin must be held low for the entire length of the
instruction while data is being sent to the device. The Page Program instruction sequence is shown in
Figure 29.

If an entire 256 byte page is to be programmed, the last address byte (the 8 least significant address bits)
should be set to 0. If the last address byte is not zero, and the number of clocks exceeds the remaining
page length, the addressing will wrap to the beginning of the page. In some cases, less than 256 bytes (a
partial page) can be programmed without having any effect on other bytes within the same page. One
condition to perform a partial page program is that the number of clocks cannot exceed the remaining
page length. If more than 256 bytes are sent to the device the addressing will wrap to the beginning of the
page and overwrite previously sent data.

As with the write and erase instructions, the /CS pin must be driven high after the eighth bit of the last byte
has been latched. If this is not done the Page Program instruction will not be executed. After /CS is driven
high, the self-timed Page Program instruction will commence for a time duration of tpp (See AC
Characteristics). While the Page Program cycle is in progress, the Read Status Register instruction may
still be accessed for checking the status of the BUSY bit. The BUSY bit is a 1 during the Page Program
cycle and becomes a 0 when the cycle is finished and the device is ready to accept other instructions
again. After the Page Program cycle has finished the Write Enable Latch (WEL) bit in the Status Register
is cleared to 0. The Page Program instruction will not be executed if the addressed page is protected by
the Block Protect (CMP, TB, BP3, BP2, BP1, and BPO) bits or the Individual Block/Sector Locks.

ICS \
__[\/I_Oggi_i__ 0 1 2 3 4 5 6 7 8 9 10 28 29 30 31 32 33 34 35 36 37 38 39__
CLK ModeO !

Fi Instruction (02h) 4>}<7 24-Bit Address 4>}<7 Data Byte 1 4%
DI .-
1oy XN\ 9060600006060
* *

* =MSB

ICS /

N MY L O~ O O
NN N NN N KON
S © © o ©o o o o
& & & & & & & 9«

39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

Data Byte 2 4>}<7 Data Byte 3 4>} ————— H Data Byte 256 4>‘

DI -~
©y - GGBGGGQQGGGOQGGQ GGBOGGGQ.A

Figure 29a. Page Program Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.26 Quad Input Page Program (32h)

The Quad Page Program instruction allows up to 256 bytes of data to be programmed at previously
erased (FFh) memory locations using four pins: 100, 101, 102, and 103. The Quad Page Program can
improve performance for PROM Programmer and applications that have slow clock speeds <5MHz.
Systems with faster clock speed will not realize much benefit for the Quad Page Program instruction since
the inherent page program time is much greater than the time it take to clock-in the data.

To use Quad Page Program the Quad Enable (QE) bit in Status Register-2 must be set to 1. A Write
Enable instruction must be executed before the device will accept the Quad Page Program instruction
(Status Register-1, WEL=1). The instruction is initiated by driving the /CS pin low then shifting the
instruction code “32h” followed by a 24/32-bit address (A23/A31-A0) and at least one data byte, into the 10
pins. The /CS pin must be held low for the entire length of the instruction while data is being sent to the
device. All other functions of Quad Page Program are identical to standard Page Program. The Quad
Page Program instruction sequence is shown in Figure 30.

__Mode3__ o 1 2 3 4 5 6 7 8 9 10 28 29 30 31
CLK Mode 0 ' I | I | I | I
‘47 Instruction (32h) 4+7 24-Bit Address 4%
0 X\ ~(XXXe
*

* =MSB

ICS /

Byte
254

Byte

Byte 1 255

Byte 2 | Byte 3

| 253 256

0 0000000000 0000ane
00 000060000000 ara
0.0 0000060000600
- —OOOO00——EOOPOOO L

Figure 30. Quad Input Page Program Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.27 Sector Erase (20h)

The Sector Erase instruction sets all memory within a specified sector (4K-bytes) to the erased state of all
1s (FFh). A Write Enable instruction must be executed before the device will accept the Sector Erase
Instruction (Status Register bit WEL must equal 1). The instruction is initiated by driving the /CS pin low
and shifting the instruction code “20h” followed a 24/32-bit sector address (A23/A31-A0). The Sector
Erase instruction sequence is shown in Figure 31a & 31b.

The /CS pin must be driven high after the eighth bit of the last byte has been latched. If this is not done the
Sector Erase instruction will not be executed. After /CS is driven high, the self-timed Sector Erase
instruction will commence for a time duration of tSe (See AC Characteristics). While the Sector Erase
cycle is in progress, the Read Status Register instruction may still be accessed for checking the status of
the BUSY bit. The BUSY bit is a 1 during the Sector Erase cycle and becomes a 0 when the cycle is
finished and the device is ready to accept other instructions again. After the Sector Erase cycle has
finished the Write Enable Latch (WEL) bit in the Status Register is cleared to 0. The Sector Erase
instruction will not be executed if the addressed page is protected by the Block Protect (CMP, TB, BP3,
BP2, BP1, and BPO) bits or the Individual Block/Sector Locks.

%7 Instruction (20h) 4%4— 24-Bit Address —ﬁ
oy XN /\ EXXXX
*

DO High Impedance

(10, * =MSB

Figure 31a. Sector Erase Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.28 32KB Block Erase (52h)

The Block Erase instruction sets all memory within a specified block (32K-bytes) to the erased state of all
1s (FFh). A Write Enable instruction must be executed before the device will accept the Block Erase
Instruction (Status Register bit WEL must equal 1). The instruction is initiated by driving the /CS pin low
and shifting the instruction code “52h” followed a 24/32-bit block address (A23/A31-A0). The Block Erase
instruction sequence is shown in Figure 32a & 32b.

The /CS pin must be driven high after the eighth bit of the last byte has been latched. If this is not done the
Block Erase instruction will not be executed. After /CS is driven high, the self-timed Block Erase instruction
will commence for a time duration of tBE1l (See AC Characteristics). While the Block Erase cycle is in
progress, the Read Status Register instruction may still be accessed for checking the status of the BUSY
bit. The BUSY bit is a 1 during the Block Erase cycle and becomes a 0 when the cycle is finished and the
device is ready to accept other instructions again. After the Block Erase cycle has finished the Write
Enable Latch (WEL) bit in the Status Register is cleared to 0. The Block Erase instruction will not be
executed if the addressed page is protected by the Block Protect (CMP, TB, BP3, BP2, BP1, and BPO)
bits or the Individual Block/Sector Locks.

%7 Instruction (52h) 4%4— 24-Bit Address —»‘
10 XXX X
*

DO High Impedance

(10 % = MSB

Figure 32a. 32KB Block Erase Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.29 64KB Block Erase (D8h)

The Block Erase instruction sets all memory within a specified block (64K-bytes) to the erased state of all
1s (FFh). A Write Enable instruction must be executed before the device will accept the Block Erase
Instruction (Status Register bit WEL must equal 1). The instruction is initiated by driving the /CS pin low
and shifting the instruction code “D8h” followed a 24/32-bit block address (A23/A31-A0). The Block Erase
instruction sequence is shown in Figure 33a & 33b.

The /CS pin must be driven high after the eighth bit of the last byte has been latched. If this is not done the
Block Erase instruction will not be executed. After /CS is driven high, the self-timed Block Erase instruction
will commence for a time duration of tBE (See AC Characteristics). While the Block Erase cycle is in
progress, the Read Status Register instruction may still be accessed for checking the status of the BUSY
bit. The BUSY bit is a 1 during the Block Erase cycle and becomes a 0 when the cycle is finished and the
device is ready to accept other instructions again. After the Block Erase cycle has finished the Write
Enable Latch (WEL) bit in the Status Register is cleared to 0. The Block Erase instruction will not be
executed if the addressed page is protected by the Block Protect (CMP, TB, BP3, BP2, BP1, and BPO)
bits or the Individual Block/Sector Locks.

< Instruction (D8h) ————»{«— 24-Bit Address —»
oy X/ S EXXX X
*

DO High Impedance
(19)

* =MSB

Figure 33a. 64KB Block Erase Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.30 Chip Erase (C7h/60h)

The Chip Erase instruction sets all memory within the device to the erased state of all 1s (FFh). A Write
Enable instruction must be executed before the device will accept the Chip Erase Instruction (Status
Register bit WEL must equal 1). The instruction is initiated by driving the /CS pin low and shifting the
instruction code “C7h” or “60h”. The Chip Erase instruction sequence is shown in Figure 34.

The /CS pin must be driven high after the eighth bit has been latched. If this is not done the Chip Erase
instruction will not be executed. After /CS is driven high, the self-timed Chip Erase instruction will
commence for a time duration of tCe (See AC Characteristics). While the Chip Erase cycle is in progress,
the Read Status Register instruction may still be accessed to check the status of the BUSY bit. The BUSY
bit is a 1 during the Chip Erase cycle and becomes a 0 when finished and the device is ready to accept
other instructions again. After the Chip Erase cycle has finished the Write Enable Latch (WEL) bit in the
Status Register is cleared to 0. The Chip Erase instruction will not be executed if any memory region is
protected by the Block Protect (CMP, TB, BP3, BP2, BP1, and BPO0) bits or the Individual Block/Sector
Locks.

DO High Impedance

Figure 34. Chip Erase Instruction
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8.2.31 Erase/Program Suspend (75h)

The Erase/Program Suspend instruction “75h”, allows the system to interrupt a Sector or Block Erase
operation or a Page Program operation and then read from or program/erase data to, any other sectors or
blocks. The Erase/Program Suspend instruction sequence is shown in Figure 35a & 35b.

The Write Status Register instruction (01h) and Erase instructions (20h, 52h, D8h, C7h, 60h, 44h) are not
allowed during Erase Suspend. Erase Suspend is valid only during the Sector or Block erase operation. If
written during the Chip Erase operation, the Erase Suspend instruction is ignored. The Write Status
Register instruction (01h) and Program instructions (02h, 32h, 42h) are not allowed during Program
Suspend. Program Suspend is valid only during the Page Program or Quad Page Program operation.

The Erase/Program Suspend instruction “75h” will be accepted by the device only if the SUS bit in the
Status Register equals to 0 and the BUSY bit equals to 1 while a Sector or Block Erase or a Page
Program operation is on-going. If the SUS bit equals to 1 or the BUSY bit equals to O, the Suspend
instruction will be ignored by the device. A maximum of time of “tsus” (See AC Characteristics) is required
to suspend the erase or program operation. The BUSY bit in the Status Register will be cleared from 1 to
0 within “tsus” and the SUS bit in the Status Register will be set from 0 to 1 immediately after
Erase/Program Suspend. For a previously resumed Erase/Program operation, it is also required that the
Suspend instruction “75h” is not issued earlier than a minimum of time of “tsus” following the preceding
Resume instruction “7Ah”.

Unexpected power off during the Erase/Program suspend state will reset the device and release the
suspend state. SUS bit in the Status Register will also reset to 0. The data within the page, sector or block
that was being suspended may become corrupted. It is recommended for the user to implement system
design techniques against the accidental power interruption and preserve data integrity during
erase/program suspend state.

DO High Impedance

Accept instructions

Figure 35a. Erase/Program Suspend Instruction

Publication Release Date: September 3, 2018
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8.2.32 Erase / Program Resume (7Ah)

The Erase/Program Resume instruction “7Ah” must be written to resume the Sector or Block Erase
operation or the Page Program operation after an Erase/Program Suspend. The Resume instruction “7Ah”
will be accepted by the device only if the SUS bit in the Status Register equals to 1 and the BUSY bit
equals to 0. After issued the SUS bit will be cleared from 1 to 0 immediately, the BUSY bit will be set from
0 to 1 within 200ns and the Sector or Block will complete the erase operation or the page will complete the
program operation. If the SUS bit equals to 0 or the BUSY bit equals to 1, the Resume instruction “7Ah”
will be ignored by the device. The Erase/Program Resume instruction sequence is shown in Figure 36a &
36b.

Resume instruction is ignored if the previous Erase/Program Suspend operation was interrupted by
unexpected power off. It is also required that a subsequent Erase/Program Suspend instruction not to be
issued with in a minimum of time of “tsus” following a previous Resume instruction.

oy XN/ N\ AXX X

Resume previously
suspended Program or
Erase

Figure 36a. Erase/Program Resume Instruction
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8.2.33 Power-down (B9h)

Although the standby current during normal operation is relatively low, standby current can be further
reduced with the Power-down instruction. The lower power consumption makes the Power-down
instruction especially useful for battery powered applications (See ICC1 and ICC2 in AC Characteristics).
The instruction is initiated by driving the /CS pin low and shifting the instruction code “B9h” as shown in
Figure 37a & 37b.

The /CS pin must be driven high after the eighth bit has been latched. If this is not done the Power-down
instruction will not be executed. After /CS is driven high, the power-down state will entered within the time
duration of tbp (See AC Characteristics). While in the power-down state only the Release Power-down /
Device ID (ABh) instruction, which restores the device to normal operation, will be recognized. All other
instructions are ignored. This includes the Read Status Register instruction, which is always available
during normal operation. Ignoring all but one instruction makes the Power Down state a useful condition
for securing maximum write protection. The device always powers-up in the normal operation with the
standby current of ICC1.

/ICS \ //

-
Lt L

Stand-by current Power-down current

Figure 37a. Deep Power-down Instruction

Publication Release Date: September 3, 2018
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8.2.34 Release Power-down / Device ID (ABh)

The Release from Power-down / Device ID instruction is a multi-purpose instruction. It can be used to
release the device from the power-down state, or obtain the devices electronic identification (ID) number.

To release the device from the power-down state, the instruction is issued by driving the /CS pin low,
shifting the instruction code “ABh” and driving /CS high as shown in Figure 38a & 38b. Release from
power-down will take the time duration of tRES1 (See AC Characteristics) before the device will resume
normal operation and other instructions are accepted. The /CS pin must remain high during the tRES1 time
duration.

When used only to obtain the Device ID while not in the power-down state, the instruction is initiated by
driving the /CS pin low and shifting the instruction code “ABh” followed by 3-dummy bytes. The Device ID
bits are then shifted out on the falling edge of CLK with most significant bit (MSB) first. The Device ID
values for the W25R256JV is listed in Manufacturer and Device Identification table. The Device ID can be
read continuously. The instruction is completed by driving /CS high.

When used to release the device from the power-down state and obtain the Device ID, the instruction is
the same as previously described, and shown in Figure 38c & 38d, except that after /CS is driven high it
must remain high for a time duration of tRes2 (See AC Characteristics). After this time duration the device
will resume normal operation and other instructions will be accepted. If the Release from Power-down /
Device ID instruction is issued while an Erase, Program or Write cycle is in process (when BUSY equals
1) the instruction is ignored and will not have any effects on the current cycle.

‘47 Instruction (ABh) 4>‘

2 X7 /U XXX X XX

- -
>

Power-down current Stand-by current

Figure 38a. Release Power-down Instruction

ICS \
_Mode3 _ 0 1 2 3 4 5 6 7 8 9 29 30 31 32 33 34 35 36 37 38 | _ Mode3 | ______
CLK  Modeo : Mode 0
}47 Instruction (ABh) 4>\<— 3 Dummy Bytes —ﬁ [4— tRES2 —»
0y X XX XTI X X
* V<7 Device ID ———»
High Impedance
) L 7 XEXE XXX XX
*
* =MSB ) Power-down current g Stand-by curre:t

Figure 38c. Release Power-down / Device ID Instruction
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8.2.35 Read Manufacturer / Device ID (90h)

The Read Manufacturer/Device ID instruction is an alternative to the Release from Power-down / Device
ID instruction that provides both the JEDEC assigned manufacturer ID and the specific device ID.

The Read Manufacturer/Device ID instruction is very similar to the Release from Power-down / Device ID
instruction. The instruction is initiated by driving the /CS pin low and shifting the instruction code “90h”
followed by a 24-bit address (A23-A0) of 000000h. After which, the Manufacturer ID for Winbond (EFh)
and the Device ID are shifted out on the falling edge of CLK with most significant bit (MSB) first as shown
in Figure 39. The Device ID values for the W25R256JV are listed in Manufacturer and Device
Identification table. The instruction is completed by driving /CS high.

Pi Instruction (90h) 4>}<7 Address (000000h) 4>‘
w0y X/ N/ \ AeXeXey=~ XX Xe
*

DO High Impedance
(1o,
* =MSB
ICS /
31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 Mode 3

CLK l“—t ' Mode 0

7

oy XX X X X X X XX
o\ NOEEXDEE D ——

-«—— Manufacturer ID (EFh) — e Device ID —

Figure 39. Read Manufacturer / Device ID Instruction
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8.2.36 Read Manufacturer / Device ID Dual 1/0 (92h)

The Read Manufacturer / Device ID Dual I/O instruction is an alternative to the Read Manufacturer /
Device ID instruction that provides both the JEDEC assigned manufacturer ID and the specific device ID
at 2x speed.

The Read Manufacturer / Device ID Dual I/O instruction is similar to the Fast Read Dual I/O instruction.
The instruction is initiated by driving the /CS pin low and shifting the instruction code “92h” followed by a
24/32-bit address (A23/A31-A0) of 000000h, but with the capability to input the Address bits two bits per
clock. After which, the Manufacturer ID for Winbond (EFh) and the Device ID are shifted out 2 bits per
clock on the falling edge of CLK with most significant bits (MSB) first as shown in Figure 40. The Device
ID values for the W25R256JV are listed in Manufacturer and Device Identification table. The Manufacturer
and Device IDs can be read continuously, alternating from one to the other. The instruction is completed
by driving /CS high.

‘47 Instruction (92h) ————»a— A23-16 —»4— A15-8 —»& A7-0 (00h) »m— M7-0 —»]
oy — X/ N/ \ 609060@0606@609 0

DO High Impedance 3 3 3 'i' -

7 ‘
(10) - : : : -
* =MSB * D% D D |

_.23 24 25 26 27 28 20 30 31 32 33 34 35 36 37 38 ___ Mode3
CLK
| 10s switch from
o~ Inputto Output
[5] I y

% MFRID % Device ID

Ik [k ) 1
4— MFRID —ma— DevicelD —p-a—or
! ! ! (repeat) ! (repeat)

Figure 40. Read Manufacturer / Device ID Dual I/O Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
Note:
The “Continuous Read Mode” bits M(7-0) must be set to Fxh to be compatible with Fast Read Dual I/O instruction.
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8.2.37 Read Manufacturer / Device ID Quad I/O (94h)

The Read Manufacturer / Device ID Quad /O instruction is an alternative to the Read Manufacturer /
Device ID instruction that provides both the JEDEC assigned manufacturer ID and the specific device ID
at 4x speed.

The Read Manufacturer / Device ID Quad I/O instruction is similar to the Fast Read Quad I/O instruction.
The instruction is initiated by driving the /CS pin low and shifting the instruction code “94h” followed by a
four clock dummy cycles and then a 24/32-bit address (A23/A31-A0) of 000000h, but with the capability to
input the Address bits four bits per clock. After which, the Manufacturer ID for Winbond (EFh) and the
Device ID are shifted out four bits per clock on the falling edge of CLK with most significant bit (MSB) first
as shown in Figure 41. The Device ID values for the W25R256JV are listed in Manufacturer and Device
Identification table. The Manufacturer and Device IDs can be read continuously, alternating from one to
the other. The instruction is completed by driving /CS high.

_Mode3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 10 20 21 22 23 _
L}
CLK Mode O ! I | I | I | I
: | i A7-0 | ! 10s switch from
}47 Instruction (94h) ———» A23-16 | A15-8 | oo | M7-0 Dummy | Dummy I+ T inputto Output

e oINS 0 0 0'0 0 0 0'C
High Impedance i i i % ---

High Impedance § § % ! -
10, s X2 X8 X2 X5 X2XEX2 6}2

High Impedance 3 3 | | ==

10,
MFR ID %DeviceID

ICS
CLK
0,
o,
0,
Io3 B f f f I I

! MFRID | DevicelD! MFRID | DevicelD !

| (repeat) | (repeat) | (repeat) | (repeat) |

Figure 41. Read Manufacturer / Device ID Quad I/O Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
Note:

The “Continuous Read Mode” bits M(7-0) must be set to Fxh to be compatible with Fast Read Quad I/O instruction.
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8.2.38 Read Unique ID Number (4Bh)

The Read Unique ID Number instruction accesses a factory-set read-only 64-bit number that is unique to
each W25R256JV device. The ID number can be used in conjunction with user software methods to help
prevent copying or cloning of a system. The Read Unique ID instruction is initiated by driving the /CS pin
low and shifting the instruction code “4Bh” followed by a four bytes of dummy clocks. After which, the 64-
bit ID is shifted out on the falling edge of CLK as shown in Figure 42.

Mode 3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Fi Instruction (4Bh) 4>F7 Dummy Byte 1 4>F7 Dummy Byte 2 4>‘
(||<33|O) 5Z \ /_\ / \_/ o

DO High Impedance
[(eH)]

/ICS N /

23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42

DO High Impedance
- SXEXE

* = MSB «*~ 64-bit Unique Serial Number 4‘

Figure 42. Read Unique ID Number Instruction
5 Dummy Bytes are required when the device is operating in 4-Byte Address Mode
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8.2.39 Read JEDEC ID (9Fh)

For compatibility reasons, the W25R256JV provides several instructions to electronically determine the
identity of the device. The Read JEDEC ID instruction is compatible with the JEDEC standard for SPI
compatible serial memories that was adopted in 2003. The instruction is initiated by driving the /CS pin low
and shifting the instruction code “9Fh”. The JEDEC assigned Manufacturer ID byte for Winbond (EFh) and
two Device ID bytes, Memory Type (ID15-ID8) and Capacity (ID7-1D0) are then shifted out on the falling
edge of CLK with most significant bit (MSB) first as shown in Figure 43a & 43b. For memory type and
capacity values refer to Manufacturer and Device Identification table.

w0y X/ N/ X X X X

‘47 Instruction (9Fh) 4%

v — Manufacturer ID (EFh) ———

(10,

DO High Impedance 7 \
(0) /

* =MSB
ICS /

..l 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 _ Mode3
CLK ' Mode 0
DI ="

og .. X X X X X X X X

«—— Memory Type ID15-8 ——»+«——— Capacity ID7-0 ——»
DO -~

Figure 43a. Read JEDEC ID Instruction
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8.2.40 Read SFDP Register (5Ah)

The W25R256JV features a 256-Byte Serial Flash Discoverable Parameter (SFDP) register that contains
information about device configurations, available instructions and other features. The SFDP parameters
are stored in one or more Parameter Identification (PID) tables. Currently only one PID table is specified,
but more may be added in the future. The Read SFDP Register instruction is compatible with the SFDP
standard initially established in 2010 for PC and other applications, as well as the JEDEC standard
JESD216 that is published in 2011. Most Winbond SpiFlash Memories shipped after June 2011 (date
code 1124 and beyond) support the SFDP feature as specified in the applicable datasheet.

The Read SFDP instruction is initiated by driving the /CS pin low and shifting the instruction code “5Ah”
followed by a 24-bit address (A23-A0)® into the DI pin. Eight “dummy” clocks are also required before the
SFDP register contents are shifted out on the falling edge of the 40" CLK with most significant bit (MSB)
first as shown in Figure 44. For SFDP register values and descriptions, please refer to the Winbond
Application Note for SFDP Definition Table.

Note: 1. A23-A8 = 0; A7-A0 are used to define the starting byte address for the 256-Byte SFDP Register.

Fi Instruction (5Ah) 4>}<7 24-Bit Address 4%
oy —X N\ XX~ ~XXCX
*

DO High Impedance

e

31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

1

‘47 Dummy Byte 4%
- { p—
0y . IXIXEXEX XXX X X X XX X X X
(10y) —
"47 Data Out 1 —.-— Data Out 2 R —
High Impedance —_
) X8 X8 XXX 2 XXX T XEXE XXX 2 XXX,
* =MSB * *

Figure 44. Read SFDP Register Instruction Sequence Diagram
Only 24-Bit Address is required when the device is operating in either 3-Byte or 4-Byte Address Mode

-75-



W25R256JV
Y/} winbond I/ 4

8.2.41 Erase Security Registers (44h)

The W25R256JV offers three 256-byte Security Registers which can be erased and programmed
individually. These registers may be used by the system manufacturers to store security and other
important information separately from the main memory array.

The Erase Security Register instruction is similar to the Sector Erase instruction. A Write Enable
instruction must be executed before the device will accept the Erase Security Register Instruction (Status
Register bit WEL must equal 1). The instruction is initiated by driving the /CS pin low and shifting the
instruction code “44h” followed by a 24/32-bit address (A23/A31-A0) to erase one of the three security
registers.

ADDRESS {A23/A31}-16 Al15-12 All-8 A7-0
Security Register #1 00h 0001 0000 Don’t Care
Security Register #2 00h 0010 0000 Don’t Care
Security Register #3 00h 0011 0000 Don’t Care

The Erase Security Register instruction sequence is shown in Figure 45. The /CS pin must be driven high
after the eighth bit of the last byte has been latched. If this is not done the instruction will not be executed.
After /CS is driven high, the self-timed Erase Security Register operation will commence for a time
duration of tse (See AC Characteristics). While the Erase Security Register cycle is in progress, the Read
Status Register instruction may still be accessed for checking the status of the BUSY bit. The BUSY bit is
a 1 during the erase cycle and becomes a 0 when the cycle is finished and the device is ready to accept
other instructions again. After the Erase Security Register cycle has finished the Write Enable Latch
(WEL) bit in the Status Register is cleared to 0. The Security Register Lock Bits (LB3-1) in the Status
Register-2 can be used to OTP protect the security registers. Once a lock bit is set to 1, the corresponding
security register will be permanently locked, Erase Security Register instruction to that register will be
ignored (Refer to section 7.1.8 for detail descriptions).

%7 Instruction (44h) 4%4— 24-Bit Address —ﬁ
o9 — XN /"\ /\ 008
*

DO High Impedance
(10,

* =MSB

Figure 45. Erase Security Registers Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode

Publication Release Date: September 3, 2018
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8.2.42 Program Security Registers (42h)

The Program Security Register instruction is similar to the Page Program instruction. It allows from one
byte to 256 bytes of security register data to be programmed at previously erased (FFh) memory locations.
A Write Enable instruction must be executed before the device will accept the Program Security Register
Instruction (Status Register bit WEL= 1). The instruction is initiated by driving the /CS pin low then shifting
the instruction code “42h” followed by a 24/32-bit address (A23/A31-A0) and at least one data byte, into
the DI pin. The /CS pin must be held low for the entire length of the instruction while data is being sent to
the device.

ADDRESS {A23/A31}-16 A15-12 Al11-8 A7-0
Security Register #1 00h 0001 0000 Byte Address
Security Register #2 00h 0010 0000 Byte Address
Security Register #3 00h 0011 0000 Byte Address

The Program Security Register instruction sequence is shown in Figure 46. The Security Register Lock
Bits (LB3-1) in the Status Register-2 can be used to OTP protect the security registers. Once a lock bit is
set to 1, the corresponding security register will be permanently locked, Program Security Register
instruction to that register will be ignored (See 7.1.8, 8.2.25 for detail descriptions).

Mode 3 0 1 2 3 4 5 6 7 8 9 10 28 29 30 31 32 33 34 35 36 37 38 39

‘47 Instruction (42h) 4>}47 24-Bit Address 4>F7 Data Byte 1 4%

* = MSB
ICS /

39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

Pi Data Byte 2 4%47 Data Byte 3 4% —————— !47 Data Byte 256 4%
10y . XX EXEX XX XX XXX XXX XX~ XXX XX XXX X
* * *

Figure 46. Program Security Registers Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.43 Read Security Registers (48h)

The Read Security Register instruction is similar to the Fast Read instruction and allows one or more data
bytes to be sequentially read from one of the four security registers. The instruction is initiated by driving
the /CS pin low and then shifting the instruction code “48h” followed by a 24/32-bit address (A23/A31-A0)
and eight “dummy” clocks into the DI pin. The code and address bits are latched on the rising edge of the
CLK pin. After the address is received, the data byte of the addressed memory location will be shifted out
on the DO pin at the falling edge of CLK with most significant bit (MSB) first. The byte address is
automatically incremented to the next byte address after each byte of data is shifted out. Once the byte
address reaches the last byte of the register (byte address FFh), it will reset to address 00h, the first byte
of the register, and continue to increment. The instruction is completed by driving /CS high. The Read
Security Register instruction sequence is shown in Figure 47. If a Read Security Register instruction is
issued while an Erase, Program or Write cycle is in process (BUSY=1) the instruction is ignored and will
not have any effects on the current cycle. The Read Security Register instruction allows clock rates from
D.C. to a maximum of FR (see AC Electrical Characteristics).

ADDRESS {A23/A31}-16 Al15-12 All-8 A7-0
Security Register #1 00h 0001 0000 Byte Address
Security Register #2 00h 0010 0000 Byte Address
Security Register #3 00h 0011 0000 Byte Address

__Mode3__ 0o 1 2 3 4 5 6 7 8 9 10 28 29 30 31 _

CLK ModeO:Illlllllllllllllllllll |||||||
Fi Instruction (48h) 4%47 24-Bit Address 4%
DI ===
o) XN/ N/ \ 0.0.0:0.0.0.0M
*

DO High Impedance
(10)

* = MSB
ICS

I

.31 32 33 34 3 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

%7 Dummy Byte 4% |
2T I X X X XXX XX

[S—

[S—
- Data Out 1 — - Data Out 2 —

)—

)—

High Impedance )/
(o) 20900606 0000000604
* *

o
~
1

Figure 47. Read Security Registers Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode

Publication Release Date: September 3, 2018
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8.2.44 Individual Block/Sector Lock (36h)

The Individual Block/Sector Lock provides an alternative way to protect the memory array from adverse
Erase/Program. In order to use the Individual Block/Sector Locks, the WPS bit in Status Register-3 must
be set to 1. If WPS=0, the write protection will be determined by the combination of CMP, TB, BP[3:0] bits
in the Status Registers. The Individual Block/Sector Lock bits are volatile bits. The default values after
device power up or after a Reset are 1, so the entire memory array is being protected.

To lock a specific block or sector as illustrated in Figure 4d, an Individual Block/Sector Lock command
must be issued by driving /CS low, shifting the instruction code “36h” into the Data Input (DI) pin on the
rising edge of CLK, followed by a 24/32-bit address and then driving /CS high.

Fi Instruction (36h) 4+— 24-Bit Address —»‘

(%9 /S N\ XXX X

DO High Impedance

(10y) * = MSB

Figure 52a. Individual Block/Sector Lock Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode
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8.2.45 Individual Block/Sector Unlock (39h)

The Individual Block/Sector Lock provides an alternative way to protect the memory array from adverse
Erase/Program. In order to use the Individual Block/Sector Locks, the WPS bit in Status Register-3 must
be set to 1. If WPS=0, the write protection will be determined by the combination of CMP, TB, BP[3:0] bits
in the Status Registers. The Individual Block/Sector Lock bits are volatile bits. The default values after
device power up or after a Reset are 1, so the entire memory array is being protected.

To unlock a specific block or sector as illustrated in Figure 4d, an Individual Block/Sector Unlock
command must be issued by driving /CS low, shifting the instruction code “39h” into the Data Input (DI) pin
on the rising edge of CLK, followed by a 24/32-bit address and then driving /CS high.

%7 Instruction (39h) 4%4— 24-Bit Address —»‘
0 EXOCEXX
*

DO High Impedance

(104) * = MSB

Figure 53a. Individual Block Unlock Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode

Publication Release Date: September 3, 2018
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8.2.46 Read Block/Sector Lock (3Dh)

The Individual Block/Sector Lock provides an alternative way to protect the memory array from adverse
Erase/Program. In order to use the Individual Block/Sector Locks, the WPS bit in Status Register-3 must
be set to 1. If WPS=0, the write protection will be determined by the combination of CMP, TB, BP[3:0] bits
in the Status Registers. The Individual Block/Sector Lock bits are volatile bits. The default values after
device power up or after a Reset are 1, so the entire memory array is being protected.

To read out the lock bit value of a specific block or sector as illustrated in Figure 4d, a Read Block/Sector
Lock command must be issued by driving /CS low, shifting the instruction code “3Dh” into the Data Input
(D) pin on the rising edge of CLK, followed by a 24/32-bit address. The Block/Sector Lock bit value will be
shifted out on the DO pin at the falling edge of CLK with most significant bit (MSB) first as shown in Figure
54. If the least significant bit (LSB) is 1, the corresponding block/sector is locked; if LSB=0, the
corresponding block/sector is unlocked, Erase/Program operation can be performed.

s T\ ! Yo

Mode 3 0 1 2 3 4 5 6 7 8 9 10 28 29 30 31 32 33 34 35 36 37 38 39 Mode 3
"

}47 Instruction (3Dh) 4>}<7 24-Bit Address 4>‘
109 — X\ XX~ =G XEXX X X X X
*

y———— Lock Value Out ———»

DO High Impedance
(10) i XXX XXX XX
*

* = MSB

Figure 54a. Read Block Lock Instruction
32-Bit Address is required when the device is operating in 4-Byte Address Mode

8.2.47 Global Block/Sector Lock (7Eh)

All Block/Sector Lock bits can be set to 1 by the Global Block/Sector Lock instruction. The command must
be issued by driving /CS low, shifting the instruction code “7Eh” into the Data Input (DI) pin on the rising
edge of CLK, and then driving /CS high.

DO High Impedance

Figure 55. Global Block Lock Instruction
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8.2.48 Global Block/Sector Unlock (98h)

All Block/Sector Lock bits can be set to 0 by the Global Block/Sector Unlock instruction. The command
must be issued by driving /CS low, shifting the instruction code “98h” into the Data Input (DI) pin on the
rising edge of CLK, and then driving /CS high.

%7 Instruction (98h) 4>‘
o) X/ N_/ \ L X

DO High Impedance

Figure 56. Global Block Unlock Instruction

Publication Release Date: September 3, 2018
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8.2.49 Enable Reset (66h) and Reset Device (99h)

Because of the small package and the limitation on the number of pins, the W25R256JV provide a
software Reset instruction instead of a dedicated RESET pin. Once the Reset instruction is accepted, any
on-going internal operations will be terminated and the device will return to its default power-on state and
lose all the current volatile settings, such as Volatile Status Register bits, Write Enable Latch (WEL)
status, Program/Erase Suspend status, Read parameter setting (P7-P0), Continuous Read Mode bit
setting (M7-M0) and Wrap Bit setting (W6-W4).

To avoid accidental reset, both instructions must be issued in sequence. Any other commands other than
“Reset (99h)” after the “Enable Reset (66h)” command will disable the “Reset Enable” state. A new
sequence of “Enable Reset (66h)” and “Reset (99h)” is needed to reset the device. Once the Reset
command is accepted by the device, the device will take approximately tRST=30us to reset. During this
period, no command will be accepted.

Data corruption may happen if there is an on-going or suspended internal Erase or Program operation
when Reset command sequence is accepted by the device. It is recommended to check the BUSY bit and
the SUS bit in Status Register before issuing the Reset command sequence.

Fi Instruction (66h) 4% Fi Instruction (99h) 4>‘

oy XN/ S L X S X

DO High Impedance

Figure 57a. Enable Reset and Reset Instruction Sequence
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8.2.50 Write Root Key Register (9Bh + 00h)

This command is used by the SPI Flash Controller to initialize the Root Key Register corresponding to the
received Counter Address with the received Root Key. It is expected to be used in an OEM manufacturing
environment when the SPI Flash Controller and SPI Flash are powered together for the first time.

After the command is issued on the interface the SPI Flash device must ensure that the received
transaction is error free. This includes checking following conditions:

e Payload size is correct. (including OP1 is 64 bytes)
Counter Address falls within the range of supported counters.
The Root Key Register corresponding to the requested Counter Address was previously
uninitialized. [Root_Key Reg_Init_State[Counter_Address] = OxFFh]

e Truncated signature field is the same as least significant 224 bits of HMAC-SHA-256 based
signature computed based on received input parameters.

If the received transaction is error free SPI Flash device successfully executes the command and posts
“successful completion” in the RPMC Status Register. This command must be executed to ensure that
power cycling in the middle of command execution is properly handled. This requires that the internal state
tracking the root key register initialization is written as the last operation of the command execution.
(Root_Key_Reg_Init_State[Counter_Address] = 0]

Root Key Register Write with root key is = 256’hFF...FF is used as a temporary key. When this request is
received error-free Root _Key Reg_Init_State[Counter_Address] is not affected. Instead only the
corresponding Monotonic counters is initialized to O if previously uninitialized. This state is tracked as
separate state using MC_Init_State[Counter_Address]. This state is used to leave the Monotonic counters
at the current value when an error free Root Key Register Write operation is received. (Both 256'hFF..FF
and non 256’hFF..FF)

Once this command is successfully executed with a non 256’hFF..FF Root Key, the device will not accept
the “Write Root Key Register” command any more, and the Root Key value cannot be read out by any
instructions.

es ™) /—

1
Mode 3 01234567890

DIO :y_\—/_\_/_\ I( Cour[l;?g]Addf X Reserved[7:0] X Root Key[255:0] X Truncated Sign[223:0] X

Mlnstruction (QBh)+L4 CMD Type (00h) >‘

DO

Figure 43. Write Root Key Register Instruction

Publication Release Date: September 3, 2018
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8.2.51 Update HMAC Key (9Bh + 01h)

This command is used by the SPI Flash Controller to update the HMAC-Key register corresponding to the
received Counter Address with a new HMAC key calculated based on received input. This command must
be issued once only on every power cycle event on the interface. This allows the HMAC key storage to be
implemented using volatile memory. Status register busy indication is expected to indicate busy for double
the amount of Read_Counter_Polling_Delay specified in SFDP table since this command performs two
distinct HMAC-SHA-256 computations.

After the command is issued on the interface the SPI Flash device must ensure that the received
transaction is error free. This includes checking following conditions:

e Payload size is correct. (including OP1 = 40 bytes)

e Counter Address falls within the range of supported counters.

e The Monotonic counters corresponding to the requested Counter Address was previously
initialized.

e Signature matches the HMAC-SHA-256 based signature computed based on received input
parameters. This command performs two HMAC-SHA-256 operations.

If the received transaction is error free, the SPI Flash device successfully executes the command and
posts “successful completion” in the RPMC Status Register.

If the received transaction has errors, the SPI Flash device does not execute the transaction and posts the
corresponding error in the RPMC Status Register.

es ) .

1
Mode 3 01234567890

DIO V\ ’ \’ \ ” C"“’[‘;ef(’)]“dd' X Reserved[7:0] x Key Data[31:0] x Signature[255:0] X

Mlnstruction (QBh)+L4 CMD Type (01h) 4

DO

Figure 44. Update HMAC Key Register Instruction
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Increment Monotonic counters (9Bh + 02h)

W25R256JV
I/

This command is used by the SPI Flash Controller to increment the Monotonic counters by 1 inside the

SPI Flash Device.

After the command is issued on the interface the SPI Flash device must ensure that the received
transaction is error free. This includes checking following conditions:

e Payload size is correct. (including OP1 = 40 bytes)

e Counter Address falls within the range of supported counters.

e The Monotonic counters corresponding to the requested Counter Address was previously
initialized.

e The HMAC Key Register corresponding to the requested Counter Address was previously
initialized.

e The requested Signature matches the HMAC-SHA-256 based signature computed based on
received input parameters.

e The received Counter_Addressmatches the current value of the counter read from the SPI Flash.

If the received transaction is error free, the SPI Flash device successfully executes the command and
posts “successful completion” in the RPMC Status Register. The increment counter implementation
should make sure that the counter increment operation is performed in a power glitch aware manner.

ICS ~

11111111112
Mode 3 012345678901234567890

x Reserved[7:0] X Counter Data[31:0] x Signature[255:0] x

Counter Addr
DIO “ BYR m e

‘¢Inslruction (QBh)+L4 CMD Type (02h) f‘

DO

Figure 45. Increment Monotonic counters Instruction

Publication Release Date: September 3, 2018
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8.2.53 Request Monotonic counters (9Bh + 03h)

This command is used by the SPI Flash Controller to request the Monotonic counters value inside the SPI
Flash Device.

After the command is issued on the interface the SPI Flash device must ensure that the received
transaction is error free. This includes checking following conditions:

e Payload size is correct. (including OP1 = 48 bytes)

e Counter Address falls within the range of supported counters.

e The Monotonic counters corresponding to the requested Counter Address was previously
initialized.

e The HMAC Key Register corresponding to the requested Counter Address was previously
initialized.

e The requested Signature matches the HMAC-SHA-256 based signature computed based on
received input parameters.

If the received transaction is error free, the SPI Flash device successfully executes the command and
posts “successful completion” in the RPMC Status Register. In response to this command, the SPI flash
reads the Monotonic counters addressed by counter address. It calculates HMAC-SHA-256 signatures the
second time, based on following parameters.

o HMAC Message[127:0] = Tag [95:0], Counter_Data_Read[31:0]
o HMAC Key[255:0] = HMAC_Key_Register[Counter_Address][255:0]

111 3
11111111112222222222333333 222 8
Mode 3 012345678901234567890123456789012345 789 2 Mode 3

C L K —J-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-H-HW o T
Mode 0 Mode 0
DIO y ~ ’ ~ ’ \ ’ ‘ CouTS(;]Addr X Reserved(7:0] x Tag[95:0] x Signature[255:0] X

“Instruction (QBh)4>14 CMD Type (03h) fl

IS\
[N
SINT
INT
[STATS
(AT
ST N
00w
woow

DO

Figure 46. Request Monotonic counters Instruction

8.2.54 Reserved RPMCCommands (9Bh + 04h~FFh)

If the SPI Flash Controller issues any of the reserved command-types, the SPI Flash Device must return
Error status in the RPMC Status Register. It asserts bit 2 to indicate that a reserved command-type was
issued.
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8.2.55 Read RPMCStatus / Data (96h)

This command is used by the SPI Flash Controller to read the RPMC status from any previously issued
OP1 command. In addition, if previous OP1 command is Request Monotonic counters and if SPI Flash
returns successful completion (BUSY=0) in the RPMC Status Register, then it must also return valid
values in the Tag, Counter_Addressand Signature field. If there’re other error flags, the values returned in
Tag, Counter and Signature field are invalid. The controller may abort the read prematurely prior to
completely reading the entire payload. This may occur when the controller wants to simply read the RPMC
status or when it observes an error being returned in the RPMC status field. The controller may also
continue reading past the defined payload size of 49 bytes. Since this is an error condition, the SPI Flash
may return any data past the defined payload size. The controller must ignore the data.

YT
ENTSY
ok
O
[SINTSY
YNTS
[SYSI
[YGI
NS
Wik
INUIS
o
INSEN
[SISEN
[YSEN
~on

111111111122 22222
Mode 3 012345678901234567890123456 678901 012345 456 7 Mode3

Mode 0 Mode 0
Don't Care
DIO Dummy Bits[7:0]

M Instruction (96h)+‘

High Impedance

DO

{ RPMC Status[7:0] x Tag[95:0] X Counter Data[31:0] x Signature[255:0] x

Figure 47a. Read RPMC Data Instruction (BUSY=0)

When BUSY=1, from Byte-3 and beyond, the device will output the RPMC Status[7:0] value continuously
until /CS terminates the instruction. The device will not output Tag, CounterData & Signature fields when
BUSY=1. Once BUSY becomes 0, another OP2 command must be issued to read out the correct Tag,
CounterData & Signature fields.

ST
ENTSYS
ST
[EIeYS
[SINTS
BN
oo
o
Do
woe
INGIS
(LIS

11111111112222222
Mode 3 012345678901234567890123456

CLK .. .. ..
Mode 0 Mode 0
Don’t Care
DIO Dummy Bits[7:0]

“ Instruction (96h)+‘

High Impedance
DO on Imp { RPMC Status[7:0] x RPMC Status(7:0] X RPMC Status[7:0] l x RPMC Status(7:0] X

Figure 47b. Read RPMC Data Instruction (BUSY=1)
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9. ELECTRICAL CHARACTERISTICS
9.1 Absolute Maximum Ratings (M@

PARAMETERS SYMBOL CONDITIONS RANGE UNIT
Supply Voltage VCC —0.6 to 4.6V Vv
Voltage Applied to Any Pin Vio Relative to Ground —0.6 to VCC+0.4 \%
. . <20nS Transient —-2.0Vto
Transient Voltage on any Pin VioT Relative to Ground VCC+2.0V \%
Storage Temperature TSTG —65 to +150 °C
Lead Temperature TLEAD @ See Note @ °C
Electrostatic Discharge VESD® Human Body —2000 to +2000 Vv
Voltage Model
Notes:

1.This device has been designed and tested for the specified operation ranges. Proper operation outside of these levels is not
guaranteed. Exposure to absolute maximum ratings may affect device reliability. Exposure beyond absolute maximum ratings

may cause permanent damage.

2.JEDEC Std JESD22-A114A (C1=100pF, R1=1500 ohms, R2=500 ohms).

3.Compliant with JEDEC Standard J-STD-20C for small body Sn-Pb or Pb-free (Green) assembly and the European directive on
restrictions on hazardous substances (RoHS) 2002/95/EU.

9.2  Operating Ranges

SPEC
PARAMETER SYMBOL | CONDITIONS UNIT
MIN MAX

Fr=133MHz, frR=50MHz 3.0 3.6 \%
Supply Voltage® VCC

Fr = 104MHz, frR=50MHz 2.7 3.0 \%
Amb'e’.“ Temperature, TA Industrial -40 +85 °C
Operating
Note:

1.VCC voltage during Read can operate across the min and max range but should not exceed +10% of the programming

(eraselwrite) voltage.
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9.3 Power-up Timing and Write Inhibit Threshold®

W25R256JV
I/

SPEC
PARAMETER SYMBOL UNIT
MIN MAX
VCC (min) to /CS Low tvsL 20 us
Time Delay Before Write Instruction tPUW 5 ms
Write Inhibit Threshold Voltage Vwi 1.0 2.0 \%
Note:
1. These parameters are characterized only.
VCC A
VCC(max) —[r-==--==-==““""““““““““ "~ "o
W Program, Erase and Write Instructions are ignored -
P /CS must track VCC ~///——
VCC(min) ~J---==--==--=--““-"““— A"~~~ mmm - -] m - -
"~ Read Instructions | Device is fully'
Allowed Accessible
Vwi -
L
Time
Figure 58. Power-up Timing and Voltage Levels
/CS must track VCC
during VCC Ramp Up/Down
______ | | |
A | | |
T |
| | |
vce : : |
| | |
| | |
A u 1|
|
| | |
| | |
ICS I | I
| | |
| | |
I ! I >
______ g L1 Time

Figure 58b. Power-up, Power-Down Requirement
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9.4 DC Electrical Characteristics

SPEC
PARAMETER SYMBOL | CONDITIONS UNIT
MIN TYP MAX
Input Capacitance CIN VIN =0V 12 pF
Output Capacitance Cout VouT = 0V 16 pF
Input Leakage ILI +4 HA
1/0 Leakage ILo 4 HA
/CS =VCC,
Standby Current Iccl VIN = GND or VCC 35 120 HA
/CS =VCC,
Power-down Current Icc2 VIN = GND or VCC 2 25 HA
Current Read Data / Cc=0.1VvCC/09VCC
Dual /Quad 1MHz(® lce3 DO = Open 4 10 mA
Current Read Data / Cc=0.1VvCC/09VCC
Dual /Quad 50MHz(® lce3 DO = Open 15 mA
Current Read Data / Cc=0.1VvCC/09VCC
Dual /Quad 80MHz(® lce3 DO = Open 18 mA
Current Read Data / _
Dual Output Read/Quad | lcc3 ga E'éve‘;c /o9 vee 20 mA
Output Read 104MHz®? =op
Current Write Status | jccq /cs = vee 20 25 mA
Register
Current Page Program lccs /CS=VCC 20 25 mA
Current Sector/Block Icc6 /CS = Ve 20 o5 mA
Erase
Current Chip Erase lcc7 /CS =VCC 20 25 mA
RPMC OP1 Write Only Icc8 /CS =VCC 15 20 mA
RPMC OP1 & c=0.1VvCC/09VCC
Array Read Icco DO = Open 19 40 mA
RPMC OP1 & lcc10 /CS = VCC 35 45 mA
Array Program/Erase
RPMC OP2 Read Only Iccll c=0.1VvCC/09VvCC 30 mA
RPMC OP2 & —
Array Program/Erase Icc12 c=0.1VvCC/09VCC 30 45 mA
Input Low Voltage VIL VCC x 0.3 \%
Input High Voltage VIH VCC x 0.7 \%
Output Low Voltage VoL loL = 100 pA 0.2 \%
Output High Voltage VOH IoH =-100 pA VCC-0.2 \%

Notes:

1. Tested on sample basis and specified through design and characterization data. TA = 25° C, VCC = 3.0V.

2. Checker Board Pattern.
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9.5 AC Measurement Conditions®

SPEC
PARAMETER SYMBOL UNIT
MIN MAX
Load Capacitance CL 30 pF
Input Rise and Fall Times TR, TF 5 ns
Input Pulse Voltages VIN 0.1VCCto0.9VvCC \%
Input Timing Reference Voltages IN 0.3VCCt0 0.7 VCC \%
Output Timing Reference Voltages Oout 0.5VCCto 0.5VCC \%

Note:

1. Output Hi-Z is defined as the point where data out is no longer driven.

Input Levels

Input and Output
Timing Reference Levels

0.9VvCC

0.1VvCC

Figure 59. AC Measurement I/O Waveform
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9.6 AC Electrical Characteristics(6)

winbond

W25R256JV
I/

SPEC
DESCRIPTION SYMBOL ALT UNIT
MIN | TYP MAX

Clock requercy except o Read Dt (031 " | @ | oc
Cloc reauery except or Read Data (03) o | @ | oe
Clock frequency for Read Data instruction (03h) fr fez D.C. 50 MHz
Clock frequency for RPMC instructions FR fez D.C. 80 MHz
Clock High, Low Time tCLH, 45%

for all instructions except for Read Data (03h) teLL(®) PC ns
Clock High, Low Time tCRLH, 45%

for Read Data (03h) instruction tcrLL() PC ns
Clock Rise Time peak to peak tcLcH®@ 0.1 Vins
Clock Fall Time peak to peak tcHeL(@ 0.1 Vins
/CS Active Setup Time relative to CLK tSLCH tcss 5 ns
/CS Not Active Hold Time relative to CLK {CHSL 5 ns
Data In Setup Time tDVCH tDsu 2 ns
Data In Hold Time tCHDX tDH 3 ns
/CS Active Hold Time relative to CLK tCHSH 3 ns
/CS Not Active Setup Time relative to CLK tSHCH 3 ns
/CS Deselect Time tSHSL tCsH 50 ns
Output Disable Time tsHoz@ | tois 7 ns
Clock Low to Output Valid tCLQV tv 7 ns
Output Hold Time tcLQX tHO 2 ns
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AC Electrical Characteristics (cont'd)

W25R256JV
I/

SPEC
DESCRIPTION SYMBOL ALT UNIT
MIN TYP MAX
/CS High to Power-down Mode tpp@ 3 us
/CS High to Standby Mode without ID Read tRES1®@ 3 VS
/CS High to Standby Mode with ID Read tRES2(® 18 us
/CS High to next Instruction after Suspend tsus(@ 20 VS
/CS High to next Instruction after Reset tRST®@ 30 pS
RPMC Write Root Key Register tKEY 170 250 Hs
RPMC Update HMAC Key Register tHMAC 50 75 Hs
RPMC Increment Monotonic Counter tincl 80 200 VS
Elz)l\lﬁlriépcsri?fhr}ﬁlgl;/)lonotonic Counter tING2 75 250 ms
RPMC Request Monotonic Counter tREQ 80 120 Hs
Write Status Register Time tw 10 15 ms
Page Program Time tPP 0.7 3 ms
Sector Erase Time (4KB) tSE 50 400 ms
Block Erase Time (32KB) tBE; 120 1,600 ms
Block Erase Time (64KB) tBE> 150 2,000 ms
Chip Erase Time tCE 80 400 s

Notes:

1.Clock high + Clock low must be less than or equal to Pc. Pc = 1/fc(max.)
2.Value guaranteed by design and/or characterization, not 100% tested in production.

3.0nly applicable as a constraint for a Write Status Register instruction when SRP[1:0]=(0,1).
5.1t’'s possible to reset the device with shorter tRESET (as short as a few hundred ns), a 1us minimum is recommended to ensure

reliable operation.
6.4-bytes address alignment for Quad Read
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9.7 Serial Output Timing

ICS /
tCLH
<> tCLQV <« tCLQV tCLL <> tSHQZ
o (CLX > tCLQX -t N
output ————— MSB OUT XX X LSBHOUT )

9.8 Serial Input Timing

ICS k N /«— tSHSL —»\
tCHSL tSLCH —» tCHSH —»»a—»— tSHCH

tDVCH tCHDX tCLCH - tCHCL
10 1
nput ; MSB IN )P )C 1 X BN X
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10. PACKAGE SPECIFICATIONS
10.1 8-Pad WSON 8x6-mm (Package Code E)

C
PIN 1 INDENT ‘* CO0.4
PIN 1 I.D.
e _
|
DPD { ]
=Y —1 -
== -
D (-
D *LJM ‘,L. D2
LA
Millimeters Inches
Symbol - -
Min Nom Max Min Nom Max
A 0.70 0.75 0.80 0.028 0.030 0.031
Al 0.00 0.02 0.05 0.000 0.001 0.002
b 0.35 0.40 0.48 0.014 0.016 0.019
C 0.20 REF 0.008 REF
D 7.90 8.00 8.10 0.311 0.315 0.319
D2 3.35 3.40 3.45 0.132 0.134 0.136
E 5.90 6.00 6.10 0.232 0.236 0.240
E2 4.25 4.30 4.35 0.167 0.169 0.171
1.27 0.050
0.45 0.50 0.55 0.018 0.020 0.022
y 0.00 0.050 0.000 0.002
Note:

The metal pad area on the bottom center of the package is not connected to any internal electrical signals. It can be
left floating or connected to the device ground (GND pin). Avoid placement of exposed PCB vias under the pad.
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11. ORDERING INFORMATION

Wo 25R 256\]\1 X Iﬁ) X

Company Prefix T
W = Winbond

Product Family

25R = SpiFlash Serial Flash Memory with Dual/Quad 1/0O and RPMC feature

Product Number / Density

256 = 256M-bit

Supply Voltage

\ = 2.7Vto 3.6V

Package Type
E = 8-pad WSON 8x6mm

Temperature Range

I = Industrial (-40°C to +85°C)

Special Options@3)

Q = Green Package with QE=1 in Status Register-2

Notes:
1. The “W” prefix and the Temperature designator “I” are not included on the part marking.

2. Standard bulk shipments are in Tube (shape E). Please specify alternate packing method, such as Tape and
Reel (shape T) or Tray (shape S), when placing orders.

3. For shipments with OTP enabled feature, please contact Winbond.
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11.1 Valid Part Numbers and Top Side Marking

The following table provides the valid part numbers for the W25R256JV SpiFlash Memory. Please contact
Winbond for specific availability by density and package type. Winbond SpiFlash memories use a 12-digit
Product Number for ordering. However, due to limited space, the Top Side Marking on all packages uses
an abbreviated 10-digit number.

PACKAGE TYPE

DENSITY

PRODUCT NUMBER

TOP SIDE MARKING

E
WSON-8 8x6mm

256M-Dbit

W25R256JVEIQ

25R256JVEQ

Publication Release Date: September 3, 2018
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12. REVISION AISTORY

VERSION DATE PAGE DESCRIPTION
A 06/13/2017 New Create Preliminary
09/03/2018 20 Updated DRV default value
B 10/16/2018 Removed Preliminary
Trademarks

Winbond and SpiFlash are trademarks of Winbond Electronics Corporation.
All other marks are the property of their respective owner.

Important Notice

Winbond products are not designed, intended, authorized or warranted for use as components in systems
or equipment intended for surgical implantation, atomic energy control instruments, airplane or spaceship
instruments, transportation instruments, traffic signal instruments, combustion control instruments, or for
other applications intended to support or sustain life. Furthermore, Winbond products are not intended for
applications wherein failure of Winbond products could result or lead to a situation wherein personal injury,
death or severe property or environmental damage could occur. Winbond customers using or selling these
products for use in such applications do so at their own risk and agree to fully indemnify Winbond for any
damages resulting from such improper use or sales.

Information in this document is provided solely in connection with Winbond products. Winbond
reserves the right to make changes, corrections, modifications or improvements to this document
and the products and services described herein at any time, without notice.

Please note that all data and specifications are subject to change without notice.
All the trademarks of products and companies mentioned in this datasheet belong to their respective owners.
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